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It seems every day you either read another news story, hear it on the radio or evening news another 

cyber event occurred and thousands, if not more, have been impacted.  The recent hack of the Federal 

Government Office of Personnel Management, where 4 plus million records of current or former 

employees were stolen, has elevated the level of awareness of how insidious cyber theft has become.  It 

involves every business and entity in society, from the federal government, financial institutions; such as 

JP Morgan, health companies; such as Anthem (Blue Cross/Blue Shield), national companies, such as 

Home Depot and Target, to small companies in Vermont. 

 

The cost of responding to and remediating data breaches and identify the fix will exceed four billion 

dollars in 2015 and is expected to reach two trillion by 2020.  In an attempt to slow down some 

breaches, new changes are on the horizon for credit cards.  October 2015, is the scheduled date for the 

transition from swipe and sign credit card transaction to the EMV microchip credit card.  The microchip 

“card dipping” system operates by inserting your card into a terminal slot to process.  Unlike magnetic 

strip swipe cards, the chip cards create a unique transaction code that cannot be used again nor 

duplicated.  You can continue to use your swipe system instead of changing to the “card dipping 

process”; however this creates a liability shift in the event of fraud or theft.  If a merchant is still using 

the old system and runs a transaction with a swipe and signature, they will be liable for any fraudulent 

transactions if the customer has a chip card.  The same goes the other way, if the merchant has a new 

terminal but the bank has not issued a chip and pin card to the customer, the bank would be liable. 

 

As an individual, am I at risk?  Absolutely, identity theft is rampant.  Most data breaches occur as a way 

to steal individual records so they may be sold on the black market.  Once sold, the thieves will create 

accounts in the individual’s name, steal assets, file false tax returns, and potentially wreak havoc on your 

reputation.  I strongly recommend people check with their insurance broker to see what identity theft 

coverages are in place or available to protect them from the expenses incurred by an ID theft or cyber-

attack. 

 

If you are a business that suffers a breach, you are required to notify the Vermont Attorney General’s 

office within 14 days of when you became aware of the event.  You will also be responsible for 

notification and probably ongoing credit checks for all persons whose personal identifiable information 

was compromised.  Notification costs, on average, vary between $150.00 to $400.00 per person 

depending on the type of industry and information stolen.  Historically, the healthcare and financial 

industries experience the highest average notification costs with retailers at the lower end.  Equally, or 

more important is if your bank information is stolen as a result of your system being compromised and 

the hacker uses the information to steal money from your accounts in a financial institution, the 

financial institution is not legally responsible for the theft of your funds. 

 

In addition to notification costs, other expenses a business may incur include forensic costs to find out 

and mitigate how the breach occurred, loss of income from a shutdown, reputational costs to repair and 

maintain the business name, potential crypto-locking and extortion expenses, third party liability 

actions, and governmental fines and penalties. 

 

Am I a target?  The simple answer is yes, as most small businesses do not have the resources to employ 

fulltime IT support and services.  All large businesses and federal government have huge IT staffs to 



prevent breaches and they still occur.  Because small business does not have these resources they are 

considered “low hanging fruit” and are more susceptible to a breach than they believe.   

 

Am I covered by insurance?  Probably not as cyber coverage is a fairly new insurance product.  Policies 

vary and range from basic data breach notification to full comprehensive packages, providing a broad 

array of coverages.  I strongly urge you to consult with your insurance broker to educate yourself on 

what options are available as recent federal government estimates up to 70% of businesses have been 

or will be hacked in the near future. 

 

How do I protect myself?  The best way is to regularly consult with your IT staff or consultant to make 

sure proper firewalls and monitoring is in place as hacking is a 24 hour per day sophisticated activity.  

Additionally, the consultants will recommend certain protocols be implemented, such as password 

management, dedicated terminal, limited internet access, and other strategies to minimize the potential 

for a breach.  Be vigilant as this is an ongoing strategic fight against cyber hackers with no end in sight. 
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