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The President’s Corner
Hello ISSA Kansas City Members and Happy July!
Hope you all enjoyed the presentation “Intelligence Lessons Learned” by Danny Pickens
with OPTIV last month. His presentation is on our website. Please let us know your
thoughts on any topics or feedback on past presentations via secretary@kc.issa.org email.

Inside this issue:
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Certification Corner
New Chapter
Members, Renewals
Upcoming Chapter
Event Sponsors

All applications for Senior Member and nominations for Fellow and Distinguished Fellow
must be submitted no later than August 1, 2016 at 5:00 p.m. Eastern time to be considered
in this selection cycle. Let us know if you have any questions.
Interface Conference is on July 21, please do join us. Also do register for the ISSA
International Conference in Dallas at your earliest convenience.
Please let us know if you like to volunteer or have a topic you would like us to publish in
our newsletter.

Sincerely,
Naeem Babri
President, ISSA Kansas City

Upcoming ISSA-KC Monthly Chapter Meeting Schedule
July 28, 2016
ISSA Chapter Meeting
SPLUNK
Rye’s Restaurant

August 25, 2016
ISSA Chapter Meeting
Integrity SRC
McCormick & Schmick

September 22, 2016
ISSA Chapter Meeting
Dell
Hereford House
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ISSA Chapter Meeting June, 2016 Recap
On June 23, 2016 the ISSA-KC Chapter members and other security professionals held a meeting at Lidia’s Restaurant to
network and attend the monthly chapter meeting, with presentation topic. OPTIV sponsored the event. The topic discussed
was “Lessons Learned in Intelligence from an MSS (Managed Security Service)”. Intelligence in information security is a
hard game to play. In this breakout, Danny Pickens with OPTIV covered some lessons learned at the MSS level, and how
those can be translated to enterprise security operations.
Congratulations to the winners of the $50 Visa gift card and the gift from Lidia’s of Italy for dinner for two. .
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Security/Privacy Corner

– Ransomware Hits Ambulatory Surgery Center at St. Mary
(BatBlue)
 Ambulatory Surgery Center at St. Mary in Pennsylvania is alerting over 13,000
patients of a ransomware attack that may have compromised their data.
 Officials with the center noticed the breach and encrypted files on the internal
network on June 1, 2016. The center was able to revamp the internal network by
restoring all files from a full backup, and avoided paying the attackers a ransom.


The files and directories within the affected network that may have been exposed in the attack contained patient
names and dates of birth. The center spokesperson said medical records and patient charts were not affected as
they are hosted on another network.



Ambulatory Surgery Center at St. Mary’s is continuing its investigation into the ransomware incident, as well as
conducting an internal audit to determine the cybersecurity mechanisms required to protect the medical facility’s
systems.

– Fake Olympic Tickets and Zika News
Apps Scam Users (CSO Online)

 Scammers are leveraging recent headlines surrounding
the Olympics and the Zika virus to create fake websites and
applications to steal money or to infect users with malware.
The fake mobile applications typically are either trying to
steal information or dial toll numbers.


According to a report by RSA, criminals lure people in with spam emails, search engines, and will even buy
advertisements.



Mobile apps that promise to deliver Olympics-related news and information, or updates about the Zika virus,
typically turn out to have little functionality when they are installed. Other than the malware, that is.



Analyst with Kaspersky Labs, an anti-virus company say it is “constantly blocking dozens of newly
registered domains” to fake ticket sales. The most common things noted about the fake websites is the use of
very poor English or the websites only accept payment in online currencies or wire transfers.
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One tactic is to ask for bank card information, and use it to steal money from the users' bank accounts. They
tell the users that payment has been received, and that the tickets will be sent two or three weeks before the
event.

Goodbye Passwords; Banks Opt For Fingerprints and Faces
a. Some of the nation’s largest banks, acknowledging that traditional passwords are
either too cumbersome or no longer secure, are increasingly using fingerprints, facial
scans, and other types of biometrics to safeguard accounts.
b. Fingerprints are already being utilized on mobile apps for Bank of America,
JPMorgan Chase, and Wells Fargo, and millions more customers are expected to opt in as
more phones incorporate the feature.
c. The banks themselves are not keeping caches of actual fingerprints or eye patterns, rather, the banks are creating
and storing what they call templates (long, hard-to-predict numerical sequences) based on a scan of a person’s
fingerprint or eyeballs.
d. Wells Fargo has also implemented eye scans, only to select corporate customers, for whom the stakes are
arguably higher because there is potentially so much money involved.
e. USAA relies on biometric authentication, including facial recognition, stating that “We can’t rely on personal
identification information any longer…we believe we have to rely on biometrics”.

Author, NCCIC

Certification Corner
The Official (ISC) 2 Guide to the CISSP CBK, 7th Edition is now available. The digital download is available via the
official (ISC) 2 website at https://www.isc2.org/official-isc2-textbooks.aspx. These books can also be purchased through
Amazon.
Thanks,
Director of Education
certification@kc.issa.org

ISSA Kansas City Chapter New Members and Membership Renewals
Please send an email if you have any questions about the ISSA membership and benefits.
Thanks,
Membership Director, membership@kc.issa.org

Save the Dates —August, 2016
ISSA Chapter Meeting, August 25, 2016
Sponsor: Integrity/SRC
Topic: Internet of Things (IoT) – Home Edition
Topic Summary:
The Internet of Things continues to permeate homes, providing for many conveniences and methods for controlling things
you see and use on a daily basis, such as appliances, entertainment systems, and home security devices, among others.
Some reports cite that connected IoT devices will outnumber smart phones as early as 2018, underlining the rate at which
IoT devices are being connected. Though manufacturers are rushing home IoT products to market, touting the capabilities
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of their products, not all news has been positive. You’ve likely seen reports about connected devices such as baby
monitoring systems being hacked and cameras used to spy on families. This presentation will explore some of the latest in
home IoT products, news and trends. In addition, home automation standards (or lack thereof) will be discussed, and
security and privacy concerns addressed.
Speaker/Bio: Jeff Hudgens, CISSP, CRISC, PMP, ITIL®
Jeff is the Director of Security Consulting at Integrity Technology Systems, where he provides a range of information
security, risk, and compliance consulting services to clients across multiple industries, including banking, financial,
health, retail, manufacturing, and communications. Prior to joining Integrity, he worked with a large consulting firm,
providing contract support for U.S. Government clients and developing products related to military cyberspace operations,
intelligence, training, and capabilities. He was also the contract manager for the Department of Defense’s (DOD)
Cyberspace Training Initiative (CTI), focused on cyber workforce development; user awareness and training; and cyber
exercises, modeling and simulations. In addition to the CTI efforts, he has held roles as a military cyberspace operations
policy and plans analyst, IT requirements developer, and cyber security analyst.

ISSA June 2016 Journal
Members - Please click on the following Journal issue links for access: COMPUTER: Desktop/Laptop:
BlueToad | PDF MOBILE: Phone/Tablet: iOS, Android | ePub | Kindle Mobi

Webinars & Conferences
Webinars are an easy way to stay informed on trending industry developments from the convenience of your own office.
In everything from mobile technology to compliance. Webinars and conferences provide insight into topics affecting our
industry and your business.

INTERFACE 2016 REGISTRATION OPEN
July 21, 2016: Staying up to date with the technology that runs your
organization and ensures a secure environment for your data and infrastructure
are critical to your business. INTERFACE helps you meet these needs by
providing quality, vendor-neutral educational seminars, drawn from case
studies and best practice examples from leaders in the field.
Location: Overland Park Convention Center
Agenda:
•
9:00am Exhibits open
•
9:30am Conference tracks begin (conference tracks run in 45-minute intervals)
•
12:00-1:30pm Lunch (included with your conference registration)
•
2:45-3:30pm Keynote presentation
•
3:30-4:30pm Afternoon reception
Conference participants can earn up to 6.5 CPE credits in Computer Sciences at INTERFACE.
http://www.interfacetour.com/evites/kcm/owasp-kcm.htm

Stop by the ISSA KC Booth for a chance to win a $50.00 gift card.
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July, 2016 Chapter Meeting

ISSA-Kansas City July, 2016 Chapter Event
On July 28, 2016 the ISSA-KC Chapter members and other security professionals will hold a meeting at Rye’s Restaurant
to network and attend the monthly chapter meeting, with presentation topic.
Sponsor: SPLUNK
Topic: I have a SIEM, now what do I do
Topic Summary:
Whether it be compliance, management initiatives, or security maturity driven more and more companies are
implementing Security Information and Event Management (SIEM) technology. What we would like to discuss is what
happens after a SIEM is in place and where it can assist any organization by increasing security posture, reducing time to
discovery for security incidents, or simply increasing the power of a security analyst.
During this discussion we will go through some common benefits other than “filling the compliance checkbox” and give
some great starting points "I have a SIEM, now what do I do with it!?" We will cover topics such as advanced correlation
rules/searches, risk scoring, threat feeds, user behavior analytics and advanced use case development. Each of the topics
comes with a riveting real world example of something we’ve seen at a client site.
Speaker/Bio: Sean White
Sean White is an Information Security researcher and practitioner who has been searching for small needles in large hay
stacks for over 14 years. Initially entering the IT workforce in 1995 as a telecom NOC technician, System Administrator
and webmaster (back when that was a thing), Sean has been intimately involved with operational aspects of "big iron"
computing for a long time.
Officially getting a "security" job in 2003, Sean was most concerned with day to day operational aspects of running a
large network while simultaneously perfecting "InfoSec perfect play" from a defensive standpoint, and this lead naturally
to a job on the "SEM team" of a large telco in 2005. From that point forward, he has been focused on engineering and
architecting an information security posture that is most suited to withstanding attack and otherwise "failing gracefully"
for the largest of organizations.
In 2010 Sean exited the telecom vertical and entered banking, and in 2014, he finally "sold out" to working for a vendor,
(Splunk). The operational lessons from his early career is what Sean brings to every client he touches as a Security
Consultant. His non work interests include a passion for war gaming, game theory, raising his 9-year-old daughter, and
the lives and mating habits of the sea otter.
Date: Thursday, July 28, 2016 from 11:30 PM to 1:30 PM
Location:
Rye’s Restaurant
10551 Mission Rd
Leawood, KS 66206
(913) 642-5800
Menu:
House salad with goat cheese, cornbread croutons, radish, shallot, and sherry dressing.
Your choice of entrée:
Pan roasted wild salmon with wild Indian rice, seasonal greens, crushed lemon dressing or Beef tenderloin, sour cream
mashed potatoes, seasonal vegetable.
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Soft drinks, Iced Tea, Coffee
* *Vegetarian option available, please note at registration**.
* *Menu subject to change. **
Agenda:
11:30-12:00 PM Greeting and registration
12:00 PM - 1:00 PM - Meeting & Presentation
1:00 PM - 1:30 PM - Questions, Answers & Networking
Price:
$20.00 for ISSA Members.
$30.00 for Guests/Non-Members.
Thank you for your attention and response. We look forward to seeing you at the event. If you have any questions about
the event or how to register, please email our RSVP email, or contact the venue for directions. Remember to read our
monthly newsletter at www.kc.issa.org. See you all on the 28th!
Maximum Reservation: 40
Credit(s): 1 CPE credit
To Register, please use one of the following links:

*** Register ***
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The Information Systems Security Association (ISSA) is an
international organization providing educational forums, publications and peer interaction
opportunities that enhance the knowledge, skills and professionalism. The primary goal of ISSA is to
promote management practices that will ensure availability, integrity and
confidentiality of organizational resources.
President
Naeem Babri
president@kc.issa.org
Vice President/Program
Director
Dan Boeth
vp@kc.issa.org
Director of Social Media
Melissa Salazar
socialmedia@kc.issa.org
Secretary of Board
Cheryl Cooper
secretary@kc.issa.org
Newsletter Chief Editor
Cheryl Cooper
newsletter@kc.issa.org
Treasurer
Gary Kretzer
treasurer@kc.issa.org
Director of Membership
membership@kc.issa.org

Director of Education
Larry Dilley
certification@kc.issa.org

Director of Programs
Carmen Banks
programs@kc.issa.org
Webmaster
Thomas Badgett
webmaster@kc.issa.org

Past Presidents
Bob Reese
Tom Stripling
Jeff Blackwood
Michelle Moloney
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