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Introduction

At SynchroNet, our mission is to help our customers maximize the 
return on their IT investments. 

Part of how we accomplish this goal is by educating our customers, 
colleagues and friends on technology issues and topics that can 
affect productivity, security, and well-being. In this special edition, we’ll 
demystify Social Engineering so that you have the information you 
need to avoid Human Hacking and protect your valuable data. 

If you have any questions, contact a member of the SynchroNet team.
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‘Social Engineering’:  
Another Way to Say Con Artistry

American techie-types like to coin terms that—while ostensibly English 
in origin—carry meanings that lay askew the common tongue. Thus, 
when you hear “social engineering” you might believe it has something 
to do with building society; or that it’s an escaped concept from an 
Ivy League Humanities Department. While nothing quite as horrible 
as that, you would do well to mentally replace social engineering with 
“human hacking” and understand that its purpose is to rip someone off!

Just as computer hacking is an attempt to get past technological 
security measures, the human variant targets flesh-and-blood 
weaknesses to gain access to confidential information (i.e. social 
security numbers, passwords, bank account information, birthdates 
… etc.). In most cases, human hackers are trying to exploit our 
willingness to trust others. These criminals are very adept at hiding 
who they are—possibly appearing to represent a reputable company 
or perhaps assuming the identity of a personal friend. Here are a few 
tools of their evil trade:

Email from ‘a Friend’
Your best friend apparently sends you an email with a link that he says 
you “just have to see!” What you don’t know is that your pal’s email 
account has been hacked and clicking on that link will infect your 
computer with a virus that could put your files at risk. Or you may get 
a message that your friend is stranded somewhere without any money 
and needs you to wire him some cash. 

In most cases like this, something will seem a little odd. Does this 
particular friend have a habit of sending links to check out? Or would 
he email you for money instead of, say, his spouse? If you don’t want 
to ignore the message completely, take a few moments to contact your 
friend by phone, text or an alternate email address—just to make sure 
the message is legitimate,  or more likely, to let them know that email 
account has been hacked.
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Phishing
You get an email from what appears to be your bank, asking you to 
update your log-in information. Or perhaps the message informs you 
that you’ve just won a great prize. You might even get an email asking 
you to contribute to a well-known charity in response to a natural 
disaster. Usually there is a link provided that may actually appear 
legitimate.

In most cases, if you carefully examine the link’s URL you’ll see that 
the name closest to the .com isn’t what you’d expect it to be. But if 
you just have to be sure, locate the organization’s real Website via 
Google, Bing … etc. and see what you can find out. And don’t be shy. 
Legitimate organizations will appreciate you letting them know that 
someone is masquerading under their identity. 

Offering Assistance You Never Requested
Suppose you get an email or a phone call from someone who says 
they are from Microsoft or some other company and are offering 
to help you with a software problem that could be affecting your 
computer. There have even been extreme instances of individuals 
wearing logo-shirts impersonating IT support professionals appearing 
at places of business in order to ‘repair’ some component of the 
network!

Think about it. How many times have you sat on hold waiting for tech 
support to help you with some problem? And now you’re supposed 
to believe they’re calling or visiting you out of the goodness of their 
hearts? Unfortunately, if you really need help, you’re going to have 
to suffer to get it the usual way (unless, that is, you’re a SynchroNet 
customer—you already know that our technicians will always have their 
SynchroNet badges!). Anyone else is just after your secret information. 

You can bet that the ‘social engineers’ are only going to get better 
and better at conning victims. Never let yourself be pressured to act 
quickly. Vigilance and (sadly) a suspicious nature are your only real 
defenses. Or as Ronald Reagan once said of negotiating with the 
Soviet Union, you may trust, but you should always verify.

Social engineers 
know how to 
integrate, infiltrate 
and ingratiate 
themselves into our 
day-to-day lives.
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When Cyber Crime Targets the Workplace

It’s not just individuals who are targeted by hackers. Businesses also 
are frequently in the crosshairs of the social engineers who are out to 
make a fast buck at someone else’s expense. Here are five steps for 
protecting your business from scammers:

1. Make sure you have first-rate network security – Don’t simply 
rely on the pretty words from your security software’s marketing to 
ensure that your systems are safe. Actually test it! (If you’re already 
part of The SynchroNet Way, you know that we’ve got you covered. 
If you’re not, we’d be will be happy to explain the options so that 
you choose the best product for your industry!). 

2. Train your employees – Human frailty accounts for a lot of 
mishaps—a lot more than mechanical failures. Establish policies 
and procedures for your employees to follow, and then test them 
to make sure they understand what’s expected. Your organization 
should have an Acceptable Use Policy which explains what 
constitutes appropriate online behavior, as well as IT Security 
Standards to reinforce the necessary steps that can keep your 
network and data safe (like not saving passwords on post-it notes 
that are taped to your laptop’s cover). 

3. Keep your systems up-to-date – When the Germans invaded 
Poland at the start of WWII, they came in tanks while much of 
the Polish army was still on horseback. Is your computer network 
similarly archaic; possibly a patchwork of legacy systems that can’t 
possibly provide a comprehensive and cohesive defense against 
cyber-attacks? Update now! If you’re already on The SynchroNet 
Way, these update are our top priority, but it’s still important for 
you to know the plan so that you don’t end up with Noah’s Ark 
Syndrome. See our blog for more information!  
 
(http://www.synchronet.net/news/synchronet-blog/item/swapping-
noah-s-ark-syndrome-for-productivity)
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4. Stay on guard – Monitor your systems to be on the lookout for 
suspicious activity. (Once again, SynchroNet offers 24/7 remote 
monitoring along with managing your computer network. In most 
cases, we’re aware of problems before you are—and we’re already 
taking steps to fix them.)

5. Protect your customers – Your relationship with customers is 
probably your company’s most valuable asset. Don’t let cyber-
criminals use your good name (and brand) in their phishing 
schemes. Have a plan in place to bring down phony websites 
quickly, and encourage your customers to let you know of any 
suspicious activity involving your business name. 
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Hackers Hooks Big Victims

When people get conned, they’re usually a little embarrassed. But 
keep in mind that cyber-criminals are professionals at what they do 
… and they’re good enough at being bad that they frequently get the 
better of some very large companies. Here are just a few of these high 
profile victims in recent years:

• Neiman Marcus – In 2013, credit card information for 350,000 
people was stolen.

• Target – Not only did hackers get the credit and debit card 
information of 40 million customers in late 2013, they also got 
contact information for an additional 70 million individuals.

• eBay – Hit by a cyberattack sometime in early 2014, eBay saw 
perpetrators making off with sensitive information on some of the 
service’s 128 million registered users.

• Yahoo – The email service for nearly 300 million users was 
reportedly hacked in 2014.

• JP Morgan Chase – In late 2014, it was noticed that that 
contact information for 76 million households and 7 million small 
businesses was compromised—possibly by hackers working for 
the Russian government.

Take Two –  
Paying Good Guys to Play Bad Guys
There are actually people whose job it is to test the security 
vulnerabilities of large companies. Read about their experiences.

(http://www.csoonline.com/article/2876707/social-engineering/social-
engineering-stories-from-the-front-lines.html)
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Social Engineering – The Reality 

While not every ‘unusual’ call or email into your organization will 
have malicious goals, it only takes a momentary lapse in judgement 
or caution to put your data—and the reputation and success of your 
organization—at risk. Social engineers look and sound like normal, 
everyday people—just like our friends, colleagues, neighbors, and 
family members. That’s because they know how to integrate, infiltrate 
and ingratiate themselves into our day-to-day lives. This is exactly 
why social engineering scams are some of the hardest attacks to 
protect against—and why it’s so important to plan a course of action 
now for when someone needs information they just shouldn’t have.

When you come face to face with a social engineer, you won’t realize 
it—you’ll just think, “What a nice person!”

Here is a practical example to consider—and this is based on a true 
story. Imagine you have an alarm system at the office (you probably 
do, and you probably have a sticker attached to a window or door 
with the name of the alarm monitoring company because it serves 
as a ‘warning’ to potential intruders). As well (and unrelated), due of 
the recent credit card fraud at many national retailers, your bank has 
sent you a new credit card. (With tens of millions of new cards getting 
reissued each year due to fraud at major retail centers, the chance that 
you were included is quite good.)

So, you get a call from your alarm monitoring company that your 
‘payment was declined—and did you get a new card?’ “Why yes,” you 
say. You happily hand over your new card number, CVV number, billing 
zip code, and even billing address—mentally crossing a to-do item 
off your list that you didn’t even realize you needed to attend. A few 
days later, you get a notice from your bank about unusual credit card 
activity—did you really purchase six new iPhones? Ack!

What went wrong? First of all, this call could have been legitimate—
and chances are, you’ve received similar calls in the past where 
everything was exactly as it seemed. In this instance, though, 
someone could have easily driven past your place of business, written 

When you come face 
to face with a social 
engineer, you won’t 
realize it. You’ll just 
think, “What a nice 
person!”
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down your security company and then called you, impersonating a 
staff member at that organization. 

When you blithely offered your credit card information, you gave this 
social engineer the means to quickly charge valuable merchandise. 
With overnight delivery almost ubiquitous among online retailers, 
the shipment was en route and delivered before the fraud was even 
discovered. Now, had you not received a new credit card recently and 
answered in the negative, the caller would have said something like, 
“There must be some mistake. Let me check with billing once more on 
your behalf and if there’s a problem, we’ll connect again. Thank you 
for being a valued customer of Blank Security Monitoring Company. 
Have a nice day.” And you’d have hung up the phone, smug in the 
knowledge that your affairs are in order. This time. What about next 
time? 

Beat Social Engineers at Their Own Game
When someone asks for your credit card information over the phone—
someone you did not call yourself—ask if there’s another alternative. 

• Can you log into your secure online account and update your 
payment method there? 

• Can you receive a payment link via email which will allow you to 
verify the destination? 

• If you can’t pay online, can you at least research the organization 
and voluntarily call back via a published contact number? (In other 
words, can you replicate the call—and reach the same person or a 
person in the same role—to accomplish the requested task?)

A legitimate employee of a legitimate organization will not mind that 
you take a moment to verify his or her identity—especially if you 
explain that you’re not comfortable sharing your credit card information 
over the phone over an unsolicited call. Reputable organizations will 
be able to provide you with payment alternatives that make sense.

8
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Apply The SynchroNet Way  
to Social Engineering 

The SynchroNet Way is all about smart, repeatable processes 
that ensure a positive and correct outcome. Here’s The SynchroNet 
Way Guide to Social Engineering. If someone asks for credit card 
information, about your IT systems, about your passwords or 
applications, or about any matter that just doesn’t concern them, 
remember these rules:

1. Ask questions, especially about the person’s credentials. 

• If someone comes to your office posing as a workman, it’s  
okay to ask for physical proof of their identity and then to make  
a photocopy of their ID card (or cards). 

• It’s also okay to call their ‘headquarters’ or employer to verify  
their identity—and all the more so if the person is unknown to  
you or if you weren’t expecting anyone.

2. Play for time (especially if someone is in front of you or on the 
phone). If you keep asking questions, the legitimate caller will 
patiently answer you; the social engineer will get nervous and  
hang up.

3. Be skeptical at all times—because healthy skepticism breeds  
a more cautious attitude.

4. Don’t allow yourself to be pressured. There’s no such thing  
as “right now!” Everything can—and should—wait for verification  
or authorization. 

5. Have a training program in place to make sure that everyone, 
especially gatekeepers, know the risks of social engineering.  
Have rules in place for sharing credit card information over the 
phone, for signing in visitors to your office, and for dealing with 
unexpected calls from vendors.


