
 

 

 

 

 

 

 

    

The HIPAA Audits Have Begun! 
 

The healthcare industry’s compliance regulations have enjoyed a period of 
relative obscurity. We are one of the highest regulated industries, yet some 
our most important regulations have been allowed to go unmonitored for 
over a decade. Since its inception, the government has complained that 
HIPAA has had no “teeth”. This is because, prior to the Health Information 
Technology for Economic and Clinical Health Act of 2009 (HITECH), HIPAA was 
a reactive compliance program versus a proactive compliance program.  

Although HIPAA had been around since 1996 and was required to be implemented by 2005 (security rule), most 
organizations have not taken HIPAA seriously. This combined with the rapid adoption of technology in healthcare, 
raised some eyebrows and caused the government to allow for proactive audits of HIPAA compliance in covered 
entities and their business associates.  
 
The Office for Civil Rights (OCR), overseer of HIPAA, began its audits in 2012. These audits were not meant to be 
punitive, but rather corrective, meaning the main goal is to correct compliance efforts rather than punish for non-
compliance. They are simply looking for areas of weakness in compliance and attempting to correct those areas as 
well as determining how well the industry is doing in implementing appropriate privacy and security safeguards to 
protect health information.  
 
Phase 2 of the audits began in early 2016. The OCR is conducting twice as many audits (around 300) as they did in 
2012. The scope of the audits is also expanding to include business associates. There will be three stages of the 
Phase 2 audits:  
 

1. Stage 1: Desk Audits (audits conducted electronically versus in person) of covered entities  
2. Stage 2: Desk Audits of Business Associates (covered entities will be required to disclose who their business 

associate are) 
3. Stage 3: In Person Audits (a selected number audited will receive in person audits, which will be more 

comprehensive than previous stages) 
 
Organizations should not wait until they receive the letter that they are being audited before they start getting 
their HIPAA house in order. It is important to start the process early and maintain proper documentation of all 
compliance efforts so you can be ready for the audits.  
 
A good starting place for preparation of an OCR audit is the audit protocol on Health and Human Services’ website: 
http://www.hhs.gov/hipaa/for-professionals/compliance-enforcement/audit/protocol/. 
 
The audit protocol serves as a good starting place for your organization to not only prepare for an audit; but, also 
review its compliance effort and address any control gaps. Your practice may request participation from you and 
other employees in meeting its compliance efforts. Remember, compliance is a journey – not a destination. 
Organizations cannot make the journey effectively without the complete cooperation from all its staff! 
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