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The ‘Other’ Security of Dynamics GP

Overview

This Month’s Tech Tip will show you an often less known security aspect than the main user
security in Dynamics GP. It is called the ‘Account-Level Security’ or short ALS.

Based on the user’s position in the company structure, users will be allowed to enter, edit and
view financial account sets, based on the account access that was granted in the ALS. By using GP’s ALS
you can make your chart of account more manageable and avoid errors while also protecting some of
your sensitive financial information

Instructions

Out-of-the-box Dynamics GP comes with no security enabled... The initial setup instructions tell
you to go under: Microsoft Dynamics GP menu >> Tools >> Setup >> Company >> Company and check the box
to enable the user security. The first checkbox is responsible for the general Dynamics GP security and
access control. The second one is required in order to protect your sensitive financials.

But before you do so, you may first look further down on what needs to be considered in order to
setup the ALS. If you check that box before users are properly setup, you will be prevented from creating
any new GL account (except for the ‘sa’ user).

M [TW0/sa] Company Setup
File Edt Tools Additional Help

Caornpaty Name Fabrikam, Ltd. Company [D Twio
Address ID P User Defined 1
Marne Fabrikam, Ltd. Uszer Defined 2
Contact Tawlor Stewart-Cray Tax Exempt 1
Address 4277 whest Oak Parkway Tax Exempt 2
Tax Reqistration
Sales Tax Schedule COMPANYSALES
City Chicago Puichazes Tax Schedule COMPANYPUR
Province IL
Postal Code EOEO-4277
County ¥ Securty
Country Code [T Account Security
Country United States
Phane 1 [312] 436-2671 Ext 0000

All material is property of GPUG. The content herein is submitted by volunteers and has not been reviewed or confirmed by GPUG. The reader
is responsible for applying any content at his/her organization.
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Organizational Structure Setup

We'll start with the basic steps by preparing the structure that will allow us to control the access
to your GL accounts.

Use the Organizational Structure Setup window to add, define, rename and delete levels and

entities. You can define up to four levels and up to 256 entities at each level: Administration >> Setup >>
System >> Organizational Structure

B [buchb/TWO] Organizational Structure Setup 1

File Edit Tools Help

r~ Organizational Labels

Level 1 LEVEL1 LEVEL1

Level 2 LEVELZ L. LEVELZ

Lewvel 3 LEVEL3 L. LEVEL3
Level 4 LEVEL4 L. LEWEL4

r Organization D efinition

Lewvel:

Entity 1D Drezcription
ALL ALL ACCOUNTS

| v

Start to name your levels from the top and they will nicely show up on the right side. At the
moment you start entering the levels, they are populated on the screen and become available in the
pull-down menu for the Organization Definition. Of course mistakes are reversible, but the more you
advance, the more it becomes difficult, so you may want to start drawing first on a white board or big
paper sheet the structure you want to apply. Partially it will also depend on how your GL segments are
setup (we'll see later how this can be used to roll-down the security).

Unless you want to restrict severely the option in the user security to grant access to ‘All
Accounts’, the first level could start with top-level business organization “ALL” which would be a way to
provide access to all the GL accounts that are assigned to any level of ALS.

Gradually you could spread the access like a pyramid and continue with the Departments for
example on Level 2:

r Organization D efinition
Level LEVELZ -
Entity ID Description
MET Marketing -
FD Product Developrment
Ph0 Project Management Office
Q45 Quality and Security
55 Sales
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Organ

izational Tree Setup

Once you've defined your organization structure, you can use the Organizational Tree window to
display a graphical representation of your structure. You can print a nicely indented report from this

window

File

! [buchb/TWO] Organizational Tree

by using the printer icon at the bottom: Administration >> Cards >> System >> Organizational Tree

b - O x|

Edit Tools Relstionships Help buchb Fabrikamn, Ltd. 4/12/2017

Inform

ation Technology %‘X| Child Ertities -

[

[
[
[

[2

=0 ALL 350

=

7] ADMIN
i ey

7] HR_TRAIN
i MKT
- PD

- PDPPL

= PDR
g PMO
i QAas
i SAL

Total 1

30 e

Refer to the system documentation for more options available in this form.

Organ

izational Assignment Setup

Now it’s time to assign the various levels to the GL accounts in your system or revise previous
assignments that you may have made before. You can assign a range of accounts to more than one

position

in the tree. It all depends on how you structured your chart of account: Administration >> Cards

>> System >> Organizational Assignments

Be warned that only ‘sa’ and users granted access to all accounts can assign a range of accounts to
the organizational structure.

The Organizational Structure Mass Assignment form allows you to apply in bulk the various ALS levels
you've created to a whole range of GL Accounts, and this throughout all the GP companies (though one by one)
from a single place.

1. Start to select the different Levels you want to assign (keep in sight your global organization)
Select the GP companies to which it will be applied

2
3. Chose which action you want to process: Assign, Remove Assigned or Remove All
4

|"

Check to box to “Apply To Parent Level”. This is valuable if you want the upper levels able to access
the lower levels without having to define a separate security assignment.

5. Select either the ‘Segment’ or ‘Account’ range. If your CoA is built logically, Segment makes more
sense than Account, because it’s easier to select multiple accounts based on one segment (i.e.
Dept.)
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6. Inthe case of Segment, select which segment to use

7. And finally select the range of the segment you want this to apply and click on Insert.

m [buchb/TWO] Organizational Structure Mass Assignment o EE - |EI|1|

File Edit Tools Help buchb Fabrikam, Ltd. 4/12/2017
LEVEL1 ALl i ALL ACCOUNTS
LEVELZ [z} i}/ Customer Servics
LEVEL3 CSADMIN 4| GCS Admin Users
LEVEL4 E10 i}/ CS5-Field Services
Company D TFTw f ; Company Narne | TEST Forensic Technology 'Al Inc. |
& Assign ¢ Remove Assigned " Remove All Assigned | V¥ Apply To Parent Levels | |
L I
— Restrictions:
Range Segment 1D -
Segment ID Dept i From

5250

To

Insert > Dept From 610 To 610

Femove | J
Remove Al | Dretailz |

f '@ Process | Clear |

If you click on the ‘Details’ button, GP will open a window with a list of all the accounts that match
the selection range. There you can selectively unmark accounts if you feel that they should not be in the
list. Once your list is validated and closed, you can press the Process button and have GP apply the ALS
security to all the selected Accounts.

Repeat the operation for all your various Levels and GL’s you want to secure. GL Accounts that are
not assigned to any ALS level will not be visible to the end-users. If you use the Business Portal for your
procurement and requisitions, it’s equally important that you assign the ALS security to the end-user,
which we’re going to look at in the next step.

Users and user classes can be assigned to only one position in the organizational structure.
Accounts can be assigned to more than one position. Only ‘sa’ and users granted access to all accounts
can assign users, user classes and accounts to the organizational structure. Granting users access to all
accounts is described in the next paragraph.
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User Organization Setup

Once your ALS structure is assigned to the GL accounts, you can start assign users to the different
ALS levels. Open the GP User security window: Administration >> Setup >> System >> User
Select a user from your list and click on the small Tree-like icon next to the User ID.

B [Two0/sa] User Setup
File  Edit  Tools  Additional Help

d Save | Clear |x Delete | « , Copyiccess | ‘iﬂg ;
User 1D LESSONUSERT |§ Status Lessan User -] |
Usger Mamne LESSONUSERT
Pazzword T
Confirm Pazzword ssssssssssasses
Class D NON-P& USER
Home Page Role Order Processor H
Uszer Type Full -

Advaticed SOL Server options

[ Enforce Password Policy

[T Enfarce Passward E xpiration

[T Change Passward Mest Lagin

[~ Payroll View for Human Resources Summary |
4> M v

On the next window, use the lookup icon or type the short name for the different levels you want
to assign

m [TW0/sa] Organizational Structure Assignment
File  Edit Tools Help

Ugzer 1D LESSOMNUSERT
Izer Mame LESSOMNUSERT
| [T Grant ccess To Al Accounts |

Tar all | A ccounts
Diepartment METE arketing
Sub-Departement
Section
Aszzigned Positions
Ihgert x>

Remaove |

Don’t forget to press the ‘Insert>>" button to assign the selected level and click on OK to save the
selection. If you have some users working in the Finance department, like the CFO or the AP/AR
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manager, then you may want to give them ‘unrestricted’ access to all the GL accounts. This can be
achieved by checking the box “Grant Access To All Accounts”. Save the user’s changes in the User
Maintenance form and move on to the next user.

ALS security can also be assigned on User Classes to make the process faster if you have dozens of
user to assign: Administration >> Setup >> System >> User Classes. The principle remains the same, just select
a User Class and click on the small icon for the Organizational Structure. The selected levels will be
applied to all the users pertaining to a given class.

Resources / Notes

The setup of the ALS is documented in the Dynamics GP 2013 setup documentation in Chapter 28.

e To find the user manual, click on the top right corner question mark icon (?)

e C(Click on ‘Printable Manuals’ and locate the ‘System’ section

e Click on the “System Setup Guide” which will launch your default PDF reader.

e Jump to the index table and locate Chap 18 (in the 2013 version it’s on page 193)

& Be warned that the ALS structure you create is valid across all your GP companies in the
same instance. The settings are stored in the System DB DYNAMICS, thus it is in effect throughout all
your companies where you decide to enable ALS. However, the security for the various users and GL
accounts are stored in the different company DB’s.

For a quick-and-dirty SQL script on who has access to which account in your GP Company, follow
this link: http://blogs.msdn.com/b/developingfordynamicsgp/archive/2012/07/02/sql-script-for-
account-level-security.aspxicomments
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