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I. INTRODUCTION  

 On May 21, 2009, five months after his inauguration, President Barack Obama gave a 

speech before the United States Senate in which he declared that his presidency would be 

dedicated to ensuring the American triumph of the rule of law over the provocation and danger 

of terrorism.1  In the fifty-one minute speech. President Obama used the term “rule of law” eight 

times.2  He attacked the Bush administration’s policies on enhanced interrogation tactics and the 

treatment of detainees at Guantanamo Bay and declared that these policies had undermined the 

rule of law.3  He decried his predecessor’s deviation from this core principle of governance, and 

he promised a return.4   

Now let me be clear:  We are indeed at war with al Qaeda and its 

affiliates.  We do need to update our institutions to deal with this threat.   But 

we must do so with an abiding confidence in the rule of law and due process; 

in checks and balances and accountability.   For reasons that I will explain, the 

decisions that were made over the last eight years established an ad hoc legal 

approach for fighting terrorism that was neither effective nor sustainable—a  

framework that failed to rely on our legal traditions and time-tested 

institutions, and that failed to use our values as a compass . . .5 

 

Almost six years after his speech, President Obama has come under fire for straying from his 

proposed course.  The controversy surrounding the National Security Agency’s (NSA) covert 

surveillance and metadata collection has been particularly problematic for the president’s 

assertions distinguishing himself from his predecessor.6  Critics of the administration have 

                                                        
1 See, e.g., President Barack Obama, Remarks by the President on National Security (May 21, 2009) (transcript 

available at THE WHITE HOUSE, OFFICE OF THE PRESS SECRETARY, http:/www.whitehouse.gov/the-press-

office/remarks-president-national-security-5-21-09). 

2 Id.  

3 Id. 

4 Id. 

5 Id. 

6 Stephen Crowley, Obama’s Speech on N.S.A. Phone Surveillance, N.Y. TIMES, Jan. 18, 2014, 

http://www.nytimes.com/2014/01/18/us/politics/obamas-speech-on-nsa-phone-surveillance.html?_r=0.  
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accused it of continuing the Bush Administration’s trend of increasing government secrecy and 

compromising the rule of law.  

 The issue of the Obama Administration’s commitment to or divergence from the rule of 

law is more complex than the rhetoric may lead the public to believe.  The rhetoric assumes that 

national security and the rule of law are compatible, but this may be a faulty assumption.   Is it 

possible to reconcile the two interests, or is President Obama’s deviation from his stated goals 

predicated on an inherent incompatibility of security and the rule of law?  This paper will address 

these questions by focusing on transparency, one of the bedrock principle of the rule of law that 

is most threatened by the growing intelligence apparatus.  It will then weigh transparency against 

public safety and security and determine if the two can actually be balanced.  Part II will briefly 

discuss and define the concept of  “rule of law” and its components relevant to the national 

security context.7  Part III will use the FISA court as a case study with which to analyze the 

robustness of the rule of law by balancing the competing interests of transparency and security. 8  

Part IV will address the need for increased openness and will suggest several reform 

approaches.9  Part V will conclude.10 

 

                                                        
7 See infra Part II. 

8 See infra Part III. 

9 See infra Part IV. 

10 See infra Part V. 
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II.  DEFINING THE RULE OF LAW 

A. The Deep Roots of the Rule of Law 

The idea at the core of the “rule of law,” that all men should be subject to the law, dates 

back to 17th century England when Lord Chief Justice Coke braved the wrath of King James I 

and declared that even the English king was under law.11  The usage of the term “rule of law” to 

qualify a type of governance, however, is credited to the 1885 writings of Professor A.V. Dicey, 

a professor of English Law at Oxford University. 12  Dicey wrote that a nation built upon the rule 

of law had three foundational practices: an individual cannot be punished unless a breach of the 

established law of the land is proven; every man is subject to the same law administered by the 

same courts, regardless of his rank; and individual rights are established through the common 

law and case precedent.13  Dicey’s articulation formed the basis for future discourse on the rule 

of law, and it is from this foundation that the term as it is modernly understood has evolved.14 

Although variations on Dicey’s definition have proliferated since 1885,15 a modern 

consensus has emerged regarding the traits of a society characterized as having rule of law.  This 

consensus is reflected in both international and domestic instruments.  The United Nations 

defines the rule of law as: 

[A] principle of governance in which all persons, institutions and entities, public 

and private, including the State itself are accountable to laws that are publicly 

                                                        
11 DANIEL J. MEADOR, MAURICE ROSENBERG, AND PAUL D. CARRINGTON, APPELLATE COURTS: STRUCTURES, 

FUNCTIONS, PROCESSES, AND PERSONNEL xxxix (1st ed. 2005).  Some scholars, however, trace the genesis of the 

idea back even further to the philosopher Aristotle.  TOM BINGHAM, THE RULE OF LAW (2010) 3. 

12 BINGHAM, supra note 11, at 3.  

13 Id. at 4. 

14 Id. at 5. 

15 See id.  Indeed, some scholars assert that the term has lost all true meaning and has become an empty rhetorical 

device.  Id. 



 5 

promulgated, equally enforced and independently adjudicated, and which are 

consistent with international human rights norms and standards.  It requires, as 

well, measures to ensure adherence to the principles of supremacy of law, 

equality before the law, accountability to the law, fairness in the application of 

the law, separation of powers, participation in decision-making, legal 

uncertainty, avoidance of arbitrariness and procedural and legal transparency.16 

 

The World Justice Project (WJP), founded as a presidential initiative of the American Bar 

Association (ABA) and now an independent non-profit organization, utilizes a similar definition.  

 

The [World Justice Project] uses a working definition of the rule of law based 

on four universal principles, derived from internationally accepted standards.  

The rule of law is a system where the following four universal principles are 

upheld: 1. The government and its officials and agents as well as individuals 

and private entities are accountable under the law 2. The laws are clear, 

publicized, stable, and just; are applied evenly; and protect fundamental rights, 

including the security of persons and property.  3. The process by which the 

laws are enacted, administered, and enforced is accessible, fair, and 4. Justice 

is delivered timely by competent, ethical, and independent representatives and 

neutrals who are of sufficient number, have adequate resources, and reflect the 

makeup of the communities they serve.17 

 

Interest in defining the rule of law is not limited to the international and scholarly 

organizations. The United States government has also integrated references to the principle into 

various official documents, particularly in the national security sector.  The US military, for 

example, considers the development of rule of law in foreign nations to be an important strategic 

goal for the United States.18  The US Institute of Peace, a congressionally established and 

                                                        
16 U.N. Secretary General, The Rule of Law and Transitional Justice in Conflict and Post-Conflict Societies: Rep. of 

the Secretary-General, UNITED NATIONS SECURITY COUNCIL 4, U.N. Doc. S/2004/616 (Aug. 23, 2004). 

17 WJP Rule of Law Index: Preface, WORLD JUSTICE PROJECT (2014), 
http://worldjusticeproject.org/sites/default/files/files/introduction_key_findings.pdf.  WJP has extrapolated 
from this definition eight factors of the rule of law. “Performance is assessed through 47 indicators organized 
around 8 themes: constraints on government powers, absence of corruption, open government, fundamental 
rights, order and security, regulatory enforcement, civil justice, and criminal justice.”  Id.  

 

18 Handbook for Military Support to Rule of Law and Security Sector Reform, UNITED STATES JOINT FORCES 

COMMAND (Jun. 13, 2011), available at http://www.dtic.mil/doctrine/doctrine/jwfc/ruleoflaw_hbk.pdf.  The United 

States recognizes that a strong rule of law foundation is crucial to a stable political and military environment in 

http://www.dtic.mil/doctrine/doctrine/jwfc/ruleoflaw_hbk.pdf
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federally funded national security institution, also touts the importance of rule of law 

development and relies on a substantially similar definition.19    

B. The Rule of Law and National Security Balancing Test Framework 

 Most scholarly observers would consider the US moderately successful in observing the 

rule of law.  According to the WJP Index, it is ranked nineteenth out of the ninety-nine countries 

evaluated by the organization.  In recent years, however, the US has faced accusations from the 

international community that it has abandoned the rule of law in its War Against Terror. 

Maintaining the rule of law in the face of great external security threats is certainly not a new 

struggle.  In fact, it is useful to think of this struggle to adhere to the rule of law while providing 

for a nation’s security against the global terrorism threat as a war that is fought on many fronts. 

Each of these fronts consists of policies and practices relating to a national security priority.  For 

example, there is the surveillance front, the detention and interrogation front, and the 

immigration and border security front.   On each one of these fronts, a battle is waged between 

the competing interests of security and the factors of the rule of law. The outcome of each battle, 

affects the overall outcome of the war to maintain rule of law in the US.  

                                                                                                                                                                                   
conflict and post-conflict countries.  Id.  Beginning with the Invasion of Iraq, the US military, and especially the 

Army, has begun integrating rule of law development into its operations.  Id.  The Army centers its development 

efforts around the UN definition of rule of law.  Stability Operations Handbook, Department of the Army (Oct. 

2008), http://www.fas.org/irp/doddir/army/fm3-07.pdf.  

19 “Rule of law refers to an end state in which all individuals and institutions, public and private, and the state itself 

are held accountable to the law, which is supreme.  Laws must be consistent with international human rights norms 

and standards, legally certain, legally transparent, drafted with procedural transparency, and publicly promulgated. 

The end state requires equal enforcement and equality before the law, independent adjudication of the law, fairness 

in the application of the law, and avoidance of arbitrariness.  Access to justice—the ability of people to seek and 

obtain a remedy through informal or formal institutions of justice—is a mutually reinforcing component of rule of 

law.  The rule of law requires the separation of powers and participation in decision-making.  Rule of law is the ideal 

that states strive for; stabilization requires urgent focus toward this end.”  Guiding Principles for Stabilization and 

Reconstruction, Section 7: Rule of Law, US INSTITUTE OF PEACE AND  US ARMY PEACEKEEPING AND STABILITY 

OPERATIONS INSTITUTE § 7.5.11 (2009), available at http://www.usip.org/sites/default/files/GP_72-

105_Rule_of_Law.pdf.  
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The surveillance policy “battle” is particularly interesting and timely, as the US’s 

intelligence gathering methods have come under fire both domestically and internationally.  

Although seldom articulated with precise rule of law terminology, the US government’s 

surveillance polices since September 11, 2001 have implicated rule of law principles in three 

distinct ways.  First, when the government violates existing law,20 accountability is threatened. 

Second, when the government promulgates new, expansive laws, limited government power is 

implicated.21 Third, when the government enacts secret laws, transparency and open government 

are endangered.22   Although the US has struggled with each of these three issues, today the most 

salient is secret government surveillance programs. Before the battle can be analyzed, however, 

the competing interests must be identified and defined.  In the context of government 

surveillance the implicated interests and rule of law factors are open government and order and 

security. 

 1. Open Government: 

Shortly after taking office, President Obama declared that “[t]ransparency and rule of law 

will be the touchstones of this presidency.”23  This declaration welded together an open and 

                                                        
20 After the Al Qaeda attacks on September 11, the Bush Administration issued a secret executive order that 

authorized a system of illegal, warrantless wiretaps that bypassed Congress and FISA Court procedures.  BINGHAM, 

supra note 11, at 156.  After the practice became public knowledge, it was met with judicial condemnation and 

public outrage, and it was subsequently cancelled.  Id.  This program of illegal wiretaps undermined executive 

accountability, which is the concept that the government must follow the law in its actions.  Erwin Chemerinsky, 

Towards a Practical Definition of the Rule of Law, 46 Judges’ Journal 4, 6 (2007). 

21 See the Uniting and Strengthening America by Providing Appropriate Tools Required to Intercept and Obstruct 

Terrorism Act of 2001 (USA PATRIOT Act), Pub. L. No. 107-56; see also Authorization for the Use of Military 

Force (AUMF) 50 U.S.C. §1541. 

22 See infra Part II.B.1. 

23 President Barack Obama, Remarks of the President in Welcoming Senior Staff and Cabinet Secretaries to the 

White House, THE WHITE HOUSE: OFFICE OF THE PRESS SECRETARY, Jan. 21, 2009, http://www.whitehouse.gov/the-

press-office/remarks-president-welcoming-senior-staff-and-cabinet-secretaries-white-house.  
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transparent government and good governance.  A transparent government is one comprised of 

laws that are open, clear, and prospective. 24  The laws must be accessible to all, and enforcement 

must be strong, predictable, and carried out by an independent judiciary.25  The WJP’s Rule of 

Law Index lists “open government” as a factor of Rule of Law, which it then breaks down into 

four sub-factors: accessible laws, stable laws, right to participation/petition, and right to 

information.26 

In evaluating a government’s level of openness, it is important to take into account both 

procedural and substantive transparency.  Procedural transparency requires that the public knows 

the way in which laws are created and enforced—they cannot be drafted behind closed doors.27  

Substantive transparency necessitates the public knowing the content of the laws, so that it may 

comply with its duties and responsibilities and seek remedy for a violation of its rights.28  Access 

to procedural and substantive information is important as both a safeguard against government 

abuses, as well as a way of ensuring public participation in the laws that govern them.29  The 

United States is a representative democracy, and as such, an elected official’s accountability to 

voting constituents is an important check on government misuse of power.30 Voters cannot hold 

                                                        
24 Chemerinsky, supra note 20. 

25 Rule of Law: Transparency and the Legal System, LEXISNEXIS, http://www.lexisnexis.com.au/en-AU/about-

us/rule-of-law.page#Transparency of the Legal System (last visited Apr. 14, 2014).  

26 WJP Index: Preface, supra note 17. 

27 Guiding Principles for Stabilization and Reconstruction, Section 7: Rule of Law, US Institute of Peace and  US 

Army Peacekeeping and Stability Operations Institute § 7.5.11 (2009), available at 

http://www.usip.org/sites/default/files/GP_72-105_Rule_of_Law.pdf.  

28 BINGHAM, supra note 11, at 3. 

29National Security Transparency and Accountability, Transparency and Accountability Initiative 4 (2011), 

available at http://www.transparency-initiative.org/wp-content/uploads/2011/09/14-National-security.pdf.   

30 Lawrence Friedman and Victor Hansen, Secrecy, Transparency, and National Security, 38 WILLIAM MITCHELL L. 

REV. 1610, 1616 (2012).  
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their representatives accountable, however, without information on their representatives’ 

actions.31   

2. Order and Security 

On the opposite side of the field is a functioning national security apparatus.  Black’s 

Law Dictionary defines “national security” as “[t]he safety of a country and its governmental 

secrets, together with the strength and integrity of its military, seen as being necessary to the 

protection of its citizens.”32   National security as an interest is fully compatible with 

democracies as, on an existential level, self-preservation is “the most fundamental business of 

democratic governance.”33  A national security apparatus is the system of agencies and 

organizations that together work towards the safety of the country and the protection of its 

citizens.  A functioning apparatus is crucial to the elimination of external forces and the 

development of a stable society. Without such stability, the prioritization of rule of law becomes 

hard to achieve.  After all, it is difficult to create and enforce laws when the public lives in a deep 

and constant fear for its safety.  Furthermore, the rule of law is not in fact an end in itself—it is a 

means through which to ensure internal stability and cohesion.34  If the purpose of a national 

security apparatus is to ensure external stability and the rule of law to ensure internal stability, 

then they appear to be compatible interests. 

                                                        
31 Friedman and Hansen, supra note 30. 

32 NATIONAL SECURITY, Black's Law Dictionary (10th ed. 2014) 

33  GABRIEL SCHOENFELD, NECESSARY SECRETS: NATIONAL SECURITY, THE MEDIA, AND THE RULE OF LAW 21 

(2010). (“Secrecy, like openness, remains an essential prerequisite of self-governance . . . . To proceed always under 

the glare of the public would cripple deliberation and render government impotent.  And when one turns to the most 

fundamental business of democratic governance, namely, self-preservation—carried out through conduct of foreign 

policy and the waging of war—the imperative of secrecy becomes critical, often a matter of survival.  Even in times 

of peace, the formulation of foreign and defense policies is necessarily conducted in secret.”).   

34 Id.  
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The existence of a functional national security apparatus, however, poses a unique 

problem in rule of law discussions. Existing rule of law frameworks do not include national 

security as a component of the concept used to evaluate good governance.35  The WJP’s 

definition comes closest to incorporating national security through its “order and security” factor.  

This factor—subdivided into “absence of crime,” “absence of civil conflict,” and “absence of 

violent redress”36—is functionally similar to national security in that it provides for the internal 

security of a country.  Although protection of a nation from external threats is undoubtedly 

important in the creation of a fair and just society, it does not seem to fit in with the other justice-

focused rule of law factors.  It is more accurate to consider national security to be a pre- or co-

requisite to rule of law.  Although a functioning national security apparatus, then, is not a 

component of rule of law, it is an indispensable part of any evaluation of the rule of law.   

III.  HOW TRANSPARENT IS OUR NATIONAL SECURITY APPARATUS?: EVALUATING THE 

STATUS QUO 

The national security and open government interests pose an interesting challenge to 

scholars attempting to evaluate the strength of the rule of law in the United States. The strength 

and success of the national security apparatus is self-evident.  Failures of the system, such as 

those that resulted in Pearl Harbor and September 11, are catastrophically obvious.  In contrast, 

the degree of transparency in the government is significantly less obvious. It is difficult for a 

citizen to know what she doesn’t know. This problem is magnified in the intelligence context and 

has grown exponentially more complex as the national security apparatus has grown over the 

past decade. 

                                                        
35 See supra Part II.A. Discussion. 

36 WJP Index: Preface, supra note 17.  Only the absence of civil conflict comes close to capturing the essence of the 

national security paradigm in use in the War on Terror, as the U.S. has explicitly rejected a criminal paradigm for 

the War. 
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After the end of the Cold War and the dissipation of the Communist threat, the 

Intelligence Community faded quietly into the dusty corners of the public consciousness.37 The 

massive failure of the intelligence community preceding the devastating attacks on September 

11, however, catapulted the Intelligence Community back into relevance.38  The Intelligence 

Community is now comprised of seventeen federal agencies.39  Beyond this Community, there 

are 1,271 government organizations and 1,931 private companies involved in intelligence, 

counterterrorism, or homeland security in the U.S.40  Two-thirds of these intelligence programs 

fall under the auspices of the Department of Defense.41  In the modern technological era, 

surveillance has become the preferred method of intelligence information collection, and the vast 

majority of intelligence organizations and agencies engage in surveillance.42  

The development of several safeguards accompanied the growth of the Intelligence and 

National Security Communities to protect against abuse. Some of these mechanisms include: the 

                                                        

37 SCHOENFELD, supra note 33, at 24.  

38 Id.  

39 These agencies are: the Central Intelligence Agency (CIA); the National Security Agency (NSA); the Defense 

Intelligence Agency (DIA); the State Department’s Bureau of Intelligence and Research (INR); Air Force 

Intelligence, Surveillance, Reconnaissance (Air Force ISR); the Federal Bureau of Investigation’s National Security 

Branch (NSB); Army Intelligence and Security Command (INSCOM); Deparmtnet of Energy, Office of Intelligence 

and Soungerintelligence; Coast Guard Intelligence (CGI); Tresury’s Office of Intelligence and Analysis (OIA); Drug 

Enforcement Administration (DEA); Marine Corps Intelligence Activity (Marine IA); National Geospatial-

Intelligence Agency (NGA); National Reconnaissance Office (NRO); Office of Naval Intelligence (ONI);  

Department of Homeland Security, Office of Intelligence and Analysis (DNI); Office of the Director of National 

Intelligence (ODNI).  Paul Szoldra, These 17 Agencies Make Up the Most Sophisticated Spy Network in the World, 

BUSINESS INSIDER (May 11, 2013), http://www.businessinsider.com/17-agencies-of-the-us-intelligence-community-

2013-5?op=1.  

40 Dana Priest and William M. Arkin, A Hidden World, Growing Beyond Control, THE WASHINGTON Post, May 

2013, http://projects.washingtonpost.com/top-secret-america/articles/a-hidden-world-growing-beyond-control/ 

41 Id. 

42 Id. 
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Intelligence Oversight Committees of the Senate and House of Representatives,43 the President’s 

Intelligence Advisory Board,44 the Intelligence Oversight Board,45 and the Foreign Intelligence 

Surveillance Court.46  Each of these mechanisms acts as a procedural safeguard for transparency 

and accountability.  However, the Foreign Intelligence Act Court safeguard (commonly known 

as the FISA court or FISC) has come under intense scrutiny as it is at the junction of procedural 

and substantive secrecy –it is considered a “secret court” which enforces secret laws.47  An 

evaluation of the transparency of this court is a useful microcosm for the transparency of the 

national security sector as a whole. 

A.  The History and Structure of the FISA Court 

The FISA court was established by the Foreign Intelligence Surveillance Act of 1978.48  

It is a federal court that was created to oversee federal law enforcement requests for surveillance 

warrants targeting suspected foreign intelligence agents inside the United States.49 The FISA 

court is presided over by eleven Article III judges, appointed by the Chief Justice of the United 

                                                        
43 Stephen W. Preston, General Counsel of the Central Intelligence Agency, The CIA and the Rule of Law, Address 

at Harvard Law School (Apr. 10, 2012) in 6 J. NAT. SEC. & POL’Y 1, 4 (2012). These committees have expansive 

oversight of CIA activities, including covert actions.  Id. The CIA is required by law to keep the committee 

informed of its activities.  Id. 

44 Id. The Board reviews and evaluates the performance of agencies in the intelligence community.  It is an 

independent organ of the Executive Office of the President.  Id. 

45  Id.  It is “a committee of the President’s Intelligence Advisory Board to which the CIA reports apparent legal 

violations and other significant or highly sensitive matters that could impugn the integrity of the Intelligence 

Community.” Id.  

46  Id. The Court is made up of Article III judges and “provides judicial supervision with respect to certain activities 

in the nature of electronic surveillance and physical searches.”  Id.  

47 Robert N. Davis, Striking the Balance: National Security vs. Civil Liberties, 29 BROOK. J. INT’L L. 175, 192 

(2003). 

48 Id.  The establishment of the FISA Court preceded the recent proliferation of intelligence organizations, but its 

importance and prominence as a safeguard has dramatically increased over the past decade.  Id. 

49 Id. 
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States.50  There is also a FISA Court of Review, comprised of three other Federal District judges, 

appointed in the same manner as the FISA Court.51  The Court of Review was convened for the 

first time in 2002 when the FISA court issued its first rejection of the government’s warrant 

application.52  

The FISA court is considered “secret,” and as such, its hearing and records are closed to 

the public.53 Although the processes of the court are still somewhat shrouded in mystery, the 

general contours of the proceedings are known.  An attorney representing the government files a 

petition for surveillance of a person suspected of being a foreign agent.54 In order to get approval 

for the warrant application from the court, the government must show, ex parte, that the suspect 

targeted for surveillance is an “agent of a foreign power.”55  The attorney will then appear before 

one of the eleven judges to present his or her evidence and argue the case.56  The targeted 

individual is not represented by an attorney. The judge then makes his decision, and either 

approves or rejects the warrant.57  Rejection, however, is rare.  From 1978-2004, only four out of 

                                                        
50 Jessica M. Bungard, The Fine Line Between Security and Liberty: the “Secret” Court Struggle to Determine the 

Path of Foreign Intelligence Surveillance in the Wake of September 11th, 4 U. PITT. J. TECH. L. & POL'Y 2. 

 
51  Id.  Some critics assert that the process by which the eleven judges currently assigned to the court weakens 

judicial independence.  Peter Wallsteen, For Secret Surveillance Court, Rare Scrutiny in Wake of NSA Leaks, N.Y. 

TIMES, June 22, 2013, http://www.washingtonpost.com/politics/for-secretive-surveillance-court-rare-scrutiny-in-

wake-of-nsa-leaks/2013/06/22/df9eaae6-d9fa-11e2-a016-92547bf094cc_story.html. Six of the eleven judges are 

former prosecutors, ten were appointed by Republican presidents, and all eleven were appointed to the FISA Court 

by Chief Justice John Roberts, Jr.  Id.  Critics of the court claim that “[a]ll of the structural pressures that keep a 

judge independent are missing there.” Id.  

52  Id.  

53 Bungard, supra note 50, at 3. 

54 Id.  

55 Ellen Yaroshefsky, Secret Evidence is Slowly Eroding the Adversary System: CIPA and FISA in the Courts, 

HOFSTRA L. REV 1077-78. 

56 Bungard, supra note 50, at 3. 

57 Yaroshefsky, supra note 55, at 1078. 
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18,746 petitions had been rejected.58  If there are “exigent circumstances,” the U.S. Attorney 

General may authorize the use of emergency electronic surveillance before obtaining the 

authorization of the FISA Court.59  If the Attorney General does so, he must notify a judge on the 

court no more than seventy-two hours after he authorized the emergency surveillance.60   

B. Amendments to FISA 

The original FISA has been amended several times over the past several decades in an 

attempt to keep up with rapidly changing technologies and political climates.  In 2002, the 

Uniting and Strengthening America by Providing Appropriate Tools Required to Intercept and 

Obstruct Terrorism Act of 2001 (the USA PATRIOT Act) made several changes to FISA.61  The 

1978 Act required that the government show that collection of foreign intelligence was the 

purpose of the application for a warrant, but after 2002, the government was only required to 

show that it was a “significant” purpose.62  Furthermore, the PATRIOT Act allowed the federal 

agency filing the warrant application to share the information gained from surveillance with 

other agencies in the intelligence community.63   

The Protect America Act of 2007 (PAA) removed the warrant requirement for non-

American targets that were reasonably believed to be outside the United States.64  It replaced this 

                                                        
58 Foreign Intelligence Surveillance Act Court Orders 1979-2012, Electronic Privacy Information Center (May 4, 

2012), http://epic.org/privacy/wiretap/stats/fisa_stats.html.  

59 50 U.S.C. § 1805. 

60 Id. 

61 Yaroshefsky, supra note 55, at 1078. 

62 Id.  

63 Id. 

64 The Protect America Act of 2007, Pub. L. 110-55 (2007). 
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requirement with internal NSA processes, such as joint authorization of the US Attorney General 

and Director of National Security to collect information on all foreign intelligence suspects 

outside the United States.65 In lieu of its previous role in granting warrants for surveillance of 

these persons, the FISA Court was relegated to accepting or rejecting the internal NSA 

guidelines that governed how a foreign suspect could be targeted.66  The act also provided 

retroactive immunity to companies that had voluntary cooperated with the Bush Administration 

in the warrantless wiretap program.67 When the PAA expired in 2008, the FISA Amendments 

Act of 2008 renewed in large part the changes made by the PAA.  These changes were mostly 

consolidated in section 702,68 which was used to authorize several surveillance programs, 

including the NSA’s PRISM.69 On December 29, 2012, Congress voted to amend FISA and 

extend the amendments until December 31, 2017.70 

C. The FISA Court After the NSA Leaks 

 On June 6, 2013, The Washington Post and the British publication The Guardian broke 

the story that the United States had been engaged in several classified and expansive surveillance 

programs, including a program code named PRISM.71  The stories were based on information 

                                                        
65 Id.   

66 Id. 

67 Id. 

68 2008 FISA Amendments Section 702 Fact Sheet, FEDERATION OF AMERICAN SCIENTISTS, 

https://www.fas.org/irp/news/2013/06/nsa-sect702.pdf. 

69 See infra note 71 (explaining the PRISM scandal and program). 

70 Bill Chappel, President and Congress Extent FISA Wiretapping Act to 2017, NPR, Dec. 28, 2012, 

http://www.npr.org/blogs/thetwo-way/2012/12/28/168220266/congress-extends-fisa-wiretapping-act-to-2017-

awaits-obamas-signature.  

71 See Barton Gellman and Laura Poitras, U.S., British Intelligence Mining Data from Nine U.S. Internet Companies 

in Broad Secret Program, THE WASHINGTON POST, June 7, 2013, 

http://www.washingtonpost.com/investigations/us-intelligence-mining-data-from-nine-us-internet-companies-in-
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leaked by former CIA employee Edward Snowden.72  On June 13, just over one week later, U.S. 

District Court Judge John Bates appeared at classified briefing of the Senate Intelligence Sub-

Committee, chaired by Senator Diane Feinstein of California.73  For the first time since its 

inception in 1978, the FISA Court was thrust into the public spotlight.74 Scrutiny of the court 

intensified later that summer when in August, Congress declassified a 2011 FISA Court ruling 

that revealed that the NSA had repeatedly mislead the court as to the scope of the 

communications it had collected.75 Contrary to the explicit restrictions in Section 702 of the 2008 

Amendments, the NSA had been collecting and storing domestic communications in addition to 

                                                                                                                                                                                   
broad-secret-program/2013/06/06/3a0c0da8-cebf-11e2-8845-d970ccb04497_story.html?hpid=z1; see also Glenn 

Greenwald, NSA Collecting Phone Records of Millions of Verizon Customers Daily, THE GUARDIAN, Jun. 5, 2013, 

http://www.theguardian.com/world/2013/jun/06/nsa-phone-records-verizon-court-order.  In early 2013, Edward 

Snowden, a former CIA employee with access to classified information through his work for a government 

contractor, leaked millions of classified files to various media outlets.  Barton Gellman, Aaron Blake, and Greg 

Miller, Snowden Comes Forward as Source of NSA Leaks, THE WASHINGTON POST, Jun. 9, 2013, 

http://www.washingtonpost.com/politics/intelligence-leaders-push-back-on-leakers-media/2013/06/09/fff80160-

d122-11e2-a73e-826d299ff459_story.html.  Among those documents was information relating to several secret 

National Security Agency (NSA) surveillance programs.  Gellman, Blake, and Miller, Snowden Comes Forward.  

The first surveillance program to be disclosed by The Washington Post and The Guardian was PRISM.  Id. PRISM 

is a surveillance program approved by the FISA court that allows the NSA to collect individuals’ user information 

directly from the servers of several US companies such as Google and Yahoo.  Gellman and Poitras, U.S., British 

Intelligence Mining Data.  A second leaked document was a FISA Court order requiring telecom provider Verizon 

to turn over logs of its customers phone records (known as metadata) to the FBI each day.  Greenwald, NSA 

Collecting Phone Records. This program, the government argued, was authorized under the business records 

provision under section 215 of the PATRIOT Act.  Are They Allowed to Do That?: A Breakdown of Selected 

Government Surveillance Programs, THE BRENNAN CENTER FOR JUSTICE AND NEW YORK UNIVERSITY SCHOOL OF 

LAW, http://www.brennancenter.org/sites/default/files/analysis/Government%20Surveillance%20Factsheet.pdf (last 

visited April 22, 2014). The provision allows the government to obtain a FISA court order to compel third parties to 

turn over records and other “tangible items” relating to counter-terrorism and foreign intelligence. Id. 

72 See supra note 71 and accompanying text. 

73 Peter Wallsten, Carol D. Leonnig, and Alice Crites, For Secretive Surveillance Court, Rare Scrutiny in Wake of 

NSA Leaks, THE WASHINGTON POST, June 22, 2013, http://www.washingtonpost.com/politics/for-secretive-

surveillance-court-rare-scrutiny-in-wake-of-nsa-leaks/2013/06/22/df9eaae6-d9fa-11e2-a016-

92547bf094cc_story.html. 
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75 Charlie Savage, Secret Court Rebuked N.S.A. on Surveillance, N.Y. TIMES, Aug. 21, 2013, 
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foreign data.76 The ruling also listed several other examples of misrepresentations by the NSA 

about a covert surveillance program.77 

IV. AN IMPERFECT BALANCE: EVALUATING THE BATTLEFIELD  

The importance of transparency to the rule of law and the dangers of excessive secrecy are 

well established.78  “Secrecy about the workings of government impedes the marketplace of 

ideas and distorts the electorate’s understanding of the alternatives before it.”79  However, there 

is also a “near consensus” that in some circumstances, it is necessary to protect the classified 

nature of highly sensitive military and intelligence information.80  It is the gray area in between 

these two certainties that is the subject of controversy, and it is in this treacherous morass where 

the evaluation of the strength of the rule of law must occur.   

The question at heart of the evaluation is whether the national security apparatus of the 

United States, particularly the FISA Court, strikes a functioning balance between security and 

open government.81   It is an important and delicate question.  If the scale is tipped too far 

towards national security, the legitimacy of the government is threated and a bedrock American 

principle rapidly erodes.  If the scale is tipped too far in the other direction, however, the 

Intelligence Community may not have the tools it needs to keep the public safe from terrorism 
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78 See supra Part II.A. discussion. 

79 GABRIEL SCHOENFELD, NECESSARY SECRETS: NATIONAL SECURITY, THE MEDIA, AND THE RULE OF LAW 18 

(2010).   

80  Steven Aftergood, National Security Secrecy: How the Limits Change, 77 J. Social Research  839, 839 

(2010)(“[T]here is a near universal consensus that some measure of secrecy is justified and necessary to protect 

authorized national security activities, such as intelligence gathering and military operations, to permit confidential 

deliberations in the course of policy development, to secure personal privacy, and for other reasons.”); see also 

Schoenfeld, supra note 80 at 18. 

81 See supra Part II discussion. 
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and other violent threats.  To what degree can these two interests coexist, and if they cannot, 

what must give way?   

A. Need for Recalibration 

In the “open government” category of the WJP’s rule of law index, the United States 

scored 11/99 out of the total numbers of countries assessed. However, it also scored only an 

11/31 for countries in its income rank.82  

 

 

 

 

This mediocre score is troublesome, especially given the certainty that as technology rapidly 

develops in the coming years, the challenges posed of government surveillance will only grow. 

“The potential for excessive concealment has grown more acute as the American national 

security apparatus expanded massively in the decades since World War II, bringing with it a 

                                                        
82 See WJP Rule of Law Index 2014: Country Profile—United States, World Justice Project, 

http://data.worldjusticeproject.org/pdf/rule-of-law-index-USA.pdf (last visited April 18, 2014). The countries in the 
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Figure 1- US WJP Open Government Sub-factor Scores (see supra 
note 80) Figure 2- US WJP Country Profile (see supra note 80)  
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commensurately large extension of secrecy.”83  Although, the WJP has no direct measure for the 

efficacy of a national security apparatus, there have been no large-scale terrorist attacks in the 

US since September 11.  Furthermore, in “order and security”, the United States scored 

marginally higher— 15/30 in its income group and 18/99 overall.84  

 

 

 

 

 

However, these numbers are misleading.  The United States earned a perfect score in the absence 

of civil conflict subcategory, which is the closest available fit for a strong national security 

apparatus.85 A comparison of the scores for the two factors would indicate that the nation is 

doing much better in national security than transparency.  

 This implication is supported by the fact that a majority of American’s are dissatisfied 

with the NSA’s surveillance program.86  About 50% of American adults are opposed to the 

                                                        
83 SCHOENFELD, supra note 79, at 20.  “Secrecy can facilitate renegade governmental activity, as we saw in the 

Watergate and the Iran-Contra affairs.  It can also be a breeding ground for corruption. . . [but] secrecy, like 
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of war—the imperative of secrecy becomes critical, often a matter of survival.  Even in times of peace, the 

formulation of foreign and defense policies is necessarily conducted in secret.”  Id. 

84 Id.  

85 World Justice Project Rule of Law Index: Preface, supra note17; see also Part II.A.2 (discussing the gap in rule of 

law definitions for national security factors). 

86 Drew Desilver, Most Young Americans Say Snowden Has Served the Public Interest, THE PEW RESEARCH CENTER 

(Jan. 22, 2014), http://www.pewresearch.org/fact-tank/2014/01/22/most-young-americans-say-snowden-has-served-

the-public-interest/. However, some scholars disagree with this popular consensus.  Gabriel Schoenfeld, senior 
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NSA’s methods of data collection; that number is nine points higher for young adults.87  

Furthermore, 57% of young adults believe that Edward Snowden performed a public service in 

leaking NSA documents relating to surveillance.88  

Public opinion is not only an important indicator on the strength of the government’s 

performance of the government in certain rule of law factors.  It also has a tangible effect on rule 

of law.89 If the public loses confidence in the existence of rule of law, whether because of lack of 

transparency or some other factor, it weakens the legitimacy of the government.  It also 

decreases the participation of the people in the political process,90 and it potentially lessens 

respect for the law, which in turn makes enforcement more difficult. 

[T]oo much secrecy can put our nation at greater risk, hindering oversight, 

accountability, and information sharing.  Excessive secrecy conceals our 

vulnerabilities until it is too late to correct them.  It slows the development of the 

scientific and technical knowledge we need to understand threats to our security 

and respond to them effectively.  It short-circuits public debate, eroding 

confidence in the actions of the government.  It undermines the credibility of the 

information security system itself, encouraging leaks and causing people to 

second-guess legitimate restrictions.91   

 

                                                                                                                                                                                   
fellow at the Hudson Institute, argues that “[t]he fact is that we continue to live in the most open society in the 

history of the world.  Our Founding Fathers constructed a political system based upon a high degree of transparency.  

In the two-plus centuries of American history that have elapsed since the drafting of the Declaration of 
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87 Desilver, supra note 86. 
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89 Schoenfeld, supra note 79, at 259 (“[W]hen it comes to certain sensitive subjects in the realm of security, the 
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on terrorism without the tools of intelligence, we will succumb to another attack.”). 

90 See Part II.A.1. 

91 John D. Podesta, President and CEO, Center for American Progress Action Fund, Secrecy and the Rule of Law, 

Address Before the Senate Subcommittee on the Constitution, September 16, 2008 in RESTORING THE RULE OF LAW 
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Leaving the imbalance of these factors as the status quo will encourage more whistleblowers 

like Edward Snowden to come forward.92  While some scholars consider whistleblowing 

(formally known as unauthorized disclosure) to be a necessary check on government abuse,93 it 

should be an action taken as a last resort. Any steps that can be taken to render such civil 

disobedience unnecessary should be taken. There is a fundamental and inescapable problem with 

relying on whistleblowing as the primary safeguard—the foundational principle of the rule of 

law is that no one individual is above the law.94  Unauthorized disclosure allows individuals to 

substitute their judgment for that of elected officials.95  In some circumstances, it may even 

demolish entire legislative policies, thereby circumventing the will of the people.96  If, however, 

openness is improved by reforming non-transparent processes, the need for whistleblowers will 

be significantly decreased and the harm unrealized. 

B. Reform of the FISA Court 

While recalibrating the balance between a strong national security apparatus and open 

government on the surveillance “battlefield” is not sufficient to win the larger war between 

robust rule of law and national security, it is necessary. The FISA Court is one mechanism 

utilized in US surveillance policy that is ripe for reform and could help win that battle.  In the 

status quo, the court is regularly addressing important constitutional issues and deciding them 

without public oversight, and preventing the American people from observing the presence and 
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effectiveness of any privacy and civil liberties protections.97  The result is the “development of a 

secret body of constitutional and statutory law.”98   A secret body of law violates every one of 

the four open government sub-factors and is a drastic erosion of the rule of law.99  This secrecy 

does not just prevent the flow of information from reaching the public—it also restricts the 

information available to Congress and cripples its oversight, 100 implicating several other rule of 

law factors including civil justice, constraints on government power, regulatory enforcement, and 

fundamental rights.101 

Proposals for FISA Court reform are grouped around three themes: (1) additional public 

reporting on the scope of FISA surveillance; (2) mandatory public disclosure of FISA Court 

rulings; and (3) movement towards a more adversarial process.102  A senate intelligence 

committee proposal would mandate numerical reporting for particular types of surveillance 

programs. 103  It would not require reporting of significant legal interpretations of FISA, and 

would instead leave that the discretion of the judges.104  The Leahy-Sensenbrenner, Merkley, and 

Blumenthal proposals advocate for the same mandated numerical reporting, but they would also 
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enhance the reporting of court decisions.105  In the current court rules, a FISA court judge may 

decide to publish the ruling and can choose whether to have it redacted by the executive 

branch.106  However, there is no required to disclose any rulings.107  Several current proposals 

would change this as well as require the Attorney General to issue summaries of rulings not 

declassified.108 Furthermore, several proponents of reform argue that the court should also have 

to report its significant legal interpretations of FISA.  Finally, the least controversial proposal 

suggests that a special advocate be used to bolster the adversarial nature of the proceedings by 

presenting opposing arguments to the judges.109   

However, current and former FISA court judges are firmly against these reforms.110 

Judge John Bates, the former head of the FISA court submitted a letter objecting to the reforms 

to Senator Feinstein on the Senate Intelligence Committee.111  Judge Bates sent the letter on 

behalf of the Judicial Conference of the United States in his capacity as secretary of the 

conference.112  The federal judiciary, according to Bates, is particularly opposed to the 

introduction of a special advocate, as the judiciary feels this would unnecessarily slow down the 

process and might even be counterproductive.113  Regardless of the opinion of the FISA Court 
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judges, the court must be recalibrated to some degree. The bellwether of public opinion and the 

empirical data of the WPJ show that the status quo is not working.  It is time for a change. 

V. CONCLUSION 

It is clear from a survey of various official sources that the rule of law often arises in 

national and international security discourse, but it is more than rhetoric. We can use the bedrock 

principles of rule of law, and in particular those identified by the WJP, as a framework with 

which to evaluate the effect of certain policies on the rule of law and on the overall health of the 

rule of law in the United States. Transparency and order and security are of particular relevance 

to the national security context.  An application of this two-factor framework to the FISA Court 

case study shows that the balance between the two is off-kilter and must be realigned.  The 

national security prioritization of procedural and substantive secrecy has led to the creation of a 

secret body of law that endangers the foundations of the rule of law in the United States.  There 

are several proposals for reform of the FISA Courts that could stave off potential damage—the 

most promising of these are mandated disclosure of empirical data and limited release of 

redacted court rulings.  A reform of the system is in the best interest of all parties, including the 

intelligence community, the judiciary, and the public. After all, “[t]he best way to ensure that 

secrecy is respected, and that the most important secrets remain secret, is for secrecy to be 

returned to its limited but necessary role.  Secrets can be protected more effectively if secrecy is 

reduced overall.”114 
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