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To: 	ECHA occupants
From: 	The ECHA APO Working Group
Re: 	Changes to access to administrative floors in ECHA

Background:
In recent weeks there have been a number of thefts from administrative levels of the Edmonton Clinic Health Academy. The ECHA APO Working Group (the committee responsible for creating, reviewing and approving policies and guidelines for the shared spaces in ECHA) invited the Office of Emergency Management (OEM) and University of Alberta Protective Services (UAPS) to provide advice on how we can identify and address possible security gaps. You can review the full presentation here. 
The following summarizes our discussion and next steps.
Changes to access to administrative areas in ECHA
OEM and UAPS advised the Working Group to reduce the number of access points to the administrative levels and, specifically, the open work spaces on the west side. The ECHA APO WG has therefore approved the following measures:
· Effective immediately, doors entering the west side of ECHA levels 3, 4 and 5 from the stairwells and all doorways entering from the main hallway will be locked; this will NOT include the main doors that enter from the elevator lobbies, or doors entering specific units or departments. This will not affect your ability to exit and or evacuate the building.  The accessible doors will be:
1. The main stairs between level 2 to level 3.
2. All stairwell doors on the West side of the building will allow exit to the main hallway only.
3. Access to the West side of the building will be through these doors:
· elevator lobby entrances into levels 3,4,5,
· door 3-300.

· Effective May 4, 2015, all access doors and elevators to administrative levels 3, 4 and 5 will be locked between the hours of 5:00 p.m. to 7:00 a.m. (currently between the hours of 7:00 a.m. to 6:00 p.m.). A valid ProxCard will be required to access the administrative levels during these hours.

Key highlights of the presentation:
· The number of access points to administrative levels should be limited.
· All occupants have a responsibility to ensure their individual actions help reinforce a safe and secure workplace.
· Be aware of who is coming and going, during and after hours on the administrative levels.
· Make it difficult for an unwelcomed visitor to get comfortable with the building, or administrative spaces.
· For the security of occupants and the building, occupants should respect the work hours of the building. 
· When entering / leaving the building outside building hours, be watchful for tailgaters. 
All building occupants should review and adhere to the University of Alberta’s Lone Worker Policy.
What does this mean for occupants?
Building occupants will need their ProxCards to access the administrative levels via all entrances other than these exceptions: Elevators after hours; main doors off elevator lobbies; unit and department specific entrances as noted above.
Occupants hosting meetings after floor hours must either 1) make arrangements to meet guests at a pre-determined location and escort them to the administrative levels or 2) book a one of the meeting rooms reserved for occupants on the lower levels: rooms 1-447 (24) and 2-407 (16). 
FAQ
What if I forget my proximity card?
If you get locked out, contact UAPS (780.492.5050) to request assistance. Even though UAPS strives to answer all calls of this nature quickly, in the event of an emergency or other high priority situation on campus, there may be a delay in responding. UAPS will escort you to your office; once you have access to your office, you will be required to show photo identification.
If I have after-hours meetings, can I request that one or more doors be opened so my guests can come and go?
OME and UAPS advise that all doors be locked after hours. Only in very special circumstances, such as a large public event, and with pre-approval, will requests to unlock entrances after hours be considered. 
Can I get a prox card my guests can use?
No. Proximity ONE cards are issued to University of Alberta employees and must not be lent to others. Please refer to the ONE Card cardholder agreement here. 
Can I prop a door open for just half an hour?
No. Propping open any of these doors creates a risk to the security of the area and to those who work in it. This will also set off an alarm and UAPS will respond.
What else can I do?
Each of us is responsible for security and safety. The EHCA Good Neighbour guidelines include the following tips on ensuring security in our work place.
For more information about security, please see the University of Alberta Protective Service’s: Personal Safety and Security Handbook.
· Keep your eyes open for people who you don’t recognize. Challenge strangers with a polite but firm “Can I help you?” Ask visitors who they are looking for or meeting with.
· Your workspace has multiple locking drawers and cabinets. Sensitive, confidential and private documents and valuables should be locked out of view when you are not at your desk.
· After hours, be extra vigilant. Watch for ‘tailgaters’, people who follow you through a door you’ve opened using your access card.
· Never lend anyone your access card!
· There are no student lounges or study spaces on levels 3, 4 or 5. Students should use appropriate spaces on L1, 1 and 2.
· All occupants have a responsibility to ensure their individual actions help reinforce a safe and secure workplace.
· Make it difficult for an unwelcomed visitor to get comfortable with the building, or administrative spaces.
· For the security of occupants and the building, occupants should respect the work hours of the building. If it is necessary to schedule a meeting with external groups after building hours, the meeting organizer is responsible for ensuring all guests are escorted in and out of secure areas.
· When entering / leaving the building outside building hours, be watchful for tailgaters. If you don’t recognize someone trying to follow you through a secure entrance, you can remind them that the building is closed and ask if they need help before letting them in.
· All building occupants should review and adhere to the University of Alberta’s Lone Worker Policy.
· Greet people you encounter during the day by making eye contact and saying ‘hello!’. People who shouldn’t be in the area will try to remain anonymous; something as simple as eye-to-eye contact may be what it takes to have them leave.
· If it appears that a person is wandering about, especially in an area that does not seem quite right, ask if you are able to assist them.
· Be aware of who is coming/going, especially if you are working after hours. If you notice people sitting in atriums, hallways, or meeting rooms (after hours), it is acceptable to ask if they are part of an occupant group. Those not authorized to be on the administrative levels after hours should be directed to the lower levels; there are maps by all the elevators/stairwells showing where all the student study rooms are located.
· Keep your doors, drawers and filing cabinets locked when you are away from your desk – even if it’s just for a minute.
If at any time you feel that your safety is at risk due to suspicious behaviour, do not approach the individual(s).  Call UAPS 780-492-5050 immediately with the location and description.  Monitor, but do not approach.
Let’s work together to keep our workspace safe and all occupants protected from loss and harm. 
Should you have any questions, do not hesitate to contact your ECHA APO Working Group member or the ECHA Administrator (echa.admin@ualberta.ca).

Bob Sadler
Chair, ECHA APO WG 2014-15
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