
 
© 2015 Gerry W. Beyer  
Revised 04/05/2015 

 
 

PLANNING FOR DIGITAL ASSETS 
 
 
 
 

Presented By  
KERRI G. NIPP 

The Blum Firm, P.C.  
300 Crescent Court, Suite 1350  

Dallas, Texas 75201  
(214) 751-2130  

knipp@theblumfirm.com  
www.theblumfirm.com 

 
Written by: 

GERRY W. BEYER 
Governor Preston E. Smith Regents Professor of Law  

Texas Tech University School of Law  
Lubbock, TX 79409  

(806) 834-4270  
gwb@ProfessorBeyer.com  

http://www.ProfessorBeyer.com 
 http://www.BeyerBlog.com/ 

 
 
 
 

State Bar of Texas 
39th ANNUAL 

ADVANCED ESTATE PLANNING & PROBATE COURSE 
June 10-12, 2015 

Dallas 
 

CHAPTER 7 
 

mailto:gwb@ProfessorBeyer.com
mailto:gwb@ProfessorBeyer.com




 
 
 

KERRI G. NIPP is an associate attorney at The Blum Firm, P.C. in Dallas, Texas.  She received 
her J.D. summa cum laude from Texas Tech University School of Law where she was a Regent’s 
Scholarship Recipient and served as Comment Editor of the Texas Tech Estate Planning and 
Community Property Law Journal and the Philanthropy Chairperson for Women’s Caucus.  
While in law school, Ms. Nipp received CALI Excellence for the Future Awards in Guardianship 
Law, Evidence, and Family Law as well as American Jurisprudence Awards in Commercial Law, 
Wills and Trusts, Elder Law, and Real Estate Finance and Transactions.  Ms. Nipp received her 
B.B.A. in Marketing summa cum laude and her M.S. in Personal Financial Planning from Texas 
Tech University.  
 
Ms. Nipp specializes in the areas of estate planning and probate, asset protection planning, 
planning for closely-held businesses, tax planning, and charitable planning.  Her experience also 
includes the preparation of federal estate tax and gift tax returns.  Ms. Nipp is admitted to 
practice law in the State of Texas.   
 

PROFESSIONAL ACTIVITIES 
State Bar of Texas – Real Estate, Probate and Trust Law Section Member; Digital Assets 

Committee Member 
Dallas Bar Association – Probate, Trusts & Estates Section Member 
Dallas Estate Planning Council Member 

 

PUBLICATIONS AND SPEECHES 
“Estate Planning for Digital Assets,” Midland Memorial Foundation and Midland College 

Estate Planning Update 2013, Midland, Texas, May 2, 2013. 
Gerry W. Beyer & Kerri Griffin, The Role of Legal Assistants in the Estate Planning Practice, 

EST. PLAN.DEV.FOR TEX. PROF., Jan. 2012, at 1. 
Gerry W. Beyer & Kerri Griffin, Estate Planning for Digital Assets, EST. PLAN.DEV.FOR 

TEX. PROF., Apr. 2011, at 1. 
Gerry W. Beyer & Kerri Griffin, Lady Bird Deeds: A Primer for the Texas Practitioner, EST. 

PLAN.DEV.FOR TEX. PROF., Jan. 2011, at 1. 
Kerri M. Griffin, Safeguarding Against Golden Opportunities, 2 EST. PLAN & 

COMMUNITY PROP.L.J. 441 (2010) 
 

KERRI G. NIPP 
THE BLUM FIRM, P.C. 

300 Crescent Court, Suite 1350 
Dallas, Texas 75201 

Office: (214) 751-2130 
knipp@theblumfirm.com 





 

 

GERRY W. BEYER 
 

Governor Preston E. Smith Regents Professor of Law 
Texas Tech University School of Law 

Lubbock, TX 79409-0004 

(806) 834-4270 
gwb@ProfessorBeyer.com 
www.ProfessorBeyer.com 

EDUCATION 
B.A., Summa Cum Laude, Eastern Michigan University (1976) 
J.D., Summa Cum Laude, Ohio State University (1979) 
LL.M., University of Illinois (1983) 
J.S.D., University of Illinois (1990) 

SELECTED PROFESSIONAL ACTIVITIES 
Bar memberships: United States Supreme Court, Texas, Ohio (inactive status), Illinois (inactive status) 
Member: American Law Institute; American College of Trust and Estate Counsel (Academic Fellow); American Bar 

Foundation; Texas Bar Foundation; American Bar Association; Texas State Bar Association 
Editor-in-Chief, REPTL Reporter, State Bar of Texas 
Keeping Current Probate Editor, Probate and Property magazine (1992-present) 

CAREER HISTORY 
Private Practice, Columbus, Ohio (1980) 
Instructor of Law, University of Illinois (1980-81) 
Professor, St. Mary’s University School of Law (1981-2005) 
Governor Preston E. Smith Regent’s Professor of Law, Texas Tech University School of Law (2005 – present) 
Visiting Professor, Boston College Law School (1992-93) 
Visiting Professor, University of New Mexico School of Law (1995) 
Visiting Professor, Southern Methodist University School of Law (1997) 
Visiting Professor, Santa Clara University School of Law (1999-2000) 
Visiting Professor, La Trobe University School of Law (Melbourne, Australia) (2008 & 2010) 
Visiting Professor, The Ohio State University Moritz College of Law (2012) 
Visiting Professor, Boston University School of Law (2014) 

SELECTED HONORS 
Order of the Coif 
Excellence in Writing Awards, American Bar Association, Probate & Property (2012, 2001, & 1993) 
President’s Academic Achievement Award, Texas Tech University (2015) 
Outstanding Researcher from the School of Law, Texas Tech University (2013) 
Chancellor’s Council Distinguished Teaching Award (Texas Tech University) (2010) 
Outstanding Professor Award – Phi Alpha Delta (Texas Tech University Chapter) (2013) (2010) (2009) (2007) (2006) 
President’s Excellence in Teaching Award (Texas Tech University) (2007) 
Professor of the Year – Phi Delta Phi (St. Mary’s University chapter) (1988) (2005) 
Student Bar Association Professor of the Year Award – St. Mary’s University (2001-2002) (2002-2003) 
Russell W. Galloway Professor of the Year Award – Santa Clara University (2000) 
Distinguished Faculty Award – St. Mary’s University Alumni Association (1988) 
Most Outstanding Third Year Class Professor – St. Mary’s University (1982) 
State Bar College – Member since 1986 

SELECTED PUBLICATIONS 
Author and co-author of numerous law review articles, books, and book supplements including WILLS, TRUSTS, 
AND ESTATES: EXAMPLES AND EXPLANATIONS (6th ed. 2015); FAT CATS AND LUCKY DOGS – HOW TO LEAVE 
(SOME OF) YOUR ESTATE TO YOUR PET (2010); TEACHING MATERIALS ON ESTATE PLANNING (4th ed. 2013); 9 & 
10 TEXAS LAW OF WILLS (Texas Practice 2002); TEXAS WILLS AND ESTATES: CASES AND MATERIALS (7th ed. 
2015); 12, 12A, & 12B WEST’S TEXAS FORMS — ADMINISTRATION OF DECEDENTS’ ESTATES AND 
GUARDIANSHIPS (3rd ed. 2007); When You Pass on, Don't Leave the Passwords Behind: Planning for Digital 
Assets, PROB. & PROP., Jan./Feb. 2012, at 40; Wills Contests – Prediction and Prevention, 4 EST. PLAN. & 
COMM. PROP. L.J. 1 (2011); Digital Wills: Has the Time Come for Wills to Join the Digital Revolution?, 33 OHIO 
N.U.L. REV. 865 (2007); Pet Animals: What Happens When Their Humans Die?, 40 SANTA CLARA L. REV. 617 
(2000); Ante-Mortem Probate: A Viable Alternative, 43 ARK. L. REV. 131 (1990); Videotaping the Will 
Execution Ceremony — Preventing Frustration of Testator’s Final Wishes, 15 ST. MARY’S L.J. 1 (1983). 

mailto:gwb@ProfessorBeyer.com




 

i 

TABLE OF CONTENTS 

I. INTRODUCTION ....................................................................... 1 

II. TYPES OF DIGITAL ASSETS ............................................................................................................ 1 
A. Personal ..................................................................................................................................................... 1 
B. Social Media ............................................................................................................................................... 2 
C. Financial Accounts .................................................................................................................................... 2 
D. Business Accounts ...................................................................................................................................... 2 
E. Domain Names or Blogs ........................................................................................................................... 2 
F. Loyalty Program Benefits ........................................................................................................................ 2 
G. Other Digital Assets ................................................................................................................................. 2 

III. IMPORTANCE OF PLANNING FOR DIGITAL ASSETS ............................................................ 3 
A. To Make Things Easier on Executors and Family Members................................................................ 3 
B. To Prevent Identity Theft ........................................................................................................................ 3 
C. To Prevent Financial Losses to the Estate .............................................................................................. 3 
D. To Avoid Losing the Deceased’s Personal Story .................................................................................... 4 
E. To Prevent Unwanted Secrets from Being Discovered .......................................................................... 4 
F. To Prepare for an Increasingly Information-Drenched Culture .......................................................... 5 

IV. USER AGREEMENTS ........................................................................................................................ 5 
A. Terms of Service ....................................................................................................................................... 5 
B. Ownership ................................................................................................................................................. 6 

V. FEDERAL LAW .................................................................................................................................... 6 
A. Stored Communications Act .................................................................................................................... 6 
B. Computer Fraud and Abuse Act ............................................................................................................. 7 
C. Interface With User Agreements ............................................................................................................. 7 

VI. PLANNING SUGGESTIONS ............................................................................................................. 7 
A. Specify Disposition According to Provider’s Instructions .................................................................... 7 
B. Back-Up to Tangible Media ..................................................................................................................... 8 
C. Prepare Comprehensive Inventory of Digital Estate ............................................................................. 8 
D. Provide Immediate Access to Digital Assets ........................................................................................... 9 
E. Authorize Agent to Access Digital Assets ............................................................................................... 9 
F. Place Digital Assets in a Trust ................................................................................................................. 9 
G. Place Digital Asset Information in a Will ............................................................................................... 9 
H. Use Online Afterlife Company .............................................................................................................. 10 

VII. OBSTACLES TO PLANNING FOR DIGITAL ASSETS ............................................................ 11 
A. Safety Concerns ...................................................................................................................................... 11 
B. Hassle ....................................................................................................................................................... 12 
C. Uncertain Reliability of Online Afterlife Management Companies ................................................... 12 
D. Overstatement of the Abilities of Online Afterlife Management Companies .................................... 12 

Planning for Digital Assests_________________________________________________________________________________________________________Chapter 7



PLANNING FOR DIGITAL ASSETS 

ii 

E. Federal Law Restrictions ....................................................................................................................... 12 

VIII. FIDUCIARY ACCESS TO DIGITAL ESTATE .......................................................................... 13 
A. Existing State Law .................................................................................................................................. 13 
B. Proposed State Legislation ..................................................................................................................... 15 
C. States Studying Digital Asset Legislation ............................................................................................. 17 
D. Uniform Fiduciary Access to Digital Assets Act .................................................................................. 17 
E. Privacy Expectation Afterlife and Choices Act .................................................................................... 19 
F. Virginia .................................................................................................................................................... 20 
G. Cases ........................................................................................................................................................ 21 

IX. FUTURE REFORM AREAS ............................................................................................................ 21 
A. Providers Gather User’s Actual Preferences ....................................................................................... 21 
B. Congress Amends Federal Law ............................................................................................................. 21 
C. States Enact UFADAA ........................................................................................................................... 21 

X. CONCLUSION ..................................................................................................................................... 21 
 

Planning for Digital Assests_________________________________________________________________________________________________________Chapter 7



 

1 

PLANNING FOR DIGITAL ASSETS 
 

I.  INTRODUCTION 
For hundreds of years, we have viewed personal 
property as falling into two major categories –
tangible (items you can see or hold) and 
intangible (items that lack physicality). Recently, 
a new subdivision of personal property has 
emerged that many label as “digital assets.” 
There is no real consensus about the property 
category in which digital assets belong. Some 
experts say they are intellectual property, some 
say they are intangible property, and others say 
they can easily be transformed from one form of 
personal property to another with the click of a 
“print” button. See Scott Zucker, Digital Assets: 
Estate Planning for Online Accounts Becoming 
Essential (Part II), The Zucker Law Firm PLLC 
(Dec. 16, 2010). In actuality, some accounts that 
we consider “assets” are simply licenses to use a 
website’s service that generally expire upon 
death. See Steven Maimes, Understand and 
Manage Digital Property, The Trust Advisor 
Blog (Nov. 20, 2009). 

Digital assets may represent a sizeable portion of 
a client’s estate. A survey conducted by McAfee, 
Inc. revealed that the average perceived value of 
digital assets for a person living in the United 
States is $54,722. McAfee Reveals Average 
Internet User Has More Than $37,000 in 
Underprotected ‘Digital Assets’, McAfee.com, 
(Sept. 27, 2011) (the $37,000 figure is the global 
average). 

While estate planners have perfected techniques 
used to transfer types of property that have been 
around for a long time, most estate planners have 
not figured out how to address the disposition of 
digital assets. It is important to understand digital 
assets and to incorporate the disposition of them 
into clients’ estate plans. 

This article aims to educate estate planning 
professionals on the importance of planning for 
the disposition of digital assets, provides those 
planning techniques, and discusses how to 
administer an estate containing digital assets. The 
appendix contains a sample form that your clients 
may use to organize their digital assets. 

II.  TYPES OF DIGITAL ASSETS 
The term “digital asset” does not have a well-
established definition as the pace of technology is 
faster than the law can adapt. One of the best 
definitions is found in a proposed Oregon statute: 

"Digital assets” means text, images, 
multimedia information, or personal 
property stored in a digital format, whether 
stored on a server, computer, or other 
electronic device which currently exists or 
may exist as technology develops, and 
regardless of the ownership of the physical 
device upon which the digital asset is 
stored. Digital assets include, without 
limitation, any words, characters, codes, or 
contractual rights necessary to access the 
digital assets. 

Digital Assets Legislative Proposal, OREGON 
STATE BAR (May 9, 2012). 

Digital assets can be classified in numerous 
different ways, and the types of property and 
accounts are constantly changing. (A decade ago, 
who could have imagined the ubiquity of 
Facebook? Who can imagine what will replace it 
in the next few decades?) People may accumulate 
different categories of digital assets: personal, 
social media, financial, and business. The 
individual may also have a license or property 
ownership interest in the asset. See Laura Hoexter 
and Alexandra Gerson, Who Inherits My 
Facebook? Estate Planning for Digital Assets 
(June 25, 2012). Although there is some overlap, 
of course, clients may need to make different plans 
for each. 

A.  Personal 

The first category includes personal assets stored 
on a computer or smart phone, or uploaded onto a 
web site such as Flickr or Shutterfly. These can 
include treasured photographs or videos, e-mails, 
or even playlists. Photo albums can be stored on 
an individual’s hard drive or created through an 
on-line system. (They also can be created through 
social media, as discussed below.) People can 
store medical records and tax documents for 
themselves or family members. The list of what a 
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client’s computers can hold is, almost literally, 
infinite. Each of these assets requires different 
means of access—simply logging onto 
someone’s computer generally requires a 
password, perhaps a different password for 
operating system access, and then each of the 
different files on the computer may require its 
own password. 

B.  Social Media 

Social media assets involve interactions with other 
people on websites Facebook, MySpace, 
LinkedIn, and Twitter, as well as e-mail accounts. 
These sites are used not only for messaging and 
social interaction, but they also can serve as 
storage for photos, videos, and other electronic 
files. 

C.  Financial Accounts 

Though some bank and investment accounts have 
no connection to brick-and-mortar buildings, 
most retain some connection to a physical space. 
They are, however, increasingly designed to be 
accessed via the Internet with few paper records 
or monthly statements. For example, an 
individual can maintain an Amazon.com account, 
be registered with PayPal, Bitcoin, or other 
financial sites, have an e-Bay account, and 
subscribe to magazines and other media 
providers. Many people make extensive 
arrangements to pay bills online such as income 
taxes, mortgages, car loans, credit cards, water, 
gas, telephone, cell phone, cable, and trash 
disposal. 

D.  Business Accounts 

An individual engaged in any type of commercial 
practice is likely to store some information on 
computers. Businesses collect data such as 
customer orders and preferences, home and 
shipping addresses, credit card data, bank 
account numbers, and even personal information 
such as birthdates and the names of family 
members and friends. Physicians store patient 
information. eBay sellers have an established 
presence and reputation. Lawyers might store 
client files or use a Dropbox.com-type service 
that allows a legal team spread across the United 
States to access litigation documents through 
shared folders. 

E.  Domain Names or Blogs 

A domain name or blog can be valuable, yet access 
and renewal may only be possible through a 
password or e-mail. 

F.  Loyalty Program Benefits 

In today’s highly competitive business 
environment, there are numerous options for 
customers to make the most of their travel and 
spending habits, especially if they are loyal to 
particular providers. Airlines have created 
programs in which frequent flyers accumulate 
“miles” or “points” they may use towards free or 
discounted trips. Some credit card companies 
offer users an opportunity to earn “cash back” on 
their purchases or accumulate “points” which the 
cardholder may then use for discounted 
merchandise, travel, or services. Retail stores 
often allow shoppers to accumulate benefits 
including discounts and credit vouchers. Some 
members of these programs accumulate a 
staggering amount of points or miles and then die 
without having “spent” them. For example, there 
are reports that “members of frequent-flyer 
programs are holding at least 3.5 trillion in 
unused miles.” Managing Your Frequent-Flyer 
Miles (last visited Oct. 21, 2012). See also Becky 
Yerak, Online Accounts After Death: Remember 
Digital Property When Listing Assets, CHICAGO 
TRIB., Aug. 26, 2012. 

The rules of the loyalty program to which the 
client belongs plays the key role in determining 
whether the accrued points may be transferred. 
Many customer loyalty programs do not allow 
transfer of accrued points upon death, but as long 
as the beneficiary knows the online login 
information of the member, it may be possible 
for the remaining benefits to be transferred or 
redeemed. However, some loyalty programs may 
view this redemption method as fraudulent or 
require that certain paperwork be filed before 
authorizing the redemption of remaining benefits. 

G.  Other Digital Assets 

Your client may own or control virtually endless 
other types of digital assets. For example, your 
client may own valuable “money,” avatars, or 
virtual property in online games such as World of 
Warcraft or Second Life. 
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III.  IMPORTANCE OF 
PLANNING FOR DIGITAL 
ASSETS 

A.  To Make Things Easier on Executors and 
Family Members 

When individuals are prudent about their online 
life, they have many different usernames and 
passwords for their accounts. This is the only 
way to secure identities but this devotion to 
protecting sensitive personal information can 
wreak havoc on families upon incapacity or 
death. See Andrea Coombes, You Need an Online 
Estate Plan, WALL ST. J. July 19, 2009. Consider 
A&E’s Hoarders, a reality-based television show 
that reveals the lives of people who cannot part 
with their belongings and have houses full of 
floor-to-ceiling stacks of “junk” as a result. 
While most of us find this disgusting, are we not 
also committing the same offense online when 
we create multiple e-mail accounts, social 
networking accounts, websites, Twitter accounts, 
eBay accounts, online bill-paying arrangements, 
and more? Sorting through a deceased’s online 
life for the important things can be just as 
daunting as cleaning out the house of a hoarder. 

To make matters worse, the rights of executors, 
agents, guardians, and beneficiaries with regard 
to digital assets are unclear as discussed later in 
this article. Thus, family members may have to 
go to court for legal authority to gain access to 
these accounts. Even after gaining legal 
authority, the company running the online 
account still may not acquiesce to a family 
member’s authority without a battle. 

This process is complicated further if someone is 
incapacitated rather than deceased because that 
person will continue to have expenses that a 
deceased person would not have. Without 
passwords, a power of attorney alone may not be 
enough for the agent to pay these expenses. If no 
power of attorney is in place, a guardian may 
have to be appointed to access these accounts, 
and some companies will still require a specific 
court order on top of that before they release 
account information. 

B.  To Prevent Identity Theft 

In addition to needing access to online accounts 
for personal reasons and closing probate, family 
members need this information quickly so that a 
deceased’s identity is not stolen. Until authorities 
update their databases regarding a new death, 
criminals can open credit cards, apply for jobs 
under a dead person’s name, and get state 
identification cards. There are methods of 
protecting a deceased’s identity, but they all 
involve having access to the deceased’s online 
accounts. See Aleksandra Todorova, Dead 
Ringers: Grave Robbers Turn to ID Theft, WALL 
ST. J., Aug 4, 2009.  

C.  To Prevent Financial Losses to the Estate 

1.  Bill Payment 

Electronic bills for utilities, loans, insurance, and 
other expenses need to be discovered quickly and 
paid to prevent cancellations. This concern is 
augmented further if the deceased or 
incapacitated ran an online business and is the 
only person with access to incoming orders, the 
servers, corporate bank accounts, and employee 
payroll accounts. See Tamara Schweitzer, 
Passing on Your Digital Data, INC., Mar. 1, 
2010. Bids for items advertised on eBay may go 
unanswered and lost forever. 

2.  Domain Names 

The decedent may have registered one or more 
domain names that have commercial value. If 
registration of these domain names is not kept 
current, they can easily be lost to someone 
waiting to snag the name upon a lapsed 
registration. 

Here is list of some of the most expensive 
domain names that have been sold in recent 
years: 

1. VacationRentals.com for $35 million 
2. Insure.com: 2009 for $16 million 
3. Sex.com: 2010 for $14 million 
4. Fund.com: 2008 for £9.99 million 
5. Porn.com: 2007 for $9.5 million 
6. Fb.com: 2010 for $8.5 million 
7. Business.com: 1999 for $7.5 million 
8. Diamond.com: 2006 for $7.5 million 
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9. Beer.com: 2004 for $7 million 
10. Israel.com: 2008 for $5.88 million 
11. Casino.com: 2003 for $5.5 million 
12. Slots.com: 2010 for $5.5 million 
13. Toys.com: 2009 for $5.1 million 
14. Asseenontv.com: 2000 for $5.1 million 
15. iCloud.com: 2011 for $4.5 million 
16. GiftCard.com: 2012 for $4 million 
17. AltaVista.com: 1998 for $3.3 million 
18. Candy.com: 2009 for $3.0 million 
19. Loans.com: 2000 for $3.0 million 
20. Gambling.com: 2011 for $2.5 million 

List of most expensive domain names, Wikipedia 
(updated Aug. 16, 2013). 

3.  Encrypted Files 

Some digital assets of value may be lost if they 
cannot be decrypted. Consider the case of 
Leonard Bernstein who died in 1990 leaving the 
manuscript for his memoir entitled Blue Ink on 
his computer in a password-protected file. To this 
day, no one has been able to break the password 
and access what may be a very interesting and 
valuable document. See Helen W. Gunnarsson, 
Plan for Administering Your Digital Estate, 99 
ILL. B.J. 71 (2011). 

4.  Virtual Property 

The decedent may have accumulated valuable 
virtual property for use in on-line games. For 
example, a planet for the Entropia Universe sold 
for $6 million in 2011 and a space station for the 
same game sold for $635,000 in 2010. Andrea 
Divirgilio, Most Expensive Virtual Real Estate 
Sales, Bornrich.com (Apr. 23, 2011) (also 
discussing other high priced sales of virtual 
property); Oliver Chiang, Meet The Man Who 
Just Made a Half Million From the Sale of 
Virtual Property, Forbes.com (Nov. 13, 2010). 
There are also reports of more “reasonable” 
prices for virtual items such as a virtual sword for 
use in Age of Wulin, a video game, which was 
sold for $16,000. Katy Steinmetz, Your Digital 
Legacy: States Grapple with Protecting Our 
Data After We Die, Time Tech (Nov. 29, 2012). 

D.  To Avoid Losing the Deceased’s Personal 
Story 

Many digital assets are not inherently valuable, 
but are valuable to family members who extract 
meaning from what the deceased leaves behind. 
Historically, people kept special pictures, letters, 
and journals in shoeboxes or albums for future 
heirs. Today, this material is stored on computers 
or online and is often never printed. Personal 
blogs and Twitter feeds have replaced physical 
diaries, and e-mails have replaced letters. 
Without alerting family members that these 
assets exist, and without telling them how to get 
access to them, the story of the life of the 
deceased may be lost forever. This is not only a 
tragedy for family members, but also possibly for 
future historians who are losing pieces of history 
in the digital abyss. Rob Walker, Cyberspace 
When You’re Dead, N.Y. TIMES, Jan. 5, 2011. 

For more active online lives, this concern may 
also involve preventing spam from infiltrating a 
loved one’s website or blog site. Comments from 
friends and family are normally welcomed, but it 
is jarring to discover the comment thread 
gradually infiltrated with links for “cheap Ugg 
boots.” Id. “It’s like finding a flier for a dry 
cleaner stuck among flowers on a grave, except 
that it is much harder to remove.” Id. In the 
alternative, family members may decide to delete 
the deceased’s website against the deceased’s 
wishes simply because those wishes were not 
expressed to the family. 

E.  To Prevent Unwanted Secrets from Being 
Discovered 

Sometimes people do not want their loved ones 
discovering private emails, documents, or other 
electronic material. They may contain hurtful 
secrets, non politically correct jokes and stories, 
or personal rantings. The decedent may have a 
collection of adult recreational material (porn) 
which he or she would not want others to know 
had been accumulated. A professional such as an 
attorney or physician may have files containing 
confidential client information. Without 
designating appropriate people to take care of 
electronically stored materials, the wrong person 
may come across this type of information and use 
it in an inappropriate or embarrassing manner. 
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F.  To Prepare for an Increasingly 
Information-Drenched Culture 

Although the principal concern today appears to 
be the disposition of social media and e-mail 
contents, the importance of planning for digital 
assets will increase each day. Online information 
will continue to spread out across a growing 
array of flash drives, iPhones, and iPads, and it 
will be more difficult to locate and accumulate. 
As people invest more information about their 
activities, health, and collective experiences into 
digital media, the legacies of digital lives grow 
increasingly important. If a foundation for 
planning for these assets isn’t set today, we may 
re-learn the lesson the Rosetta Stone once taught 
us: “there is no present tense that can long 
survive the fall and rise of languages and modes 
of recordkeeping.” Ken Strutin, What Happens to 
Your Digital Life When You Die?, N.Y. L.J., Jan. 
27, 2011 (For fifteen centuries, the meaning of 
the hieroglyphs on the Rosetta Stone detailing the 
accomplishments of Ptolemy V were lost when 
society neglected to safeguard the path to 
deciphering the writings. A Napoleonic soldier 
eventually discovered the triptych, enabling 
society to recover its writings.). 

IV.  USER AGREEMENTS 

A.  Terms of Service 

When an individual signs up for a new online 
account or service, the process typically requires 
an agreement to the provider’s terms of service. 
Service providers may have policies on what will 
happen on the death of an account holder but 
individuals rarely read the terms of service 
carefully, if at all. Nonetheless, the user is at least 
theoretically made aware of these policies before 
being able to access any service. Anyone who has 
signed up for an online service has probably clicked 
on a box next to an “I agree” statement near the 
bottom of a web page or pop-up window signifying 
consent to the provider’s terms of use. The terms of 
these “clickwrap” agreements are typically upheld 
by the courts. 

For example, Google’s terms of service do not 
include an explicit discussion of what happens 
when the account holder dies. The terms state that 
the individual agrees not to “assign (or grant a sub-

license of) your rights to use the Software, grant a 
security interest in or over your rights to use the 
Software, or otherwise transfer any part of your 
rights to use the Software,” although copyright 
remains in the user. Google Terms of Service, 
GOOGLE APPS, #7 (last visited Sept. 4, 2013). In 
a somewhat comical provision that seems to 
envision Google’s concern of a user coming back 
as a vampire or zombie, the terms provide that 
“upon receipt of a certificate or other legal 
document confirming your death, Google will 
close your account and you will no longer be able 
to retrieve content contained in that account.” 

Google’s e-mail service, Gmail, on the other hand, 
does have its own policy, explained in its help 
section, for “Accessing a Deceased Person’s Mail.” 
Here are some of the key provisions of the policy: 

If you need access to the Gmail account 
content of an individual who has passed 
away, in rare cases we may be able to 
provide the contents of the Gmail account to 
an authorized representative of the deceased 
person. 

At Google, we’re keenly aware of the trust 
users place in us, and we take our 
responsibility to protect the privacy of 
people who use Google services very 
seriously. Any decision to provide the 
contents of a deceased person's email will be 
made only after a careful review. 

Before you begin, please understand that 
Google may be unable to provide the Gmail 
account content, and sending a request or 
filing the required documentation does not 
guarantee that we will be able to assist you. 
The application to obtain email content is a 
lengthy process with multiple waiting 
periods. If you are the authorized 
representative of a deceased person and wish 
to proceed with an application to obtain the 
contents of a deceased person's Gmail 
account, please carefully review the 
following information regarding our two 
stage process. 

Accessing a Deceased Person’s Mail, GMAIL 
HELP, (last visited Sept. 4, 2013). 

At the end of its terms of service, Yahoo! 
explicitly states that an account cannot be 

Planning for Digital Assests_________________________________________________________________________________________________________Chapter 7

http://www.law.com/corporatecounsel/PubArticleCC.jsp?id=1202479380979&What_Happens_to_Your_Digital_Life_When_You_Die&slreturn=20120914132220
http://www.law.com/corporatecounsel/PubArticleCC.jsp?id=1202479380979&What_Happens_to_Your_Digital_Life_When_You_Die&slreturn=20120914132220
http://www.google.com/apps/intl/en/terms/user_terms.html
http://support.google.com/mail/bin/answer.py?hl=en&answer=14300


PLANNING FOR DIGITAL ASSETS 

6 

transferred: “You agree that your Yahoo! account 
is non-transferable and any rights to your Yahoo! 
ID or contents within your account terminate upon 
your death. Upon receipt of a copy of a death 
certificate, your account may be terminated and all 
contents therein permanently deleted..” Yahoo! 
Terms of Service, Yahoo! (last visited Sept. 4, 
2013). 

Facebook, the world’s most popular online social 
network, recognized a need to allow a deceased 
person’s wall to provide a source of comfort in 2009. 
See Jess Moore, Facebook Memorials a Part of 
Campus Life, USA TODAY (Mar. 22, 2011); 
Matthew Moore, Facebook Introduces 
‘Memorial’ Pages to Prevent Alerts About Dead 
Members, THE TELEGRAPH (Oct. 27, 2009; 
Facebook, Inc., The New York Times (Oct. 5, 
2012). It permits someone to “Report a Deceased 
Person’s Profile.” How Do I Report a Deceased 
User or an Account That Needs to be 
Memorialized or Deleted?, Facebook Help 
Center?, Memorialization Request (last visited 
Sept. 4, 2013). When Facebook receives proof of 
death through an obituary or a news article, the 
page can be “memorialized,” so that only 
confirmed friends will continue to have access. 
Because the “wall” remains, friends can still post 
on the memorialized page. (Facebook “walls” are 
an interactive feature of a user’s “profile” page 
which reflect the user’s recent Facebook activity. 
Depending on user privacy settings, the wall 
enables a view of recent status updates, changes 
to the user’s profile information, photos posted 
by or of the user, sharing links and other Internet 
content, and interactive comments regarding all 
such content between the user and his or her 
Facebook “friends.” See John Miller, Is MySpace 
Really My Space?: Examining the 
Discoverability of the Content of Social Media 
Accounts, 30 No. 2 Trial Advoc. Q. 28, 29 
(2011).). 

B.  Ownership 

A problem may also arise if the client does not 
actually own the digital asset but merely has a 
license to use that asset while alive. It is unlikely 
a person can transfer to heirs or beneficiaries 
music, movies, and books they have purchased in 
electronic form although they may transfer “old 
school” physical records (vinyl), CDs, DVDs, 

books, etc. without difficulty. It has been 
reported that actor Bruce Willis wants to leave 
his large iTunes music collection to his children 
but that Apple’s user agreement prohibits him 
from doing so. See Brandon Griggs, Can Bruce 
Willis Leave His iTunes Music to His Kids?, 
CNN.com (Sept. 4, 2012). See also Roger Yu, 
Digital Inheritance Laws Remain Murky, USA 
TODAY, Sept. 19, 2012; See Aileen Entwistle, 
Safeguarding Your Online Legacy After You’ve 
Gone, Scotsman. Com, March 30, 2013 (iTunes 
and Kindle books are only lifetime licenses). 

V.  FEDERAL LAW 
Federal law regulates the unauthorized access to 
digital assets and addresses the privacy of online 
communication. See Deven R. Desai, Property, 
Persona, and Preservation, 81 TEMP. L. REV. 67 
(2008); Molly Wilkens, Privacy and Security 
During Life, Access After Death: Are They 
Mutually Exclusive?, 62 HASTINGS L.J. 1037 
(2011); Orin S. Kerr, A User’s Guide to the 
Stored Communications Act, and a Legislator’s 
Guide to Amending It, 72 GEO. WASH. L. REV. 
1208 (2004); Allan D. Hankins, Note, 
Compelling Disclosure of Facebook Content 
Under the Stored Communications Act, 17 
SUFFOLK J. TRIAL & APP. ADVOC. 295 (2012). 

While the statutes themselves do not directly 
address issues involving fiduciary’s access to 
digital assets and accounts, they can create 
constraints for individuals attempting to plan for 
their digital assets and their fiduciaries. 

A.  Stored Communications Act 

The Stored Communications Act, 18 USC 
§ 2701(a), makes it a crime for a person to 
“intentionally access[] without authorization a 
facility through which an electronic 
communication service is provided.” It also 
criminalizes the intentional exceeding of access 
to the facility. The Act, however, does not 
apply to conduct which is authorized by the 
user. 

Section 2702 prohibits an electronic commun-
ication service or a remote computing service 
from knowingly divulging the contents of a 
communication that is stored by or carried or 
maintained on that service, unless disclosure is 
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made “with the lawful consent of the originator 
or an addressee or intended recipient of such 
communication, or the subscriber in the case of 
remote computing service.” 

B.  Computer Fraud and Abuse Act 

The Computer Fraud and Abuse Act, 18 U.S.C. 
§ 1030 also prohibits the unauthorized access to 
computers. 

C.  Interface With User Agreements 

Problems may arise if the terms of service 
prohibit a user from granting others access to 
the account. If a user reveals his or her user 
name and password and another person uses 
that information to access an account, it could 
be in violation of these acts as being without 
“lawful consent.” 

One approach being taken by some states, 
which either have or are considering granting 
personal representatives the ability to access 
the accounts, is to provide by statute that such 
access is not a breach of any terms of the user 
agreement. For example, the proposed Nevada 
statute states: 

The act by a personal representative to 
take control of, conduct or continue any 
account or asset of a decedent * * * does 
not invalidate or abrogate any conditions, 
terms of service or contractual obligations 
the holder of such an account or asset has 
with the provider or administrator of the 
account, asset or Internet website. 

Nev. Senate Bill 131 (as amended Apr. 17, 
2013). 

As another example, the proposed Virginia 
statute provides: 

This section supersedes any contrary 
provision in the terms of service 
agreement, and a fiduciary shall be 
considered an authorized user who has 
the lawful consent of the person or estate 
to whom he owes a fiduciary duty for 
purposes of accessing or possessing such 
person's or estate's digital accounts and 
digital assets. 

Virginia S.B. 914, 2013 Session. 

Many issues may arise, however, with this type 
of provision. 

• Do such statutory provisions interfere with 
freedom of contract and/or already 
established contract rights? 

• Will contrary provisions in the terms of 
service agreement be deemed unenforce-
able as against public policy? 

• How will choice of law provisions in the 
user agreements which indicate that the 
agreement is governed by the law of some 
other state or country be handled? 

• Are statutes which attempt to circumvent 
the federal statutes unconstitutional? 

VI.  PLANNING SUGGESTIONS 
Legal uncertainty reinforces the importance of 
planning to increase the likelihood that an 
individual’s wishes concerning the disposition of 
digital assets will be actually carried out. Even 
individuals with digital property are not taking 
steps to plan for that property. See Becky Yerak, 
Online Accounts After Death: Remember Digital 
Property When Listing Assets, CHICAGO TRIB., 
Aug. 26, 2012. (reporting that a survey by BMO 
Retirement Institute revealed that 57% of 
respondents who believed it was very or 
somewhat important to plan for digital assets had 
not made such plans). 

Currently, many attorneys do not include such 
planning as part of their standard set of services, 
however, they should begin to do so 
immediately. See Kelly Greene, Passing Down 
Digital Assets, WALL ST. J., Aug. 31, 2012. 
Digital assets are valuable, both emotionally and 
financially, and they are pervasive. 

A.  Specify Disposition According to 
Provider’s Instructions 

Though most Internet service providers have a 
policy on what happens to the accounts of 
deceased users, these policies are not 
prominently posted and many users may not be 
aware of them. If they are part of the standard 
terms of service, they may not appear on the 
initial screens as users quickly click through 
them. 
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In April 2013, Google took an innovative first 
step by creating the Inactive Account Manager 
which users may use to control what happens to 
emails, photos, and other documents stored on 
Google sites such as +1s, Blogger, Contacts and 
Circles, Drive, Gmail, Google+ Profiles, Pages 
and Streams, Picasa Web Albums, Google Voice, 
and YouTube. The user sets a period of time after 
which the user’s account is deemed inactive. 
Once the period of time runs, Google will notify 
the individuals the user specified and, if the user 
so indicated, share data with these users. 
Alternatively, the user can request that Google 
delete all contents of the account. See About 
Inactive Account Manager, Google (last visited 
Apr. 3, 2015). 

In February 2015, Facebook began allowing its 
users to name a “legacy contact” to manage 
certain parts of their accounts after they die. 
Users may also opt to have their material 
completely deleted. See Facebook, What is a 
Legacy Contact, (last visited Apr. 3, 2015). 

B.  Back-Up to Tangible Media 

The user should consider making copies of 
materials stored on Internet sites or “inside” of 
devices on to tangible media of some type such 
as a CD, DVD, portable hard drive, or flash 
drive. The user can store these materials in a safe 
place, such as a safe deposit box, and then leave 
them directly to named beneficiaries in the user’s 
will. Of course, this plan requires constant 
updating and may remove a level of security if 
the files on these media are unencrypted. 
However, for some files such as many years of 
vacation and family photos, this technique may 
be effective. 

C.  Prepare Comprehensive Inventory of 
Digital Estate 

1.  Creation 

An initial estate planning questionnaire should 
include questions about the client’s digital assets. 
While people may think of bank accounts, stock 
accounts, real estate, and other brick-and-mortar 
items as property suitable for estate planning, 
they may not have considered their digital assets. 
Accordingly, an attorney can help. In this 
situation, individuals need to develop an 
inventory of these assets, including a list of how 

and where they are held, along with usernames, 
passwords, and answers to “secret” questions. A 
sample form is included in the Appendix to this 
article. Lawyers can then provide advice on what 
happens in the absence of planning, the default 
system of patchwork laws and patchy Internet 
service provider policies, as well as the choices 
for opting out of the default systems. 

2.  Storage 

Careful storage of the inventory document is 
essential. Giving a family member or friend this 
information while alive and well can backfire on 
your clients. For example, if a client gives his 
daughter his online banking information to pay 
his bills while he is sick, siblings may accuse her 
of misusing the funds. Further, a dishonest family 
member would be able to steal your client’s 
money undetected. 

If you decide that a separate document with 
digital asset information is the best route for your 
client, this document should be kept with your 
client’s will and durable power of attorney in a 
safe place. The document can be delivered to the 
client’s executor upon the client’s death or agent 
upon the client’s incapacity. You may consider 
encrypting this document and keeping the 
passcode in a separate location as a further 
safeguard. 

Another option is to use an online password 
storage service such as 1Password, KeePass, or 
my-iWallet. Your client would then need to pass 
along only one password to a personal 
representative or agent. See Nancy Anderson, 
You Just Locked Out Your Executor and Made 
Your Estate Planning a Monumental Hassle, 
FORBES, Oct. 18, 2012. However, this makes this 
one password extremely powerful as now just 
one “key” unlocks the door to your client’s entire 
digital world. 

Warning: Giving someone else the client’s user 
name and password may be against the terms of 
service in the contract. Accordingly, if someone 
uses your client’s access information, it may be 
deemed a state or federal crime because it 
exceeds the access to that information that is 
stated in the user agreement. 
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D.  Provide Immediate Access to Digital Assets 

Your client may be willing to provide family 
members and friends immediate access to some 
digital assets while still alive. Your client may 
store family photographs and videos on websites 
such as Shutterfly and DropShots, which permit 
multiple individuals to have access. Your client 
could create a YouTube channel. See Nancy 
Anderson, You Just Locked Out Your Executor 
and Made Your Estate Planning a Monumental 
Hassle, FORBES, Oct. 18, 2012. 

E.  Authorize Agent to Access Digital Assets 

The client may include express directions in a 
durable power of attorney authorizing the agent 
to access his or her digital accounts. However, as 
mentioned above, it is uncertain whether the 
agent can use that authority in a legal manner to 
access the information depending on the terms of 
service agreement. 

Below is a provision adapted from a clause 
suggested by Keith P. Huffman, Law Tips: Estate 
Planning for Digital Assets, Indiana Continuing 
Legal Education Forum (Dec. 4, 2012): 

Digital Assets. My agent has (i) the power 
to access, use, and control my digital 
device, including, but not limited to, 
desktops, laptops, peripherals, storage 
devices, mobile telephones, smart phones, 
and any similar device which currently 
exists or exists in the future as technology 
develops for the purpose of accessing, 
modifying, deleting, controlling or 
transferring my digital assets, and (ii) the 
power to access, modify, delete, control, 
and transfer my digital assets, including, 
but not limited to, any emails, email 
accounts, digital music, digital 
photographs, digital videos, software 
licenses, social network accounts, file 
sharing accounts, financial accounts, 
domain registrations, web hosting 
accounts, tax preparation service accounts, 
on-line stores, affiliate programs, other on 
line programs, including frequent flyer and 
other bonus programs, and similar digital 
items which currently exist or exist in the 
future as technology develops. 

F.  Place Digital Assets in a Trust 

One of the most innovative solutions for dealing 
with digital assets is to create a revocable trust to 
hold the assets. See Joseph M. Mentrek, Estate 
Planning in a Digital World, 19 Ohio Prob. L.J. 
195 (May/June 2009). A trust may be a more 
desirable place for account information than a 
will because it would not become part of the 
public record and is easier to amend than a will. 

The owner could transfer digital property into a 
trust and provide the trustee with detailed 
instructions regarding management and 
disposition. Assuming the asset is transferable, 
the digital asset could be folded into an existing 
trust. See Jessica Bozarth, Copyrights & 
Creditors: What Will Be Left of the King of Pop’s 
Legacy?, 29 CARDOZO ARTS & ENT. L.J. 85, 
104-07 (2011). An individual also could set up a 
separate trust just to hold digital property or to 
hold specified digital assets. However, creating a 
separate revocable trust for digital assets may be 
overkill for many individuals and only be 
practical for those with digital assets of 
substantial value. 

The client could register accounts in the name of 
the trust so the successor trustee would legally 
(and, one hopes, seamlessly) succeed to these 
accounts. In addition, many digital assets take the 
form of licenses that expire upon death. They 
may survive the death of the settlor if the trust 
owns these accounts and assets instead. 

When a person accumulates more digital assets, 
designating these assets as trust assets may be as 
simple as adding the word “trustee” after the 
owner’s last name. See John Conner, Digital Life 
After Death: The Issue of Planning for a 
Person’s Digital Assets After Death, 4 EST. 
PLAN. & COMM. PROP. L.J. 301 (2011). 

G.  Place Digital Asset Information in a Will 

When determining how to dispose of digital 
assets, one’s first instinct may be to put this 
information in a will. However, a will may not be 
the best place for this information for several 
reasons. Because a will becomes public record 
once admitted to probate, placing security codes 
and passwords within it is dangerous. Further, 
amending a will each time a testator changes a 
password would be cumbersome and expensive. 
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If a client actually wishes to pass on a digital 
asset rather than the information of how to deal 
with the asset, a will may not be the proper 
transfer mechanism. 

A will, however, is useful for limited purposes. 
For example, your client could specify 
beneficiaries of specific digital assets especially 
if those assets are of significant monetary value. 
A testator may also reference a separate 
document such as the inventory discussed above 
that contains detailed account information which 
would provide the executor with invaluable 
information. 

If the ownership of the digital asset upon death is 
governed by the user agreement, the asset may 
actually be of the non-probate variety. Thus, like 
a multiple-party bank account or life insurance 
policy, the digital asset may pass outside of the 
probate process. 

Because only a few states have statutes 
authorizing a personal representative to gain 
access to digital assets, it may be prudent to 
include a provision granting such authority in 
wills. The following provision is suggested by 
James Lamm. See Michael Froomkin, Estate 
Planning for Your Digital Afterlife, Discourse.net 
(Feb. 18, 2013). 

The personal representative may exercise 
all powers that an absolute owner would 
have and any other powers appropriate to 
achieve the proper investment, manage-
ment, and distribution of: (1) any kind of 
computing device of mine; (2) any kind of 
data storage device or medium of mine; (3) 
any electronically stored information of 
mine; (4) any user account of mine; and 
(5) any domain name of mine. The 
personal representative may obtain copies 
of any electronically stored information of 
mine from any person or entity that 
possesses, custodies, or controls that 
information. I hereby authorize any person 
or entity that possesses, custodies, or 
controls any electronically stored 
information of mine or that provides to me 
an electronic communication service or 
remote computing service, whether public 
or private, to divulge to the personal 
representative: (1) any electronically 

stored information of mine; (2) the con-
tents of any communication that is in 
electronic storage by that service or that is 
carried or maintained on that service; (3) 
any record or other information pertaining 
to me with respect to that service. This 
authorization is to be construed to be my 
lawful consent under the Electronic 
Communications Privacy Act of 1986, as 
amended; the Computer Fraud and Abuse 
Act of 1986, as amended; and any other 
applicable federal or state data privacy law 
or criminal law. The personal represent-
ative may employ any consultants or 
agents to advise or assist the personal 
representative in decrypting any encrypted 
electronically stored information of mine 
or in bypassing, resetting, or recovering 
any password or other kind of authenti-
cation or authorization, and I hereby 
authorize the personal representative to 
take any of these actions to access: (1) any 
kind of computing device of mine; (2) any 
kind of data storage device or medium of 
mine; (3) any electronically stored inform-
ation of mine; and (4) any user account of 
mine. The terms used in this paragraph are 
to be construed as broadly as possible, and 
the term “user account” includes without 
limitation an established relationship 
between a user and a computing device or 
between a user and a provider of Internet 
or other network access, electronic 
communication services, or remote 
computing services, whether public or 
private. 

H.  Use Online Afterlife Company 

Recently, entrepreneurs recognizing the need for 
digital estate planning have created companies 
that offer services to assist in planning for digital 
assets. These companies offer a variety of 
services to assist clients in storing information 
about digital assets as well as notes and emails 
that clients wish to send post-mortem. As an 
estate planning attorney, you may find this 
additional service to be valuable and recommend 
one to your clients. 

A non-exclusive list of the different companies 
and the services they offer is set forth below in 
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alphabetical order. The author is not 
recommending any of these companies and no 
endorsement should be implied because of a 
company’s inclusion or exclusion from this list. 
You must use due diligence in investigating and 
selecting a digital afterlife company. For 
example, in the two years I have been 
maintaining this list, about one-third of the 
companies have gone out of business or merged 
with another similar firm. 

Name Services Offered 
AfterSteps Provides users with a step-by-step 

guide in planning their estate, 
financial, funeral, and legacy 
plans, which will be transferred to 
the users’ designated beneficiares 
upon passing. 

AssetLock Enables users to upload 
documents, final letters, final 
wishes, instructions, important 
locations, and secret information to 
an online safe deposit box. Once 
the user dies and a minimum 
number of recipients confirm the 
user’s death, AssetLock will 
release pre-designated information 
to the pre-designated recipients. 

Cirrus 
Legacy 

Enables users to keep track of their 
email accounts, online banking, 
PayPal, ebay, Amazon, and web 
hosting, and how these will be 
passed on. 

Dead Man’s 
Switch 

Enables users to write emails and 
designate recipients. Once user 
fails to respond to three emails, 
Dead Man’s Switch releases the 
emails to the recipients. 

DeadSocial Sends messages after death via 
Facebook and Twitter. 

Deathswitch Enables users to write emails and 
designate recipients. 

Estate Map Moves an estate planning 
attorney’s intake and enables 
clients to securely store and pass 
on importante estate information. 

Estate++ Enables users to upload important 
legal documents, photographs, 
notes, and instructions to a virtual 
safe deposit box. 

E-Z-Safe Enables users to securely store, 
update, retrieve, and pass their 
growing digital assets. 

If I Die Enables users to write notes that 
will be sent to pre-designated 
recipients at death. 

Name Services Offered 
Legacy 
Locker 

Enables users to save all online 
account information in a digital 
safe deposit box and assign 
beneficiaries for each account. 

LivesOn Allows a person to “continue” 
tweeting after death and to name a 
person with authority to continue 
the account. 

My 
Wonderful 
Life 

Enables users to leave letters, 
instructions, information, and 
photographs for pre-designated 
recipients. 

Parting 
Wishes 

Enables users to draft online estate 
planning documents, design online 
memorials, create web pages about 
their lives, prepare final messages, 
document funeral wishes, and 
designate Keyholders to distribute 
this information. 

Secured Safe 
[formerly 
DataInherit, 
Entrustet,and 
others] 

Provides users with online storage 
for passwords and digital 
documents. 

SlightlyMorbid Enables users to leave behind 
emails, instructions, and personal 
online contacts. 

Vital Lock Posthumously delivers text, videos, 
images, audio recordings, and links 
to pre-designated recipients. 

VII.  OBSTACLES TO PLANNING 
FOR DIGITAL ASSETS 

Including digital assets in estate plans is a new 
phenomenon. Many of the kinks have not yet 
been straightened out. Some of the problem areas 
include safety issues involved with passwords, 
the hassle of updating this information, the 
uncertainty surrounding online afterlife 
management companies, and the fact that some 
online afterlife management companies overstate 
their abilities. 

A.  Safety Concerns 

Clients may be hesitant to place all of their 
usernames, passwords, and other information in 
one place. We have all been warned, “Never 
write down your passwords.” This document 
could fall into the hands of the wrong person, 
leaving your client exposed. One option to 
safeguard against this is to have your clients 
create two documents; one with usernames and 
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one with passwords. The documents can be 
stored in different locations or given to different 
individuals. With an online afterlife management 
company or an online password vault, clients 
may worry that the security system could be 
breached, leaving them completely exposed. See 
Deborah L. Jacobs, Six Ways to Store Securely 
the Keys to Your Online Financial Life, FORBES, 
Feb. 15, 2011. The same concern is present if 
your client chooses to place all this information 
in one document. 

B.  Hassle 

Planning for digital assets is an unwanted burden. 
Digital asset information is constantly changing 
and may be stored on a variety of devices (e.g., 
desktop computers, laptop computers, smart 
phones, cameras, iPads, CDs, DVDs, and 
flashdrives). A client may routinely open new 
email accounts, new social networking or gaming 
accounts, or change passwords. Documents with 
this information must be revised and accounts at 
online afterlife management companies must be 
frequently updated. For clients who wish to keep 
this information in a document, advise them to 
update the document quarterly and save it to a 
USB flash drive or in the cloud, making sure that 
a family member, friend, or attorney knows 
where to locate it. See Tamara Schweitzer, 
Passing on Your Digital Data, INC., Mar. 1, 
2010. 

C.  Uncertain Reliability of Online Afterlife 
Management Companies 

Afterlife management companies come and go; 
their life is dependent upon the whims and 
attention spans of their creators and creditors. 
Lack of sustained existence of all of these 
companies make it hard, if not impossible, to 
determine whether this market will remain 
viable. Clients may not want to spend money to 
save digital asset information when they are 
unsure about the reliability of the companies. See 
id. 

D.  Overstatement of the Abilities of Online 
Afterlife Management Companies 

Some of these companies claim they can 
distribute digital assets to beneficiaries upon your 
client’s death. Explain to your clients that these 

companies cannot do this legally, and that they 
need a will to transfer assets, no matter what 
kind. Using these companies to store information 
to make the probate process easier is fine but 
they cannot be used to avoid probate altogether. 
David Shulman, an estate planner in Florida, 
stated that he “would relish the opportunity to 
represent the surviving spouse of a decedent 
whose eBay business was ‘given away’ by 
Legacy Locker to an online friend in Timbuktu.” 
David Shulman, Estate Planning for Your Digital 
Life, or, Why Legacy Locker Is a Big Fat Lawsuit 
Waiting to Happen, SOUTH FLORIDA ESTATE 
PLANNING LAW (Mar. 21, 2009). 

E.  Federal Law Restrictions 

There are at least two unresolved issues raised by 
Federal law. The first is whether the fiduciary is 
“authorized” to access the digital property 
pursuant to the statutes prohibiting unauthorized 
access to computers and computer data. See Jim 
Lamm, Facebook Blocks Demand for Contents of 
Deceased User’s Account, Oct. 11, 2012, 
(discussing In re Request for Order Requiring 
Facebook, Inc. to Produce Documents and 
Things, the Daftary case, in which the court held 
that the Stored Communications Act’s privacy 
rights protect Facebook contents and that 
Facebook cannot be compelled to turn over the 
contents). 

A second issue is whether the fiduciary can 
request that the provider disclose records. In that 
situation, the fiduciary does not go online but 
rather asks the provider for the records. The 
critical question here is determining that the 
fiduciary becomes the subscriber for purposes of 
permitting access under one of the exceptions to 
the Stored Communications Act. While state law 
can clarify that the fiduciary is an authorized 
user, this is an issue of federal law. 

The problem of fiduciary access possibly being 
in violation of the law is also an issue in other 
nations such as the United Kingdom where using 
a deceased’s username and password could result 
in the person who gains access violating the 
Computer Misuse Act of 1990. See Aileen 
Entwistle, Safeguarding Your Online Legacy 
After You’ve Gone, Scotsman. Com, March 30, 
2013. 
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VIII.  FIDUCIARY ACCESS TO 
DIGITAL ESTATE 

The rights of executors, administrators, agents, 
and guardians with regard to digital assets are 
muddy. Their rights in the digital world can be 
analogized to their rights in the brick-and-mortar 
world, for which there are well-established 
probate laws governing access, as well as 
established procedures designed to safeguard the 
power of attorney process. See, e.g., UNIFORM 
POWER OF ATTORNEY ACT (2008); Kathryn T. 
McCarty & Mark R. Singler, Practical Estate 
Planning for the Elder Client, 24-Mar CBA Rec. 
30, 31-32 (2010). However, the practical 
extension of these laws to digital assets is just 
beginning to be tested. 

The Uniform Law Commission has established a 
Drafting Committee on Fiduciary Access to 
Digital Information. “The Committee will draft a 
free-standing act and/or amendments to ULC 
acts, such as the Uniform Probate Code, the 
Uniform Trust Code, the Uniform Guardianship 
and Protective Proceedings Act, and the Uniform 
Power of Attorney Act, that will vest fiduciaries 
with at least the authority to manage and 
distribute digital assets, copy or delete digital 
assets, and access digital assets.” New ULC 
Drafting Committees and Study Committees, 
Uniform Law Commission (Aug. 15, 2012). 

In advance of that proposal, states have begun to 
consider and enact their own laws. Since 2000, a 
small number of states have passed legislation 
relating to the power of executors and 
administrators to have access to and control of 
the decedent’s digital assets. Other states are 
considering legislation. These statutes vary in 
form and substance, and their power and impact 
remains unclear due to the limited judicial 
interpretation that has occurred to date. None of 
the laws, however, cover the rights of other 
fiduciaries (e.g., successor trustees or agents 
acting pursuant to a power of attorney).  

A.  Existing State Law 

Existing legislation takes a variety of forms, and 
can be divided into different “generations.” Each 
generation is a group of statutes covering similar 
(or identical) types of digital assets, often under 
an analogous access structure. The first 

generation, comprising California, Connecticut, 
and Rhode Island, only cover e-mail accounts. 
Perhaps recognizing the shortcomings of such a 
limited definition, Indiana’s second-generation 
statute, enacted in 2007, is more open-ended, 
covering records “stored electronically.” The 
third generation statutes, enacted since 2010 in 
Oklahoma, Idaho, Nevada, and Louisiana 
explicitly expand the definition of digital assets 
to include social media and microblogging (e.g., 
Twitter). States that enact either the Uniform 
Fiduciary Access to Digital Assets Act 
(UFADAA) or the Privacy Expectation Afterlife 
and Choices Act (PEAC) comprise the fourth 
generation. As of this writing, Delaware is the 
only state to enact a statute “close enough” to 
UFADAA so that NCCUSL considers the 
legislation to be a UFADAA adoption and 
Virginia is the only state to enact PEAC. Note 
that these generations are not necessarily distinct 
in time as legislation of each generational type 
has recently been proposed in various states. See 
generally Jason Mazzone, Facebook’s Afterlife, 
90 N. CAR. L. REV. 1643 (2012). 

1.  First Generation 

The first generation statutes, enacted as early as 
2002, only cover e-mail accounts. They do not 
contain provisions enabling or permitting access 
to any other type of digital asset. 

a.  California 

The first and most primitive first generation 
statute was enacted by California in 2002. This 
statute is not specifically directed to personal 
representatives and simply provides, “Unless 
otherwise permitted by law or contract, any 
provider of electronic mail service shall provide 
each customer with notice at least 30 days before 
permanently terminating the customer’s 
electronic mail address.” CAL. .BUS. & PROF. 
CODE § 17538.35 (West 2010). Providers are 
likely to provide this notice via e-mail. See 
Jonathan J. Darrow & Gerald R. Ferrera, Who 
Owns a Decedent’s E-Mails: Inheritable Probate 
Assets or Property of the Network?, 10 N.Y.U. J. 
Legis. & Pub. Pol’y, 281, 296 (2006-2007). 
Consequently, in the case of a deceased account 
holder, the notice will be “wholly useless” unless 
the personal representative has rapid access to the 
decedent’s e-mail account and monitors it 
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regularly. Tyler G. Tarney, A Call for Legislation 
to Permit the Transfer of Digital Assets at Death, 
40 Cap. U. L. Rev. 773, 788 (2012). 

b.  Connecticut 

Connecticut was one of the first states to address 
executors’ rights to digital assets. In 2005, the 
legislature passed S.B. 262, requiring “electronic 
mail providers” to allow executors and 
administrators “access to or copies of the 
contents of the electronic mail account” of the 
deceased, upon showing of the death certificate 
and a certified copy of the certificate of 
appointment as executor or administrator, or by 
court order. S.B. 262, 2005 Leg., Reg. Sess. 
(Conn. 2005) (codified at CONN. GEN. STAT. 
ANN § 45a-334a (West 2012)). The bill 
specifically defined “electronic mail service 
providers” as “sending or receiving electronic 
mail” on behalf of end-users. Id. 

c.  Rhode Island 

In 2007, Rhode Island passed the Access to 
Decedents’ Electronic Mail Accounts Act, 
requiring “electronic mail service providers” to 
provide executors and administrators “access to 
or copies of the contents of the electronic mail 
account” of the deceased, upon showing of the 
death certificate and certificate of appointment as 
executor or administrator, or by court order. H.B. 
5647, 2007 Leg., Jan. Sess. (R.I. 2007) (codified 
at R.I. GEN. LAWS § 33-27-3 (2012)). Rhode 
Island uses a definition of “electronic mail 
service provider” similar to Connecticut’s: “an 
intermediary in sending or receiving electronic 
mail” who “provides to end-users . . . the ability 
to send or receive electronic mail.” Id. 

2.  Second Generation (Indiana) 

Perhaps in acknowledgement of changing 
technological times, one state has a second 
generation statute which uses a broad definition 
of covered digital assets. While an open-ended 
definition may allow the law to remain relevant 
as new technologies are invented and new types 
of digital assets gain prominence, its generality 
may also create confusion and uncertainty as to 
what assets will actually be covered and how best 
to engage in planning for them. 

In 2007, the Indiana legislature added a provision 
to its state code requiring custodians of records 
“stored electronically” regarding or for an 
Indiana-domiciled decedent, to release such 
records upon request to the personal decedent’s 
personal representative. IND. CODE § 29-1-13-1.1 
(2007). The personal representative must furnish 
a copy of the will and death certificate, or a court 
order. Id. After the custodian is notified of the 
decedent’s death, the custodian may not dispose 
of or destroy the electronic records for two years. 
Custodians need not release records “in violation 
of any applicable federal law” or “to which the 
deceased person would not have been permitted 
in the ordinary course of business.” Id. 

3.  Third Generation 

Third generation legislation acknowledges the 
changes to the digital asset landscape, since 
California enacted its first generation e-mail 
legislation in 2002. These third generation laws 
expressly recognize new and popular digital 
assets – social networking and microblogging. 
While these laws may better serve the current 
population than the limited first generation 
statutes, they share the same risk of becoming 
obsolete in only a few years. 

a.  Oklahoma 

In 2010, Oklahoma enacted legislation with a 
fairly broad scope, giving executors and 
administrators “the power . . . to take control of, 
conduct, continue, or terminate any accounts of a 
deceased person on any social networking 
website, any microblogging or short message 
service website or any e-mail service websites.” 
H.B. 2800, 52nd Leg., 1st Sess. (Okla. 2010) 
(codified at OKLA. STAT. tit. 58, § 269 (2012)). 

b.  Idaho 

On March 26, 2012, Idaho amended its Uniform 
Probate Code to enable personal representatives 
and conservators to “[t]ake control of, conduct, 
continue or terminate any accounts of the 
decedent on any social networking website, any 
microblogging or short message service website 
or any e-mail service website.” S.B. 1044, 61st 
Leg., Reg. Sess. (Idaho 2011). Sponsors declared 
that the purpose of the bill was to “make it clear” 
that personal representatives and conservators 
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can control the decedent’s or protected person’s 
“social media . . . such as e-mail, blogs instant 
messaging, Facebook types of accounts, and so 
forth.” Statement of Purpose, 1044–RS20153, 
Leg. 61, Reg. Sess. (Idaho 2011). 

c.  Nevada 

Effective October 1, 2013, Nevada authorizes a 
personal representative to direct the termination 
of, but not access to, e-mail, social networking, 
and similar accounts. Nev. 2013 Sess. Laws ch. 
325. 

In an attempt to avoid problems with federal law, 
the statute states: 

The act by a personal representative to 
direct the termination of any account or 
asset of a decedent * * * does not 
invalidate or abrogate any conditions, 
terms of service or contractual obligations 
the holder of such an account or asset has 
with the provider or administrator of the 
account, asset or Internet website. 

d.  Louisiana 

In 2014, Louisiana granted succession 
representatives the right to obtain access or 
possession of a decedent’s digital accounts within 
thirty days after receipt of letters. The statute 
attempts to trump contrary provisions of service 
agreements by deeming the succession 
representative to be an authorized user who has 
the decedent’s lawful consent to access and 
possess the accounts. La. Rev. Stat. § 3191. 

4.  Specialized State Legislation (Virginia) 

In 2013, Virginia enacted § 64.2-110 which 
grants the personal representative of a deceased 
minor access to the minor’s digital accounts such 
as those containing e-mail, social networking 
information, and blogs. The personal 
representative assumes the deceased minor’s 
terms of service agreement for the purposes of 
consenting to and obtaining the disclosure of the 
contents of the account. 

The reason this legislation is limited to minors is 
because its chief proponent, Ricky Rash, wants to 
obtain information from his son’s Facebook 
account which he hopes will explain why his son 

committed suicide. See Evan Carroll, Virginia 
Passes Digital Assets Law, The Digital Beyond, 
Feb. 19, 2013. 

B.  Proposed State Legislation 

This section discusses proposed state legislation, 
both pending at the time this article was revised 
and legislation that was unsuccessful. See also 
Jim Lamm, List of State Laws and Proposals 
Regarding Fiduciary Access to Digital Property 
During Incapacity or After Death, Digital 
Passing (last updated Apr. 1, 2013) (including the 
states of Colorado, Missouri, and Ohio). 

1.  Massachusetts 

The Massachusetts Senate approved a bill giving 
personal representatives and authorized family 
members “reasonable access” to a decedents 
“electronic mail account[s].” S. 2313, 187th 
General Court, Reg. Sess. (Mass. 2012); Mass. 
Senate Eyes Law Governing Access to the 
Deceased, 90.9 WBUR (June 27, 2012). The bill 
specifically demands that access be given even if 
it conflicts with a provider’s terms of service, 
unless the decedent expressly declined to have 
their e-mail account released after death. S. 2313, 
187th General Court, Reg. Sess. (Mass. 2012). 
The bill appears to have died in the 
Massachusetts House. Cite? 

2.  Maryland 

The Maryland Senate considered a very simple 
statute which permits a personal representative to 
deal with email, social networking sites, 
microblogging, and SMS services. Senate Bill 
29. The bill received an unfavorable report on 
February 18, 2013. Cite? 

3.  Michigan 

The Michigan House considered a very simple 
statute that would permit a personal 
representative to deal with email, social 
networking sites, microblogging, and SMS 
services. House Bill 5929 (Sept. 20, 2012). The 
bill appears to have gained little or no support. 
Cite? 
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4.  Nebraska 

Legislative Bill 783, introduced in 2012, 
“provides the personal representative of a 
deceased individual the power to take control of 
or terminate any accounts or message services 
that are considered digital [sic] assets,” and notes 
that “[t]he power can be limited by will or court 
order.” L.B. 783, 102nd Leg., 2nd Sess. (Neb. 
2012), Introducer’s Statement of Intent – L.B. 
783, Leg. 102, 2nd Sess. (Neb. 2012). If enacted, 
the bill would amend Nebraska’s statute to give 
personal representatives “the power . . . to take 
control of, conduct, continue, or terminate any 
account of a deceased person on any social 
networking web site, microblogging or short 
message service web site, or e-mails service 
website,” in addition to the personal 
representative’s pre-existing authority to take 
title to the estate’s real property. Id. 

The Nebraska Bar Association, sponsor of the 
bill, worked with Facebook lobbyists on the 
precise wording of the proposed bill “so it 
meshes with Facebook’s service contracts.” Paul 
Hammel, Nebraska Legislature: what happens to 
your Facebook page when you die?, OMAHA 
WORLD-HERALD (Jan. 30, 2012). Nebraska’s 
proposed bill was referred to the Judiciary 
Committee in January, 2012, before being 
indefinitely postponed. 

A substantially similar bill was introduced on 
January 10, 2013. L.B. 37, 103rd Leg., 1st Sess. 
(Neb. 2013). After hearings late in January 2013, 
no further action appears to have been taken on 
the bill. 

5.  New Hampshire 

The New Hampshire House is considering a very 
simple statute that would permit a personal 
representative to deal with email, social 
networking sites, microblogging, and SMS 
services. HB 0116 (Jan. 3, 2013). In late January 
2013, the House voted to give the sponsor of the 
bill, Peter Sullivan, time to prepare an 
amendment to establish a study of the digital 
asset issue. Norma Love, Who Controls Your 
Facebook Page After Death? N.H. Lawmakers 
Examine It, Seacoastonline (Jan. 31, 2013). Some 
House members believed that the bill was 
premature and perhaps unenforceable. Id. 
(quoting Timothy Horrigan). 

6.  New Jersey 

The 2012 New Jersey Assembly considered a 
very simple statute that would permit a personal 
representative to deal with email, social 
networking sites, microblogging, and SMS 
services. N.J. A2954 (as amended). The bill 
appears to have gained little or no support. 

7.  New York 

In February 2012, Brooklyn Assemblyman Felix 
Ortiz introduced legislation that authorizes a 
decedent’s fiduciary to take control of certain 
web accounts. New York Bill A09317 (2012) 
(amending N.Y. EST. POWERS & TR. L. § 11-
1.1(b)(23)). This third generation statute provides 
that “unless expressly prohibited by the will or 
court order, [the executor has authority] to take 
control of, conduct, continue or terminate any 
account of the decedent on any social networking 
web site, microblogging or short message service 
web site or email service web site.” The bill was 
referred to the Judiciary Committee on February 
16, 2012 and no votes have been taken as of 
October 20, 2012. See generally Melissa Holmes, 
Social Media Users Can Create "Online 
Executor" In Will, WGRZ.com, Feb. 5, 2012. 
This statute did not pass.  

In January 2013, a similar statute was introduced 
into the New York Assembly. A823-2031. After 
being referred to the Judiciary on January 9, 
2013, no action has yet been taken. 

8.  North Carolina 

North Carolina is considering a comprehensive 
bill to address a wide variety of digital asset 
issues. Senate Bill 279 (Mar. 13, 2013 revision). 
Here are some of the key features of the bill: 

• Grants personal representatives access 
to non-financial digital assets. 

• Includes the control of digital assets 
and accounts in the list of powers 
which a settlor may incorporate by 
reference into a trust instrument. 

• Adds “digital assets and accounts” to 
the list of powers a principal may grant 
an agent in the statutory short form for 
a general power of attorney. 
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• Grants the guardian of the estate of an 
incompetent individual access to the 
ward’s digital assets. 

9.  North Dakota 

The New Dakota Legislature considered a very 
simple statute that would permit a personal 
representative to deal with email, social 
networking sites, microblogging, and SMS 
services. H.B. 1455, 63rd N.D. Leg. Ass. After 
passing House, the bill failed to pass the Senate 
on April 9, 2013. 

10.  Oregon 

The Oregon Senate is currently considering a bill 
to deal with digital assets issues. Senate Bill 54, 
77th Oregon Legislative Assembly, 2013 Reg. 
Sess. As introduced, this bill: 

clarifies that a fiduciary has the legal right, 
as an authorized user, to access online 
accounts and information. In short, SB 54: 

1. Defines digital accounts and assets.  

2. Confirms a fiduciary has the right to 
access, take control of, possess, 
handle, conduct, continue, distri-
bute, dispose of or terminate digital 
assets and digital accounts.  

3. Instructs the custodian of a digital 
asset as to the process by which a 
fiduciary can access or possess 
information.  

4. Provides indemnification so that a 
custodian can provide information 
without liability. 

Testimony of Victoria Blachly, Senate Judiciary 
Committee (Feb. 11, 2013). 

11.  Pennsylvania 

The Pennsylvania General assembly considered a 
very simple statute that would permit a personal 
representative to deal with email, social 
networking sites, microblogging, and SMS 
services. H.B. 2580, Session of 2012. It was 
referred to Judiciary on August 23, 2012 and 
appears to have died there. Cite? 

12.  Virginia 

The Virginia Senate considered a bill to address 
various issues dealing with fiduciary access to 
digital assets and the interface with user 
agreements. S.B. 914, 2013 Session. Less than 
one month after its introduction, however, the bill 
was stricken at the request of Patron in Courts of 
Justice. 

C.  States Studying Digital Asset Legislation 

The Maine Legislature issued a resolution in 
March 2013 to study the issue of the inheritance 
of digital assets. The legislature directed the 
Probate and Trust Law Advisory Commission o 
“conduct a review of the legal impediments to the 
disposition of digital assets upon an individual’s 
death or incapacity and develop legislative 
recommendations based on the review.” The 
report is due no later than December 1, 2013. 
126th Me. Leg. Doc. 850, H.P. 601 (Mar. 5, 
2013). 

D.  Uniform Fiduciary Access to Digital Assets 
Act 

1.  Overview and Supporting Arguments 

The National Conference of Commissioners on 
Uniform State Laws approved the Uniform 
Fiduciary Access to Digital Assets Act 
(UFADAA) on July 29, 2014. Below is an 
excerpt from the Conference’s summary of 
UFADAA: 

UFADAA gives people the power to plan 
for the management and disposition of 
their digital assets in the same way they 
can make plans for their tangible property: 
by providing instructions in a will, trust, or 
power of attorney. If a person fails to plan, 
the same court-appointed fiduciary that 
manages the person’s tangible assets can 
manage the person’s digital assets, 
distributing those assets to heirs or 
disposing of them as appropriate. 

Some custodians of digital assets provide 
an online planning option by which 
account holders can choose to delete or 
preserve their digital assets after some 
period of inactivity. UFADAA defers to 
the account holder’s choice in such 
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circumstances, but overrides any provision 
in a click-through terms-of-service 
agreement that conflicts with the account 
holder’s express instructions. 

Under UFADAA, fiduciaries that manage 
an account holder’s digital assets have the 
same right to access those assets as the 
account holder, but only for the limited 
purpose of carrying out their fiduciary 
duties. Thus, for example, an executor may 
access a decedent’s email account in order 
to make an inventory of estate assets and 
ultimately to close the account in an 
orderly manner, but may not publish the 
decedent’s confidential communications or 
impersonate the decedent by sending email 
from the account. Moreover, a fiduciary’s 
management of digital assets may be 
limited by other law. For example, a 
fiduciary may not copy or distribute digital 
files in violation of copyright law, and may 
not access the contents of communications 
protected by federal privacy laws. 

In order to gain access to digital assets, 
UFADAA requires a fiduciary to send a 
request to the custodian, accompanied by a 
certified copy of the document granting 
fiduciary authority, such as a letter of 
appointment, court order, or certification 
of trust. Custodians of digital assets that 
receive an apparently valid request for 
access are immune from any liability for 
good faith compliance. 

UFADAA is an overlay statute designed to 
work in conjunction with a state’s existing 
laws on probate, guardianship, trusts, and 
powers of attorney. Enacting UFADAA 
will simply extend a fiduciary’s existing 
authority over a person’s tangible assets to 
include the person’s digital assets, with the 
same fiduciary duties to act for the benefit 
of the represented person or estate. It is a 
vital statute for the digital age, and should 
be enacted by every state legislature as 
soon as possible. 

As of this writing, Delaware is the only state to 
enact a statute “close enough” to UFADAA so 
that NCCUSL considers the legislation to be an 

UFADAA enactment. 50 Del Code §§ 5001-
5007. 

UFADAA was introduced but was not enacted in 
Colorado, Maryland, Mississippi, North Dakota, 
Virginia, Washington, and Wyoming. At the time 
of this writing, UFADAA is pending in the 
legislatures of Arkansas, Connecticut, Florida, 
Hawaii, Idaho. Illinois, Indiana, Kentucky, 
Minnesota, Montana, Nebraska, New Mexico, 
Oregon, Pennsylvania ,South Carolina, and Texas 

2.  Opposition 

Despite the potential benefits of UFADAA, there 
is significant opposition based on privacy and 
federal law concerns. On January 12, 2015, four 
organizations, American Civil Liberties Union, 
Center for Democracy & Technology, Electronic 
Frontier Foundation, and Consumer Action, 
issued a joint report opposing UFADAA because 
it provides default access to digital assets. They 
believe legislation “should instead incentivize 
individual users to knowingly opt in to the 
sharing of their electronic communications.” 

Below are excerpts from their joint letter 
explaining the reasons for their opposition: 

Digital assets are not analogous to 
physical records. 

The ULC model legislation is based on the 
premise that digital accounts are not 
fundamentally different than physical 
records with respect to estate law. However, 
given that online accounts are often 
accessed in private and stored in password-
protected formats, it is unlikely that 
consumers would expect anyone else to 
have the capacity to access their 
communications unless they have made a 
conscious choice to make that information 
available. Many digital assets differ 
significantly from physical estates in three 
important ways: 

• Digital accounts often store content by 
default rather than as an active choice 
by the individual. 

• In many cases there are no storage 
costs associated with saving digital 
content for the user, eliminating the 
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burden of storing tremendous volumes 
of personal data. 

• Consumer expectations are as variable 
as the huge array of digital accounts 
and cannot be governed by an 
unconditional rule. * * * 

Digital Assets Implicate the Privacy of 
Third Parties. 

The disclosure of digital communications 
data implicates the privacy not just of the 
decedent, but of all those who 
communicated with the deceased, many of 
whom will still be alive. While the ULC 
model bill is limited to providing access to 
fiduciaries of the estate — as opposed to 
heirs—in practice, a personal representative 
is likely to be a close family member, 
especially in the event of an intestate death 
(more than half of Americans die without a 
will). * * * Turning over access to 
communications content compromises the 
privacy of all those who wrote to the 
decedent throughout their lives, and gives 
access to relatives who were never meant to 
see the communications. Once a 
representative has access to (and real-time 
control of) a decedent’s accounts, there is 
no practical limitation on their ability to 
peruse every single email, IM, or text sent 
or received by the decedent. 

Conservatorships Should Not be 
Included in Digital Estates Legislation. 

One uniquely troubling aspect of UFADAA 
is its inclusion of conservators among the 
categories of personal representatives 
entitled to access an individual’s digital 
accounts. Conservatorships are designed to 
assist a protected living person with 
financial or healthcare decisions, and as 
such implicate delicate questions about 
disability rights and personal freedom. 
While a conservatorship may warrant 
access to a protected person’s specific 
financial or medical accounts—which can 
currently be accomplished by court order 
when the circumstances require—it would 
be a far more acute invasion of privacy to 
grant unfettered access to all of that 
individual’s online accounts. Even where a 

conservator is allowed to manage the 
protected person’s social decisions, a grant 
of access to—and control of—all of that 
individual’s communications on various 
online platforms (including e-mail, social 
media, and dating profiles) is completely 
unwarranted. A presumption that control of 
a person’s digital accounts is a routine 
aspect of conservatorship significantly 
impairs a disabled individual’s personal 
autonomy and liberty. * * * 

The ULC model legislation conflicts with 
the federal Electronic Communications 
Privacy Act. 

The Electronic Communications Privacy 
Act (ECPA) permits providers to 
voluntarily disclose certain non-content 
records to anyone other than a 
governmental entity, but it bars providers 
from voluntarily disclosing content to 
anyone except in very limited 
circumstances. One relevant exception is 
that providers can voluntarily disclose the 
contents of a communication with the 
consent of the author or her “agent.” ECPA 
does not define either “consent” or “agent.” 
Yet the ULC model bill presumes that a 
fiduciary, without court approval, is entitled 
to full access to a decedent’s estate, without 
any finding that such fiduciary is also an 
agent for purposes of federal law. Cloud 
service providers interpreting a ULC-based 
statute and ECPA will be forced to make a 
legal determination of whether executors or 
other court-appointed personal 
representatives are legally “agents” or have 
the lawful consent of the deceased 
subscriber. Given that the wrong choice 
means a potential violation of federal law, 
the ULC model bill could be wholly 
ineffective. 

E.  Privacy Expectation Afterlife and Choices 
Act 

In response to UFADAA, NetChoice, an 
association of Internet companies that includes 
Google and Facebook, drafted the Privacy 
Expectation Afterlife and Choices Act (PEAC). 
The PEAC “requires companies to disclose 
contents only when a court finds that the user is 
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deceased, and that the account in question has 
been clearly linked to the deceased. Additionally, 
the request for disclosure must be ‘narrowly 
tailored to effect the purpose of the 
administration of the estate,’ and the executor 
demonstrates that the information is necessary to 
resolve the fiscal administration of the estate. 
And even then, the amount of information is 
further restricted to the year preceding the date of 
death. This is stringent guidance meant to protect 
the privacy of those who communicated with the 
user while also ensuring that their loved ones can 
access important financial statements that may be 
delivered to the account.” Alethea Lange, 
Everybody Dies: What is Your Digital Legacy?, 
Center for Democracy & Technology (Jan. 23, 
2015). 

PEAC does not address access by other 
fiduciaries such as trustees, agents, guardians, 
and conservators. 

As of this writing, Virginia is the only state to 
have enacted PEAC with some modifications 
such as extending the time period the information 
may be requested to 18 months before death 
rather than one year. Virginia’s version of the 
PEAC will take effect on July 1, 2015. 2015 Va. 
Acts ch. ___ (SB 1450ER). 

F.  Virginia 

As mentioned above, Virginia’s version of PEAC 
will take effect on July 1, 2015. Here is a 
summary of how this new statute operates. 

1.  Obtaining Deceased User’s Records 

A personal representative may petition the court 
to obtain information about the deceased user’s 
records for the 18-month period prior to death 
such as the names of persons with whom the 
deceased user communicated, the time and date 
of the communications, and the electronic 
addresses of the persons by filing a motion along 
with an affidavit attesting to the following facts: 

• The user is deceased; 

• The deceased user was a subscriber of or 
customer of the provider; 

• The account belonging to the deceased 
user has been reasonably identified; 

• There are no other authorized users or, if 
any, they have consented; 

• The request is tailored to effectuate estate 
administration purposes; and 

• The request does not conflict with terms 
of the deceased user’s will. 

This request does not authorize the provider to 
reveal the contents of the communications or the 
subject lines of the communications. 

If the court finds it necessary for the 
administration of the estate, records beyond the 
18-month period may be obtained. 

2.  Obtaining Contents of Deceased User’s 
Accounts 

If the personal representative wishes to obtain the 
contents of the deceased user’s accounts, the 
personal representative must also demonstrate 
that the deceased user affirmatively consented to 
have the contents revealed either by a will 
provision or a setting within the product or 
service. 

3.  Deceased User’s Desires Prevail 

The court cannot compel a provider to reveal 
records or their contents if the deceased user 
affirmatively (1) expressed an intent not to 
disclose the records or content of the account 
through an account setting within the product or 
service, (2) made an election with a service 
provider not to disclose the contents of the user's 
account, or (3) deleted the records or contents 
during the user's lifetime. 

4.  Use of Deceased User’s Account Prohibited 

The court cannot order a provider to allow the 
personal representative to transmit commun-
ications from, post content to, access, or make 
other use of the deceased user’s account. 

5.  Provider-Orientated Provisions 

Several provisions are designed to reduce the 
burden on providers. For example, they cannot be 
compelled to disclose records or their contents if 
disclosure would created an undue burden and 
they are immune from civil and criminal liability 
for complying with a court order in good faith. 
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6.  Mandates Recommendations for Other 
Fiduciaries 

The legislature ordered the Joint Commission on 
Technology and Science to develop legislative 
recommendations to address how other 
fiduciaries may access electronic communication 
records and digital account content. 

G.  Cases 

There are few appellate court cases, although 
numerous media stories recount the difficulties of 
accessing a deceased’s online accounts. In one 
well-publicized case, after Lance Cpl. Justin 
Ellsworth was killed in 2004 while serving with 
the United States Marine Corps in Afghanistan, 
his parents began a legal battle with Yahoo! to 
gain access to messages stored in his e-mail 
account. Yahoo Will Give Family Slain Marine’s 
E-mail Account, USA TODAY (April 21, 2005). 
Yahoo! initially refused the family’s request, but 
ultimately did not fight a probate court order to 
hand over more than 10,000 pages of e-mails. Id. 
However, the family remained disappointed 
when the data CD provided by Yahoo! contained 
only received e-mails and none their late son had 
written. Id. A Wisconsin couple sought court 
orders against Google and Facebook to help them 
understand their 21 year-old son’s suicide. 
Jessica Hopper, Digital Afterlife: What Happens 
to Your Online Accounts When You Die?, Rock 
Center, June 1, 2012. Similar difficulties have 
prompted state legislators to introduce legislation 
on the issue including the Massachusetts proposal 
previously discussed. Mass. Senate Eyes Law 
Governing Access to the Deceased, 90.9 WBUR 
(June 27, 2012). 

IX.  FUTURE REFORM AREAS 

A.  Providers Gather User’s Actual 
Preferences 

Although most Internet service providers have a 
policy on what happens to the accounts of 
deceased users, these policies are not 
prominently posted and many consumers may not 
be aware of them. If they are parts of the standard 
terms of service, they may not appear on the 
initial screens, as Internet users quickly click past 
them. Internet service providers should follow 
Google’s lead and develop procedures for a 

person to indicate what happens upon the user’s 
death. To ensure that more people make 
provisions, providers should offer an easy 
method at the time a person signs up for a new 
service so the person can designate the 
disposition of the account upon the owner’s 
incapacity or death. 

B.  Congress Amends Federal Law 

Congress should amend the Stored 
Communications Act and the Computer Fraud 
and Abuse Act to make certain that fiduciary 
access, even if contrary to terms of service 
agreements, is not potentially subject to federal 
criminal sanctions. Federal law could require 
Internet providers to respect state laws on 
fiduciary powers, or even to ensure that all 
Internet users click through an “informed 
consent” provision when they sign up for new 
services. 

C.  States Enact UFADAA 

State legislatures, bar committees, and other 
interested groups are studying UFADAA with an 
eye towards enacting it ‘‘as is” or making 
changes from the subtle to the significant. It 
appears likely that many states will join 
Delaware in adopting a version of UFADAA 
although there is significant opposition from civil 
liberties organizations. 

X.  CONCLUSION 
Complications surround planning for digital 
assets, but all clients need to understand the 
ramifications of failing to do so. Estate planning 
attorneys need to comprehend fully that this is 
not a trivial consideration and that it is a 
developing area of law. Cases will arise 
regarding terms of service agreements, rights of 
beneficiaries, and the ramifications of applicable 
state and federal laws. Until the courts and 
legislatures clarify the law, estate planners need 
to be especially mindful in planning for these 
frequently overlooked assets. 
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ABOUT ULC 

 

The Uniform Law Commission (ULC), also known as National Conference of Commissioners 

on Uniform State Laws (NCCUSL), now in its 123rd year, provides states with non-partisan, 

well-conceived and well-drafted legislation that brings clarity and stability to critical areas of 

state statutory law. 

 

ULC members must be lawyers, qualified to practice law. They are practicing lawyers, judges, 

legislators and legislative staff and law professors, who have been appointed by state 

governments as well as the District of Columbia, Puerto Rico and the U.S. Virgin Islands to 

research, draft and promote enactment of uniform state laws in areas of state law where 

uniformity is desirable and practical. 

 

• ULC strengthens the federal system by providing rules and procedures that are consistent 

from state to state but that also reflect the diverse experience of the states. 

 

• ULC statutes are representative of state experience, because the organization is made up 

of representatives from each state, appointed by state government. 

 

• ULC keeps state law up-to-date by addressing important and timely legal issues. 

 

• ULC’s efforts reduce the need for individuals and businesses to deal with different laws 

as they move and do business in different states. 

 

• ULC’s work facilitates economic development and provides a legal platform for foreign 

entities to deal with U.S. citizens and businesses. 

 

• Uniform Law Commissioners donate thousands of hours of their time and legal and 

drafting expertise every year as a public service, and receive no salary or compensation 

for their work. 

 

• ULC’s deliberative and uniquely open drafting process draws on the expertise of 

commissioners, but also utilizes input from legal experts, and advisors and observers 

representing the views of other legal organizations or interests that will be subject to the 

proposed laws. 

 

• ULC is a state-supported organization that represents true value for the states, providing 

services that most states could not otherwise afford or duplicate. 
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UNIFORM FIDUCIARY ACCESS TO DIGITAL ASSETS ACT 

PREFATORY NOTE 

The purpose of this act is to vest fiduciaries with the authority to access, control, or copy 

digital assets and accounts.  The act applies only to fiduciaries, who must always act in 

compliance with their fiduciary powers and duties.  The goal of the Uniform Fiduciary Access to 

Digital Assets Act (UFADAA) is to remove barriers to a fiduciary’s access to electronic records 

and to leave unaffected other law, such as fiduciary, probate, trust, banking, investment 

securities, and agency law.  Existing law prohibits any fiduciary from violating fiduciary 

responsibilities by divulging or publicizing any information the fiduciary obtains while carrying 

out his or her fiduciary duties. 

 

UFADAA addresses four different types of fiduciaries: personal representatives of 

decedents’ estates, conservators for protected persons and individuals, agents acting pursuant to a 

power of attorney, and trustees.  It distinguishes the authority of fiduciaries, which exercise 

authority subject to this act only on behalf of the account holder, from any other efforts to access 

the digital assets.  Family members or friends may seek such access, but, unless they are 

fiduciaries, their efforts are subject to other laws and are not covered by this act. 

 

As the number of digital assets held by the average person increases, questions 

surrounding the disposition of these assets upon the individual’s death or incapacity are 

becoming more common.  Few laws exist on the rights of fiduciaries over digital assets.  Few 

holders of digital assets and accounts consider the fate of their online presences once they are no 

longer able to manage their assets.  And these assets have real value: according to a 2011 survey 

from McAfee, Intel’s security-technology unit, American consumers valued their digital assets, 

on average, at almost $55,000.  Kelly Greene, Passing Down Digital Assets, WALL STREET 

JOURNAL (Aug. 31, 2012), http://goo.gl/7KAaOm.  These assets range from online gaming items 

to photos, to digital music, to client lists.  There are millions of Internet accounts that belong to 

dead people.  Some Internet service providers have explicit policies on what will happen when 

an individual dies, others do not; even where these policies are included in the terms-of-service 

agreement, most consumers click through these agreements. 

 

The situation regarding fiduciaries’ access to digital assets is less than clear, and is 

subject to federal and state privacy and computer “hacking” laws as well as state probate law.  A 

minority of states has enacted legislation on fiduciary access to digital assets, and numerous 

other states have considered, or are considering, legislation.  Existing legislation differs with 

respect to the types of digital assets covered, the rights of the fiduciary, the category of fiduciary 

included, and whether the principal’s death or incapacity is covered.  A uniform approach among 

states will provide certainty and predictability for courts, account holders, fiduciaries, and 

Internet service providers.  It gives states precise, comprehensive, and easily accessible guidance 

on questions concerning fiduciaries’ ability to access the electronic records of a decedent, 

protected person, principal, or a trust.  For issues on which states diverge or on which the law is 

unclear or unknown, the act will for the first time provide uniform rules. 
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The general goal of the act is to facilitate fiduciary access while respecting the privacy 

and intent of the account holder.  It adheres to the traditional approach of trusts and estates law, 

which respects the intent of the account holder and promotes the fiduciary’s ability to administer 

the account holder’s property in accord with legally-binding fiduciary duties. 

 

With regard to the general scope of the act, the act’s coverage is inherently limited by the 

definition of “digital assets.”  The act applies only to electronic records, which do not include the 

underlying asset or liability unless it is itself an electronic record. 

 

The act is divided into fifteen sections.  Sections 1-2 contain general provisions and 

definitions, including those relating to the scope of the fiduciary’s authority. 

 

Section 3 governs applicability, clarifying the scope of the act and the fiduciaries who 

have access to digital assets under UFADAA.  Section 3 states that the act does not apply to the 

digital assets of an employer used by an employee during the ordinary course of business. 

 

Sections 4-7 establish the rights of personal representatives, conservators, agents acting 

pursuant to a power of attorney, and trustees.  Each of the fiduciaries is subject to different opt-in 

and default rules based on the presumed intent of the account holder and the applicability of 

other state and federal laws.  A personal representative is presumed to have access to all of the 

decedent’s digital assets unless that is contrary to the decedent’s expressed intent or to other 

applicable law.  A conservator may access digital assets pursuant to a court order.  An agent 

acting pursuant to a power of attorney is presumed to have access to all of a principal’s digital 

assets not subject to the protections of other applicable law; if another law protects the asset, then 

the power of attorney must explicitly grant access.  And a trustee may access any digital asset 

held by the trust unless that is contrary to the terms of the trust or to other applicable law. 

 

Section 8 contains general provisions relating to the rights of the fiduciary to access 

digital assets.  Section 9 addresses compliance, and Section 10 grants immunity to custodians.  

Sections 11-15 address miscellaneous topics, including retroactivity, the effective date of the act, 

and similar issues.  The act addresses only the rights of the four types of fiduciaries, and it is 

designed to provide access without changing the ownership of the digital asset.  
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UNIFORM FIDUCIARY ACCESS TO DIGITAL ASSETS ACT 

 SECTION 1.  SHORT TITLE.  This [act] may be cited as the Uniform Fiduciary 

Access to Digital Assets Act. 

 SECTION 2.  DEFINITIONS.  In this [act]: 

(1) “Account holder” means a person that has entered into a terms-of-service agreement 

with a custodian or a fiduciary for the person. 

(2) “Agent” means an attorney in fact granted authority under a durable or nondurable 

power of attorney. 

(3) “Carries” means engages in the transmission of electronic communications. 

(4) “Catalogue of electronic communications” means information that identifies each 

person with which an account holder has had an electronic communication, the time and date of 

the communication, and the electronic address of the person. 

(5) “[Conservator]” means a person appointed by a court to manage the estate of a living 

individual.  The term includes a limited [conservator]. 

(6) “Content of an electronic communication” means information concerning the 

substance or meaning of the communication which: 

(A) has been sent or received by an account holder; 

 (B) is in electronic storage by a custodian providing an electronic-communication 

service to the public or is carried or maintained by a custodian providing a remote-computing 

service to the public; and 

 (C) is not readily accessible to the public. 

(7) “Court” means the [insert name of court in this state having jurisdiction in matters 

relating to the content of this act]. 
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(8) “Custodian” means a person that carries, maintains, processes, receives, or stores a 

digital asset of an account holder. 

(9) “Digital asset” means a record that is electronic.  The term does not include an 

underlying asset or liability unless the asset or liability is itself a record that is electronic. 

(10) “Electronic” means relating to technology having electrical, digital, magnetic, 

wireless, optical, electromagnetic, or similar capabilities. 

(11) “Electronic communication” has the same meaning as the definition in 18 U.S.C. 

Section 2510(12) [as amended]. 

(12) “Electronic-communication service” means a custodian that provides to an account 

holder the ability to send or receive an electronic communication. 

(13) “Fiduciary” means an original, additional, or successor personal representative, 

[conservator], agent, or trustee. 

(14) “Information” means data, text, images, videos, sounds, codes, computer programs, 

software, databases, or the like. 

(15) “Person” means an individual, estate, business or nonprofit entity, public 

corporation, government or governmental subdivision, agency, or instrumentality, or other legal 

entity. 

(16) “Personal representative” means an executor, administrator, special administrator, or 

person that performs substantially the same function under law of this state other than this [act]. 

(17) “Power of attorney” means a record that grants an agent authority to act in the place 

of a principal. 

(18) “Principal” means an individual who grants authority to an agent in a power of 

attorney. 
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(19) “[Protected person]” means an individual for whom a [conservator] has been 

appointed.  The term includes an individual for whom an application for the appointment of a 

[conservator] is pending. 

(20) “Record” means information that is inscribed on a tangible medium or that is stored 

in an electronic or other medium and is retrievable in perceivable form. 

(21) “Remote-computing service” means a custodian that provides to an account holder 

computer processing services or the storage of digital assets by means of an electronic 

communications system, as defined in 18 U.S.C. Section 2510(14) [, as amended]. 

(22) “Terms-of-service agreement” means an agreement that controls the relationship 

between an account holder and a custodian. 

(23) “Trustee” means a fiduciary with legal title to property pursuant to an agreement or 

declaration that creates a beneficial interest in another.  The term includes a successor trustee. 

(24) “Will” includes a codicil, testamentary instrument that only appoints an executor, 

and instrument that revokes or revises a testamentary instrument. 

Legislative Note: States should insert the appropriate term for a person named in a 

conservatorship or comparable state proceeding to manage another’s estate in paragraph (5), 

the appropriate court in paragraph (7), and the appropriate term for the individual that would 

be subject to a conservatorship or comparable state proceeding in paragraph (19). 

In states in which the constitution, or other law, does not permit the phrase “as amended” when 

federal statutes are incorporated into state law, the phrase should be deleted in paragraphs (11) 

and (21). 

Comment 

Many of the definitions are based on those in the Uniform Probate Code: agent (UPC 

Section 1-201(1)), conservator (UPC Section 5-102(1)), court (UPC Section 1-201(8)), electronic 

(UPC Section 5B-102(3)), fiduciary (UPC Section 1-201(15)), governing instrument (UPC 

Section 1-201(18)), person (UPC Section 5B-101(6)), personal representative (UPC 

Section 1-201(35)), power of attorney (UPC Section 5B-102(7)), principal (UPC 

Section 5B-102(9)), property (UPC Section 1-201(38)), protected person (UPC 

Section 5-102(8)), record (UPC Section 1-201(41)), and will (UPC Section 1-201(57)).  The 
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definition of “information” is based on that in the Uniform Electronic Transactions Act, 

Section 2, subsection (11).  Many of the other definitions are either drawn from federal law, as 

discussed below, or are new for this act. 

 

An account holder includes any person who entered into a terms-of-service agreement 

with a custodian, including a deceased individual who entered into the agreement during the 

individual’s lifetime.  A fiduciary is defined as a person, and a fiduciary can be an account 

holder when the fiduciary opens the account. 

 

The definition of “carries” is drawn from federal law, 47 U.S.C. Section 1001(8). 

 

The term “catalogue of electronic communications” in Section 2(4) is designed to cover 

log-type information about an electronic communication such as the email addresses of the 

sender and the recipient, and the date and time the communication was sent.   

 

The term “content of an electronic communication” in Section 2(6) is adapted from 

18 U.S.C. Section 2510(8), which provides that content: “when used with respect to any wire, 

oral, or electronic communication, includes any information concerning the substance, purport, 

or meaning of that communication.”  The 2(6) definition is designed to cover only content 

subject to the coverage of Section 2702 of the Electronic Communications Privacy Act (ECPA), 

18 U.S.C. Section 2510 et seq.; it does not include content not subject to ECPA.  Consequently, 

the “content of an electronic communication”, as used later throughout UFADAA, refers only to 

information in the body of an electronic message that is not readily accessible to the public; if the 

information were readily accessible to the public, it would not be subject to the privacy 

protections of federal law under ECPA.  See S. Rep. No. 99-541, at 36 (1986).  When the privacy 

protections of federal law under ECPA apply to the content of an electronic communication, the 

act’s legislative history notes the requirements for disclosure: “Either the sender or the receiver 

can directly or through authorized agents authorize further disclosures of the contents of their 

electronic communication.”  S. Rep. No. 99-541, at 37 (1986). 

 

ECPA does not apply to private e-mail service providers, such as employers and 

educational institutions.  See 18 U.S.C. Section 2702(a)(2); James D. Lamm, Christina L. Kunz, 

Damien A. Riehl and Peter John Rademacher, The Digital Death Conundrum: How Federal and 

State Laws Prevent Fiduciaries from Managing Digital Property, 68 U. Miami L. Rev. 385, 404 

(2014) (available at: http://goo.gl/T9jX1d). 

  

Example:  X uses a Twitter account to send a message. If the tweet is sent only to other 

people who have been granted access to X’s tweets, then it meets the Act’s definition of “content 

of an electronic communication.” But, if the tweet is completely public with no access 

restrictions, then it does not meet the Act’s definition of “content of an electronic 

communication.” 

  A custodian includes any Internet service provider as well as any other entity that 

provides or stores electronic data of an account holder.  A custodian does not include most 

employers because an employer typically does not have a terms-of-service agreement with an 

employee.  The treatment of digital assets of an employer used by an employee in the ordinary 
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course of the employer’s business is discussed in Section 3. 

 

The definition of a digital asset specifies that it is “a record that is electronic.”  Because 

records may exist in both electronic and non-electronic formats, this definition clarifies the scope 

of the act and the limitation on the type of records to which it applies.  The term includes 

products currently in existence and yet to be invented that are available only electronically.  It 

refers to any type of electronically-stored information, such as: 1) any information stored on a 

computer and other digital devices; 2) content uploaded onto websites, ranging from photos to 

documents; and 3) rights in digital property, such as domain names or digital entitlements 

associated with online games.  See Lamm, et al, supra, at 388.  Both the catalogue and content of 

an electronic communication are covered by the term “digital assets.” 

 

The fiduciary’s access to a record defined as a “digital asset” does not mean that the 

fiduciary is entitled to “own” the asset or otherwise engage in transactions with the asset.  

Consider, for example, funds in a bank account or securities held with a broker or other 

custodian, regardless of whether the bank, broker, or custodian has a brick-and-mortar presence.  

This act affects records concerning the bank account or securities, but does not affect the 

authority to engage in transfers of title or other commercial transactions in the funds or 

securities, even though such transfers or other transactions might occur electronically.  

UFADAA simply reinforces the right of the fiduciary to access all relevant electronic 

communications and the online account that provides evidence of ownership or similar rights.  

An entity may not refuse to provide access to online records any more than the entity can refuse 

to provide the fiduciary with access to hard copy records. 

 

The definition of “electronic communication” in Section 2(11) is that set out in 18 U.S.C. 

Section 2510(12): 

“electronic communication” means any transfer of signs, signals, writing, images, 

sounds, data, or intelligence of any nature transmitted in whole or in part by a wire, radio, 

electromagnetic, photoelectronic or photooptical system that affects interstate or foreign 

commerce, but does not include— 

(A) any wire or oral communication; 

(B) any communication made through a tone-only paging device; 

(C) any communication from a tracking device (as defined in section 3117 of this 

title); or 

(D) electronic funds transfer information stored by a financial institution in a 

communications system used for the electronic storage and transfer of funds. 

The definition of “electronic-communication service” in Section 2(12) is drawn from 

18 U.S.C. Section 2510(15): “any service which provides to users thereof the ability to send or 

receive wire or electronic communications.”  The definition of “remote-computing service” in 

Section 2(22) is adapted from 18 U.S.C. Section 2711(2): “the provision to the public of 

computer storage or processing services by means of an electronic communications system.” The 

definition refers to 18 U.S.C. Section 2510(14), which defines an electronic communications 

system as: “any wire, radio, electromagnetic, photooptical or photoelectronic facilities for the 

transmission of wire or electronic communications, and any computer facilities or related 
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electronic equipment for the electronic storage of such communications.” 

 

Electronic communication is a particular type of digital asset and covers only the 

category of digital assets subject to the privacy protections of the Electronic Communications 

Privacy Act.  For example, material stored on a computer’s hard drive is a digital asset but not an 

electronic communication. 

 

A “fiduciary” under this act occupies a status recognized by state law, and a fiduciary’s 

powers under this act are subject to the relevant limits established by other state laws.  The 

definition of fiduciary specifically applies to “each person” in order to cover co-fiduciaries. 

 

The term “record” includes information available in both tangible and electronic media.  

The act applies only to electronic records. 

 

The “terms-of-service agreement” definition relies on the definition of “agreement” 

found in UCC Section 1-201(b)(3) (“the bargain of the parties in fact, as found in their language 

or inferred from other circumstances, including course of performance, course of dealing, or 

usage of trade”).  It refers to any agreement that controls the relationship between an account 

holder and a custodian, even though it might be called a terms-of-use agreement, a click-wrap 

agreement, a click-through license, or a similar term.  State and federal law determine capacity to 

enter into a binding terms-of-service agreement. 

 

SECTION 3.  APPLICABILITY. 

(a) This [act] applies to: 

 (1) a fiduciary or agent acting under a will or power of attorney executed before, 

on, or after [the effective date of this [act]]; 

 (2) a personal representative acting for a decedent who died before, on, or after 

[the effective date of this [act]]; 

 (3) a [conservatorship] proceeding, whether pending in a court or commenced 

before, on, or after [the effective date of this [act]]; and 

 (4) a trustee acting under a trust created before, on, or after [the effective date of 

this [act]]. 

(b) This [act] does not apply to a digital asset of an employer used by an employee in the 

ordinary course of the employer’s business. 

Planning for Digital Assests_________________________________________________________________________________________________________Chapter 7

34



 

9 

Comment 

 

This act does not change the substantive rules of other law, such as agency, banking, 

conservatorship, contract, copyright, criminal, fiduciary, privacy, probate, property, security, 

trust, or other applicable law except to vest fiduciaries with authority, according to the provisions 

of this act, to access, control, or copy digital assets of a decedent, protected person (or other 

individual under Section 5), principal, settlor, or trustee. 

 

Subsection (a)(2) covers the situations in which a decedent dies intestate, so it falls 

outside of subsection (a)(1), as well as the situations in which a state’s procedures for small 

estates are used. 

 

Subsection (b) clarifies that the act does not apply to a fiduciary’s access to an 

employer’s internal email system. 

 

Example 1—Fiduciary access to an employee e-mail account.  D dies, employed by 

Company Y.  Company Y has an internal e-mail communication system, available only to Y’s 

employees, and used by them in the ordinary course of Y’s business.  D’s personal 

representative, R, believes that D used Company Y’s e-mail system to effectuate some financial 

transactions that R cannot find through other means.  R requests access from Company Y to the 

e-mails. 

 

Company Y is not a custodian subject to the act.  Under Section 2(7), a custodian must 

carry, maintain or store an account holder’s digital assets.  An account holder, in turn, is defined 

under Section 2(1) as someone who has entered into a terms-of-service agreement.  Company Y, 

like most employers, did not enter into a terms-of-service agreement with D, so D was not an 

account holder. 

 

Example 2—Employee of electronic-communication service provider.  D dies, employed 

by Company Y.  Company Y is an electronic-communication service provider.  Company Y has 

an internal e-mail communication system, available only to Y’s employees and used by them in 

the ordinary course of Y’s business.  D used the internal Company Y system.  When not at work, 

D also used an electronic-communication service system that Company Y provides to the public.  

D’s personal representative, R, believes that D used Company Y’s internal e-mail system as well 

as Company Y’s electronic-communication system available to the public to effectuate some 

financial transactions.  R seeks access to both communication systems. 

 

As is true in Example 1, Company Y is not a custodian subject to the act for purposes of 

the internal email system.  The situation is different with respect to R’s access to Company Y’s 

system that is available to the public.  Assuming that Company Y can disclose the 

communications under federal law, then Company Y must disclose them to R. 

 

 SECTION 4.  ACCESS BY PERSONAL REPRESENTATIVE TO DIGITAL 

ASSET OF DECEDENT.  Subject to Section 8(b) and unless otherwise ordered by the court or 
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provided in the will of a decedent, the personal representative of the decedent has the right to 

access: 

(1) the content of an electronic communication that the custodian is permitted to disclose 

under the Electronic Communications Privacy Act, 18 U.S.C. Section 2702(b) [as amended]; 

(2) any catalogue of electronic communications sent or received by the decedent; and 

(3) any other digital asset in which at death the decedent had a right or interest. 

Legislative Note: In states in which the constitution, or other law, does not permit the phrase “as 

amended” when federal statutes are incorporated into state law, the phrase should be deleted in 

paragraph (1). 

Comment 

This section is modeled on the formulation of the personal representative’s default power 

set out in UPC Section 3-715.  The phrase, “unless otherwise…provided by the will,” is intended 

to indicate that a will controls the personal representative’s authority.  As is true more generally 

with respect to interpretation of wills, public policy can override the explicit terms of a will. 

 

The section clarifies the difference between fiduciary authority over digital assets other 

than the content of an electronic communication protected by ECPA and authority over 

ECPA-covered content of an electronic communication.  For the content of an electronic 

communication, subsections (1) and (2) establish procedures that cover: first, the ECPA-covered 

content of communications and, second, the catalogue (logs and records) that electronic 

communications service providers may release without consent under the ECPA.  Federal law 

distinguishes between the permissible disclosure of the “content” of an electronic 

communication, covered in 18 U.S.C. Section 2702(b), and of “a record or other information 

pertaining to a” subscriber or customer, covered in 18 U.S.C. Section 2702(c); see Matthew J. 

Tokson, The Content/Envelope Distinction in Internet Law, 50 Wm. & Mary L. Rev. 2105 

(2009). 

 

Content-based material can, in turn, be divided into two types of communications: those 

received by the account holder and those sent.  Federal law, 18 U.S.C. Section 2702(b) permits a 

custodian to divulge the contents of a communication “(1) to an addressee or intended recipient 

of such communication or an agent of such addressee or intended recipient” or “(3) with the 

lawful consent of the originator or an addressee or intended recipient of such communication, or 

the subscriber in the case of remote computing service.” 

 

Consequently, when the account holder is the “addressee or intended recipient,” material 

can be disclosed either to that individual or to an agent for that person, 18 U.S.C. 

Section 2702(b)(1), and it can also be disclosed to third parties with the “lawful consent” of the 

addressee or intended recipient.  18 U.S.C. Section 2702(b)(3).  Material for which the account 
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holder is the “originator” can be disclosed to third parties only with the account holder’s “lawful 

consent.”  18 U.S.C. Section 2702(b)(3).  (Note that, when the account holder is the addressee or 

intended recipient, material can be disclosed under either (b)(1) or (b)(3), but that when the 

account holder is the originator, lawful consent is required under (b)(3).)  See the Comments 

concerning the definition of “content” after Section 2.  By contrast to content-based material, 

non-content material can be disclosed either with the lawful consent of the account holder or to 

any person (other than a governmental entity) even without lawful consent.  This information 

includes material about any communication sent, such as the addressee, sender, date/time, and 

other subscriber data, which this act defines as the “catalogue of electronic communications.”  

(Further discussion of this issue and examples are set out in the Comments to Section 8, infra.) 

 

 SECTION 5.  ACCESS BY [CONSERVATOR] TO DIGITAL ASSET OF 

[PROTECTED PERSON].  Subject to Section 8(b), the court, after an opportunity for hearing 

under [state conservatorship law], may grant a [conservator] the right to access: 

(1) the content of an electronic communication that the custodian is permitted to disclose 

under the Electronic Communications Privacy Act, 18 U.S.C. Section 2702(b) [as amended]; 

(2) any catalogue of electronic communications sent or received by the [protected 

person]; and 

(3) any other digital asset in which the [protected person] has a right or interest. 

Legislative Note: In states in which the constitution, or other law, does not permit the phrase “as 

amended” when federal statutes are incorporated into state law, the phrase should be deleted in 

paragraph (1). 

States should insert the appropriate term for a conservator or comparable fiduciary throughout 

this Section. 

Comment 

Section 5 establishes that the conservator must be specifically authorized by the court to 

access the protected person’s digital assets.  Each of the different levels of access to the content 

of an electronic communication, to the catalogue of electronic communications, and to any other 

digital assets must be specifically granted by court order.  The requirement in Section 5 for 

express authority over digital assets does not limit the fiduciary’s authority over the underlying 

assets, such as funds held in a bank account.  The meaning of the term “hearing” will vary from 

state to state according to state law and procedures. 

 

Section 5 is comparable to Section 4.  It responds to the concerns of Internet service 

providers who believe that the act should be structured to clarify the difference between fiduciary 
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authority over digital assets other than the content of an electronic communication protected by 

federal law (the Electronic Communications Privacy Act (ECPA)), and fiduciary authority over 

ECPA-protected content of an electronic communication.  Consequently, Section 5 sets out 

separate procedures for digital assets as well as the catalogue of electronic communications (logs 

and records) that relevant service providers may release without consent under ECPA, and the 

ECPA-covered content of an electronic communication. 

 

The section refers to an individual or a protected person because a conservator may be 

appointed for a single transaction or without a finding that the person is a protected person. 

 

State law will establish the criteria for when a court will grant power to the conservator.  

For example, UPC Section 5-411(c) requires the court to consider the decision the protected 

person would have made as well as a list of other factors.  Existing state law may also set out the 

requisite standards for a conservator’s actions.  Under Section 8, if access to digital assets is 

granted by the court, the conservator has the same power over digital assets as the account 

holder.  The conservator must exercise authority in the interests of the protected person. 

 

SECTION 6.  ACCESS BY AGENT TO DIGITAL ASSET OF PRINCIPAL. 

(a) To the extent a power of attorney expressly grants an agent authority over the content 

of an electronic communication of the principal and subject to Section 8(b), the agent has the 

right to access the content of an electronic communication that the custodian is permitted to 

disclose under the Electronic Communications Privacy Act, 18 U.S.C. Section 2702(b) [as 

amended]. 

(b) Subject to Section 8(b) and unless otherwise ordered by the court or provided by a 

power of attorney, an agent has the right to access: 

 (1) any catalogue of electronic communications sent or received by the principal; 

and 

 (2) any other digital asset in which the principal has a right or interest. 

Legislative Note: In states in which the constitution, or other law, does not permit the phrase “as 

amended” when federal statutes are incorporated into state law, the phrase should be deleted in 

paragraph (a). 

States may also need to amend their power of attorney statutes and forms to include this power. 
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Comment 

This section establishes that the agent has default authority over all of the principal’s 

digital assets, other than the content of the principal’s electronic communications.  When the 

principal does not want the agent to exercise such broad authority, then the power of attorney 

must explicitly prevent an agent from doing so.  An agent has access to the content of electronic 

communications only when the power of attorney explicitly grants access. 

 

Paragraph (a) is modeled on UPC Section 5B-201(a).  Because a power of attorney 

contains the consent of the account holder, ECPA should not prevent the agent from exercising 

authority over the content of an electronic communication.  See the Comments concerning the 

definitions of the “content of an electronic communication” after Section 2.  There should be no 

question that an explicit delegation of authority in a power of attorney constitutes authorization 

from the account holder to access digital assets and provides “lawful consent” to allow disclosure 

of the content of an electronic communication from an electronic-communication service or a 

remote-computing service pursuant to applicable law.  Both authorization and lawful consent are 

important because 18 U.S.C. Section 2701 deals with intentional access without authorization 

and 18 U.S.C. Section 2702 allows a service provider to disclose with lawful consent.  Federal 

courts have not yet interpreted how ECPA affects a fiduciary’s efforts to access the content of an 

electronic communication.  E.g., In re Facebook, Inc., 923 F. Supp. 2d 1204 (N.D. Cal. 2012). 

 

SECTION 7.  ACCESS BY TRUSTEE TO DIGITAL ASSET. 

(a) Subject to Section 8(b) and unless otherwise ordered by the court or provided in a 

trust, a trustee that is an original account holder has the right to access any digital asset held in 

trust, including any catalogue of electronic communications of the trustee and the content of an 

electronic communication. 

(b) Subject to Section 8(b) and unless otherwise ordered by the court or provided in a 

trust, a trustee that is not an original account holder has the right to access: 

 (1) the content of an electronic communication that the custodian is permitted to 

disclose under the Electronic Communications Privacy Act, 18 U.S.C. Section 2702(b) [as 

amended]; 

 (2) any catalogue of electronic communications sent or received by the original or 

any successor account holder; and 

 (3) any other digital asset in which the original or any successor account holder 
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has a right or interest. 

Legislative Note: In states in which the constitution, or other law, does not permit the phrase “as 

amended” when federal statutes are incorporated into state law, the phrase should be deleted in 

paragraph (b)(1). 

Comment 

Subsection (a) clarifies that access to digital assets, including the content of electronic 

communications, is presumed with respect to assets for which the trustee is the initial account 

holder.  A trustee may have title to digital assets when the trustee opens an account as trustee; 

under those circumstances, the trustee can access the content of each digital asset that is in an 

account for which the trustee is the original account holder, not necessarily each digital asset 

held in the trust. 

 

Subsection (b) addresses situations involving an inter vivos transfer of a digital asset into 

a trust, a transfer into a testamentary trust, or a transfer via a pourover will or other governing 

instrument of a digital asset into a trust.  In those situations, a trustee becomes a successor 

account holder when the settlor transfers a digital asset into the trust.  There should be no 

question that the trustee with legal title to the digital asset was authorized by the settlor to access 

the digital assets so transferred, including both the catalogue and content of an electronic 

communication, and this provides “lawful consent” to allow disclosure of the content of an 

electronic communication from an electronic-communication service or a remote-computing 

service pursuant to applicable law.  See the Comments concerning the definitions of the “content 

of an electronic communication” after Section 2.  Nonetheless, subsection (2) distinguishes 

between the catalogue and content of an electronic communication in case there are any 

questions about whether the form in which property transferred into a trust is held constitutes 

lawful consent.  Both authorization and lawful consent are important because 18 U.S.C. 

Section 2701 deals with intentional access without authorization and because 18 U.S.C. 

Section 2702 allows a service provider to disclose with lawful consent. 

 

The underlying trust documents and default trust law will supply the allocation of 

responsibilities between and among trustees. 

 

SECTION 8.  FIDUCIARY AUTHORITY. 

(a) A fiduciary that is an account holder or has the right under this [act] to access a digital 

asset of an account holder: 

 (1) subject to the terms-of-service agreement, copyright law, and other applicable 

law, may take any action concerning the asset to the extent of the account holder’s authority and 

the fiduciary’s power under the law of this state other than this [act]; 
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 (2) has, for the purpose of applicable electronic privacy laws, the lawful consent 

of the account holder for the custodian to divulge the content of an electronic communication to 

the fiduciary; and 

 (3) is, for the purpose of applicable computer-fraud and 

unauthorized-computer-access laws, including [this state’s law on unauthorized computer 

access], an authorized user. 

(b) Unless an account holder, after [the effective date of this [act]], agrees to a provision 

in a terms-of-service agreement that limits a fiduciary’s access to a digital asset of the account 

holder by an affirmative act separate from the account holder’s assent to other provisions of the 

agreement: 

 (1) the provision is void as against the strong public policy of this state; and 

 (2) the fiduciary’s access under this [act] to a digital asset does not violate the 

terms-of-service agreement even if the agreement requires notice of a change in the account 

holder’s status. 

(c) A choice-of-law provision in a terms-of-service agreement is unenforceable against a 

fiduciary acting under this [act] to the extent the provision designates law that enforces a 

limitation on a fiduciary’s access to a digital asset, and the limitation is void under 

subsection (b). 

(d) As to tangible personal property capable of receiving, storing, processing, or sending 

a digital asset, a fiduciary with authority over the property of a decedent, [protected person], 

principal, or settlor: 

  (1) has the right to access the property and any digital asset stored in it; and 

  (2) is an authorized user for purposes of any applicable computer-fraud and 
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unauthorized-computer-access laws, including [this state’s law on unauthorized computer 

access]. 

Legislative Note: A state with a computer trespass statute should add the appropriate reference 

in paragraphs (a)(3) and (d)(2) and may want to amend the statute to be in accord with this act. 

Comment 

This issue concerning the parameters of the fiduciary’s authority potentially arises in two 

situations: 1) the fiduciary obtains access to a password or the like directly from the account 

holder, as would be true in various circumstances such as for the trustee of an inter vivos trust or 

someone who has stored passwords in a written or electronic list and those passwords are then 

transmitted to the fiduciary; and 2) the fiduciary obtains access pursuant to this act. 

 

This section clarifies that the fiduciary has the same authority as the account holder if the 

account holder were the one exercising the authority (note that, where the account holder has 

died, this means that the fiduciary has the same access as the account holder had immediately 

before death).  This means that the fiduciary’s authority to access the digital asset is the same as 

the account holder except where, pursuant to subsection (b), the account holder has explicitly 

opted out of fiduciary access.  In exercising its responsibilities, the fiduciary is subject to the 

duties and obligations established pursuant to state fiduciary law and is liable for breach of those 

duties.  Note that even if the digital asset were illegally obtained by the account holder, the 

fiduciary would still need access in order to handle that asset appropriately.  There may, for 

example, be tax consequences that the fiduciary would be obligated to report. 

 

In exercising its responsibilities, the fiduciary is subject to the same limitations as the 

account holder more generally.  For example, a fiduciary cannot delete an account if this would 

be fraudulent.  Similarly, if the account holder could challenge provisions in a terms-of-service 

agreement, then the fiduciary is also able to do so.  See Ajemian v. Yahoo!, Inc., 987 N.E.2d 604 

(Mass. 2013). 

 

Subsection (a) is designed to establish that the fiduciary is authorized to exercise control 

over digital assets in accordance with other applicable laws.  The language mirrors that used in 

Title II of the Electronic Communications Privacy Act of 1986 (ECPA), also known as the 

Stored Communications Act, 18 U.S.C. Section 2701 et seq. (2006); see, e.g., Orin S. Kerr, 

A User’s Guide to the Stored Communications Act, and a Legislator’s Guide to Amending It, 

72 Geo. Wash. L. Rev. 1208 (2004).  The subsection clarifies that state law treats the fiduciary as 

“authorized” under the two federal statutes that prohibit unauthorized access to computers and 

computer data, ECPA and the Computer Fraud and Abuse Act, as well as pursuant to any 

comparable state laws criminalizing unauthorized access.  Computer Fraud and Abuse Act, 

18 U.S.C. Section 1030 (2006); Lamm, et al., supra (state law may be useful to federal courts 

interpreting these statutes.) 

 

ECPA contains two potentially relevant prohibitions.  The first, 18 U.S.C. 

Section 2701(a), defines the crime of unlawful access to stored communications, which applies 
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to a person who “(1) intentionally accesses without authorization a facility through which an 

electronic communication service is provided; or (2) intentionally exceeds an authorization to 

access that facility….”  Thus, someone who has authorization to access the facility is not 

engaging in criminal behavior.  Moreover, this section does not apply to “conduct 

authorized…by a user of that service with respect to a communication of or intended for that 

user.”  18 U.S.C. Section 2701(a), (c)(2). 

 

The second, 18 U.S.C. Section 2702, entitled “Voluntary disclosure of customer 

communications or records,” concerns actions by the service provider.  It prohibits an 

electronic-communication service or a remote-computing service from knowingly divulging the 

content of an electronic communication that is stored by or carried or maintained on that service 

unless disclosure is made (among other exceptions) “to an addressee or intended recipient of 

such communication or an agent of such addressee or intended recipient” or “with the lawful 

consent of the originator or an addressee or intended recipient of such communication, or the 

subscriber in the case of remote-computing service.”  18 U.S.C. Section 2702(b)(1), (3) 

(emphasis added).  See the Comments concerning the definitions of the “content of an electronic 

communication” after Section 2.  The statute permits disclosure of “customer records” that do 

not include content, either with lawful consent from the customer or “to any person other than a 

governmental entity.”  18 U.S.C. Section 2702(c)(2) and (6).  Thus, in contrast to its restrictions 

on the release of content, the electronic-communication or remote-computing service provider is 

permitted to disclose the catalogue of electronic communications to anyone except the 

government. 

 

The Computer Fraud and Abuse Act (CFAA) prohibits unauthorized access to computers.  

18 U.S.C. Section 1030.  Like ECPA, the CFAA similarly protects against anyone who 

“intentionally accesses a computer without authorization or exceeds authorized access.”  

18 U.S.C. Section 1030(a). 

 

State laws vary in their coverage but typically prohibit unauthorized computer access. 

 

By defining the fiduciary as an authorized user: 1) the fiduciary has authorization under 

applicable law to access the digital assets under the first relevant provision of ECPA, 18 U.S.C. 

Section 2701, as well as under the CFAA; and 2) the fiduciary has “the lawful consent” of the 

originator/subscriber under applicable law so that the service provider can voluntarily disclose 

the digital assets pursuant to the second relevant provision of ECPA, 18 U.S.C. Section 2702, 

including the content of an electronic communication.  Moreover, this language should be 

adequate to avoid liability under the state unauthorized computer access laws. 

 

Subsection (a)(1) states that the fiduciary can take actions to the extent of the fiduciary’s 

power under the law of this state.  Note that the fiduciary’s powers under state law are defined by 

statute, common law, and the terms of the governing instrument.   

Subsection (b) addresses whether account holders can opt out of the rules in this act and 

whether Internet service providers can prevent fiduciary access.  First, a terms-of-service 

agreement in which an account holder has made an affirmative choice to limit a fiduciary’s right 

to access will supersede any contrary provision in a will, trust, protective order, or power of 
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attorney.  The affirmative act must clearly demonstrate the account holder’s deliberate intent to 

prevent fiduciary access.  Second, the subsection provides that any other term in a 

terms-of-service agreement that bars fiduciary access is void as against the state’s strong public 

policy.  While all of a state’s laws could be considered that state’s public policy, the phrase 

“strong public policy” is to be construed under conflict of laws principles to protect fiduciary 

access to digital assets under this act, notwithstanding a contrary terms-of-service agreement 

provision and even if the terms-of-service agreement chooses the law of another state or country 

to govern its contractual rights and duties.  See Restatement (Second) Conflict of Laws § 90 and 

§ 187 cmt. G; see also Uniform Trust Code § 107(1).  However, a terms-of-service agreement 

provision for which an account holder has made an affirmative choice, separate from the account 

holder’s assent to other provisions of the terms-of-service agreement, to limit a fiduciary’s access 

to the account holder’s digital assets is not voided by this act and will supersede any contrary 

provision in a will, or trust. (See Example 5). 

 

Subsection (b) reinforces the concept that the fiduciary “steps into the shoes” of the 

account holder, with no more—and no fewer—rights.  For example, the terms-of-service 

agreement controls the rights of the account holder (settlor, principal, incapacitated person, 

decedent).  The act does not permit the account holder’s fiduciary to override the 

terms-of-service agreement in order to make a digital asset or collection of digital assets 

“descendible,” although it does preserve the rights of the fiduciary to make the same claims as 

the account holder.  See Ajemian v. Yahoo!, Inc., 987 N.E.2d 604 (Mass. 2013); David Horton, 

Indescendibility, 102 Calif. L. Rev. 543 (2014). 

 

Under subsection (b), access by a fiduciary should not be considered a transfer or other 

use that would violate the anti-transfer terms or other terms of a terms-of-service agreement. 

 

Subsection (c) supports the importance of fiduciary access by providing that any choice 

of law governing the effect of a terms-of-service agreement that prevents fiduciary access is 

unenforceable. 

 

Subsection (d) clarifies that the fiduciary is authorized to access digital assets stored on 

tangible personal property, such as laptops, computers, smartphones or storage media of the 

decedent, protected person, principal, or settlor, exempting fiduciaries from application for 

purposes of state or federal laws on unauthorized computer access.  For criminal law purposes, 

this clarifies that the fiduciary is authorized to access all of the account holder’s digital assets, 

whether held locally or remotely. 

 

Example 1—Access to digital assets by personal representative.  D dies with a will that is 

silent with respect to digital assets.  D has a bank account for which D received only electronic 

statements, D has stored photos in a cloud-based Internet account, and D has an e-mail account 

with a company that provides electronic-communication services to the public.  The personal 

representative of D’s estate needs access to the electronic bank account statements, the photo 

account, and e-mails. 

 

The personal representative of D’s estate has the authority to access D’s electronic 
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banking statements and D’s photo account, which both fall under the act’s definition of a “digital 

asset.”  This means that, if these accounts are password-protected or otherwise unavailable to the 

personal representative, then the bank and the photo account service must give access to the 

personal representative when the request is made in accordance with Section 9.  If the 

terms-of-service agreement permits D to transfer the accounts electronically, then the personal 

representative of D’s estate can use that procedure for transfer as well. 

 

The personal representative of D’s estate is also able to request that the e-mail account 

service provider grant access to e-mails sent or received by D; ECPA permits the service 

provider to release the catalogue to the personal representative.  The service provider also must 

provide the personal representative access to the content of an electronic communication sent or 

received by D if the service provider is permitted under 18 U.S.C. Section 2702(b) to disclose 

the content.  The bank may release the catalogue of electronic communications or content of an 

electronic communication for which it is the originator or the addressee because the bank is not 

subject to the ECPA. 

 

Example 2—Access to digital assets by conservator.  C is seeking appointment as the 

conservator for P.  P has a bank account for which P received only electronic statements, P has 

stored photos in a cloud-based Internet account, and P has an e-mail account with a company that 

provides electronic communication services to the public.  C needs access to the electronic bank 

account statements, the photo account, and e-mails. 

 

Without a court order that explicitly grants access to P’s digital assets, including 

electronic communications, C has no authority pursuant to this act to access the electronic bank 

account statements, the photo account, or the e-mails.  Based on law outside of this act, the bank 

may release the catalogue of electronic communications or content of an electronic 

communication for which it is the originator or the addressee because the bank is not subject to 

the ECPA. 

 

Example 3—Access to digital assets by agent.  X creates a power of attorney designating 

A as X’s agent.  The power of attorney expressly grants A authority over X’s digital assets, 

including the content of an electronic communication.  X has a bank account for which X 

receives only electronic statements, X has stored photos in a cloud-based Internet account, and X 

has a game character and in-game property associated with an online game.  X also has an e-mail 

account with a company that provides electronic-communication services to the public. 

 

A has the authority to access X’s electronic bank statements, the photo account, the game 

character and in-game property associated with the online game, all of which fall under the act’s 

definition of a “digital asset.”  This means that, if these accounts are password-protected or 

otherwise unavailable to A as X’s agent, then the bank, the photo account service provider, and 

the online game service provider must give access to A when the request is made in accordance 

with Section 9.  If the terms-of-service agreement permits X to transfer the accounts 

electronically, then A as X’s agent can use that procedure for transfer as well. 

 

As X’s agent, A is also able to request that the e-mail account service provider grant 
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access to e-mails sent or received by X; ECPA permits the service provider to release the 

catalogue.  The service provider also must provide A access to the content of an electronic 

communication sent or received by X if the service provider is permitted under 18 U.S.C. 

Section 2702(b) to disclose the content.  The bank may release the catalogue of electronic 

communications or content of an electronic communication for which it is the originator or the 

addressee because the bank is not subject to the ECPA. 

 

Example 4—Access to digital assets by trustee.  T is the trustee of a trust established by 

S.  As trustee of the trust, T opens a bank account for which T receives only electronic 

statements.  S transfers into the trust to T as trustee (in compliance with a terms-of-service 

agreement) a game character and in-game property associated with an online game and a 

cloud-based Internet account in which S has stored photos.  S also transfers to T as trustee (in 

compliance with the terms-of-service agreement) an e-mail account with a company that 

provides electronic-communication services to the public. 

 

T is an original account holder with respect to the bank account that T opened, and T has 

the ability to access the electronic banking statements.  T, as successor account holder to S, may 

access the game character and in-game property associated with the online game and the photo 

account, which both fall under the act’s definition of a “digital asset.”  This means that, if these 

accounts are password-protected or otherwise unavailable to T as trustee, then the bank, the 

photo account service provider, and the online game service provider must give access to T when 

the request is made in accordance with Section 9.  If the terms-of-service agreement permits the 

account holder to transfer the accounts electronically, then T as trustee can use that procedure for 

transfer as well. 

 

T as successor account holder of the e-mail account for which S was previously the 

account holder is also able to request that the e-mail account service provider grant access to 

e-mails sent or received by S; the ECPA permits the service provider to release the catalogue.  

The service provider also must provide T access to the content of an electronic communication 

sent or received by S if the service provider is permitted under 18 U.S.C. Section 2702(b) to 

disclose the content.  The bank may release the catalogue of electronic communications or 

content of an electronic communication for which it is the originator or the addressee because the 

bank is not subject to the ECPA. 

 

Example 5—Access notwithstanding terms in a terms-of-service agreement.  D, who is 

domiciled in state X, dies.  D was a professional photographer who stored valuable digital photos 

in an online storage account provided by C.  P is appointed by a court in state X to administer 

D’s estate.  P needs access to D’s online storage account to inventory and appraise D’s estate 

assets and to file D’s estate tax return.  During D’s lifetime, D entered into a terms-of-service 

agreement with C for the online storage account.  The choice-of-law provision selects the law of 

state Y to govern the contractual rights and duties under the terms-of-service agreement.  A 

provision of the terms-of-service agreement prohibits fiduciary access to the digital assets of an 

account holder, but D did not agree to that provision by an affirmative act separate from D’s 

assent to other provisions of the terms-of-service agreement.  UFADAA has been enacted by 

state X but not by state Y.  Because P’s access to D’s assets is fundamental to carrying out P’s 
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fiduciary duties, a court should apply subsections (b) and (c) of this act under the law of state X 

to void the terms-of-service agreement provision prohibiting P’s access to D’s online account, 

even though the terms-of-service agreement selected the law of state Y to govern the contractual 

rights and duties under the terms-of-service agreement. 

 

SECTION 9.  COMPLIANCE. 

(a) If a fiduciary with a right under this [act] to access a digital asset of an account holder 

complies with subsection (b), the custodian shall comply with the fiduciary’s request in a record 

for: 

 (1) access to the asset; 

 (2) control of the asset; and 

 (3) a copy of the asset to the extent permitted by copyright law. 

(b) If a request under subsection (a) is made by: 

 (1) a personal representative with the right of access under Section 4, the request 

must be accompanied by a certified copy of [the letter of appointment of the representative or a 

small-estate affidavit or court order]; 

 (2) a [conservator] with the right of access under Section 5, the request must be 

accompanied by a certified copy of the court order that gives the [conservator] authority over the 

digital asset; 

 (3) an agent with the right of access under Section 6, the request must be 

accompanied by an original or a copy of the power of attorney that authorizes the agent to 

exercise authority over the digital asset and a certification of the agent, under penalty of perjury, 

that the power of attorney is in effect; and 

 (4) a trustee with the right of access under Section 7, the request must be 

accompanied by a certified copy of the trust instrument[, or a certification of the trust under [cite 
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trust-certification statute, such as Uniform Trust Code Section 1013],] that authorizes the trustee 

to exercise authority over the digital asset. 

(c) A custodian shall comply with a request made under subsection (a) not later than 

[60] days after receipt.  If the custodian fails to comply, the fiduciary may apply to the court for 

an order directing compliance. 

(d) [Instead of furnishing a copy of the trust instrument under subsection (b)(4), the 

trustee may provide a certification of trust.  The certification: 

 (1) must contain the following information: 

  (A) that the trust exists and the date the trust instrument was executed; 

  (B) the identity of the settlor; 

  (C) the identity and address of the trustee; 

  (D) that there is nothing inconsistent in the trust with respect to the 

trustee’s powers over digital assets; 

  (E) whether the trust is revocable and the identity of any person holding a 

power to revoke the trust;  

  (F) whether a cotrustee has authority to sign or otherwise authenticate; and  

  (G) whether all or fewer than all cotrustees are required to exercise powers 

of the trustee; 

 (2) must be signed or otherwise authenticated by a trustee; 

 (3) must state that the trust has not been revoked, modified, or amended in a 

manner that would cause the representations contained in the certification of trust to be incorrect; 

and 

 (4) need not contain the dispositive terms of the trust. 
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(e) A custodian that receives a certification under subsection (d) may require the trustee 

to provide copies of excerpts from the original trust instrument and later amendments 

designating the trustee and conferring on the trustee the power to act in the pending transaction. 

(f) A custodian that acts in reliance on a certification under subsection (d) without 

knowledge that the representations contained in it are incorrect is not liable to any person for so 

acting and may assume without inquiry the existence of facts stated in the certification. 

(g) A person that in good faith enters into a transaction in reliance on a certification under 

subsection (d) may enforce the transaction against the trust property as if the representations 

contained in the certification were correct. 

(h) A person that demands the trust instrument in addition to a certification under 

subsection (d) or excerpts under subsection (e) is liable for damages, including attorneys’ fees, if 

the court determines that the person did not act in good faith in demanding the instrument. 

(i)] This section does not limit the right of a person to obtain a copy of a trust instrument 

in a judicial proceeding concerning the trust. 

Legislative Note: The bracketed language in paragraphs (d)-(i) allows states that have already 

enacted the Uniform Trust Code or a similar law permitting a certification of trust in lieu of 

furnishing a complete copy of the trust instrument to delete the bracketed language when setting 

out procedures concerning a trustee’s request.  States that have not adopted the Uniform Trust 

Code or a certification of trust procedure may choose to include the bracketed language, which 

is a slight modification of the language in Uniform Trust Code Section 1013. 

Comment 

Subsection (a) allows a fiduciary to request access, control, or a copy of the digital asset.  

The term “control” means only the ability to move (unless prohibited by copyright law) or delete 

that particular asset.  A fiduciary’s control over a digital asset is not equivalent to a transfer of 

ownership or a laundering of illegally obtained material.  Thus, this subsection grants the 

fiduciary the ability to access electronic records, and the disposition of those records is subject to 

other laws.  For example, where the account holder has an online securities account or has a 

game character and in-game property associated with an online game, then the fiduciary’s ability 

to sell the securities, the game character, or the in-game property is controlled by traditional 

probate law.  The act is only granting access and “control” in the sense of enabling the fiduciary 
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to do electronically what the account holder could have done electronically.  Thus, if a 

terms-of-service agreement precludes online transfers, then the fiduciary is unable to make those 

transfers electronically as well. 

 

Example—Fiduciary control over a digital asset.  D dies with a will disposing of all D’s 

assets to D’s spouse, S.  E is the personal representative for D’s estate.  D left a bank account, for 

which D only received online statements, and a blog. 

 

E as personal representative of D’s estate has access to both of D’s accounts and can 

request the passwords from the custodians of both accounts.  If D’s agreement with the bank 

requires that transferring the underlying title to the account be done in person, through a hard 

copy signed by the account holder and the bank manager, then E must comply with those 

procedures (signing as the account holder) and cannot transfer the funds in the account 

electronically.  If the terms-of-service agreement for the blog permitted D to transfer the blog 

electronically, then E can make the transfer electronically as well. 

 

Subsection (c) establishes 60 days as the appropriate time for compliance.  This is true 

regardless of the procedure for supplying the requisite trust instrument.  If applicable law other 

than this act does not prohibit the custodian from complying, then the custodian must grant 

access to comply.  This provision should be read in conjunction with the state’s power of 

attorney act. 

 

Subsection (h) allows for attorneys’ fees.  As the comment to Section 709 of the Uniform 

Trust Code explains, reimbursement under this section may include attorney’s fees and expenses 

incurred by the trustee in defending an action. However, a trustee is not ordinarily entitled to 

attorney’s fees and expenses if it is determined that the trustee breached the trust. See 3A 

Austin W. Scott & William F. Fratcher, The Law of Trusts § 245 (4th ed. 1988). 

 

 SECTION 10.  CUSTODIAN IMMUNITY.  A custodian and its officers, employees, 

and agents are immune from liability for an act or omission done in good faith in compliance 

with this [act]. 

Comment 

 

This section establishes that custodians are protected from liability when they act in 

accordance with the procedures of this act and in good faith.  The types of actions covered 

include disclosure as well as transfer of copies.  The critical issue in conferring immunity is the 

source of the liability.  Direct liability is not subject to immunity; indirect liability is subject to 

immunity. 

 

Direct liability could only arise from noncompliance with a judicial order issued under 

section 9.  Upon determination of a right of access under sections 4, 5, 6, or 7, a court may issue 

an order to grant access under section 9.  Noncompliance with that order would give rise to 

Planning for Digital Assests_________________________________________________________________________________________________________Chapter 7

50



 

25 

liability for contempt.  There is no immunity from this liability. 

 

Indirect liability could arise from granting a right of access under this act.  Access to a 

digital asset might invade the privacy or harm the reputation of the decedent, protected person, 

principal, or settlor, it might harm the family or business of the decedent, protected person, 

principal, or settlor, and it might harm other persons.  The grantor of access to the digital asset is 

immune from liability arising out of any of these circumstances if the grantor acted in good faith 

to comply with this act.  If there is a judicial order under section 9, compliance with the order 

establishes good faith.  Absent a judicial order under section 9, good faith must be established by 

the grantor’s assessment of the requirements of this act. 

 

 SECTION 11.  UNIFORMITY OF APPLICATION AND CONSTRUCTION.  In 

applying and construing this uniform act, consideration must be given to the need to promote 

uniformity of the law with respect to its subject matter among states that enact it. 

 SECTION 12.  RELATION TO ELECTRONIC SIGNATURES IN GLOBAL AND 

NATIONAL COMMERCE ACT.  This [act] modifies, limits, or supersedes the Electronic 

Signatures in Global and National Commerce Act, 15 U.S.C. Section 7001 et seq., but does not 

modify, limit, or supersede Section 101(c) of that act, 15 U.S.C. Section 7001(c), or authorize 

electronic delivery of any of the notices described in Section 103(b) of that act, 15 U.S.C. 

Section 7003(b). 

 [SECTION 13.  SEVERABILITY.  If any provision of this [act] or its application to 

any person or circumstance is held invalid, the invalidity does not affect other provisions or 

applications of this [act] which can be given effect without the invalid provision or application, 

and to this end the provisions of this [act] are severable.] 

Legislative Note: Include this section only if this state lacks a general severability statute or a 

decision by the highest court of this state stating a general rule of severability. 

SECTION 14.  REPEALS; CONFORMING AMENDMENTS. 

(a) …. 

(b) …. 
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(c) …. 

 SECTION 15.  EFFECTIVE DATE.  This [act] takes effect…. 
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