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Bill Sorrell says he is bowing out as Attorney General 
  
Mike Donoghue, Free Press Staff Writer 2:41 p.m. EDT September 28, 2015 
  
Vermont Attorney General William H. Sorrell said today he will not seek re-election in 
November 2016. 
 
“It has been my honor and pleasure to serve the people of Vermont as Attorney General for well 
over eighteen years,” he said in his announcement. 
 
“I look forward to continuing to work hard, along with the very talented lawyers and other staff 
of the Attorney General’s Office, on the many important issues we presently confront and those 
we will confront during the next fifteen months.” 
 
Sorrell of Burlington added “I am proud of my office and its many accomplishments. I am 
deeply grateful for the support I have received and continue to receive from so many 
Vermonters.” 
 
Sorrell served twice as Chittenden County State’s Attorney and also in the administration of 
Gov. Howard Dean before being named Attorney General. 
 
The current Chittenden County State’s, T.J. Donovan of Burlington, who narrowly missed 
beating Sorrell in the Democratic primary in 2014, has announced earlier that he would give a 
second run for Attorney General. 
 
Attempts to reach Donovan were unsuccessful. 
 
Contact Mike Donoghue at 660-1845 or  mdonoghue@freepressmedia.com Follow Mike on 
Twitter at www.twitter.com/FreepsMikeD. 
 
LA 2024 adds to growing staff  
 
David WhartonDavid Wharton•Contact Reporter 
September 29, 2015, 9:09 AM  
 
Almost a month after entering the race for the 2024 Summer Olympics, the Los Angeles bid 
committee is quietly assembling a staff to run its campaign over the next two years. 
 
On Tuesday, LA 2024 announced that Brian Nelson, a former California Department of Justice 
advisor, will serve as general counsel. 
 



"I volunteered Brian to join this effort because I want it to succeed and his experience guiding 
large, complex matters in my office is a perfect fit for the important work ahead,” Atty. Gen.  
Kamala Harris said. 
 
Nelson's appointment closely follows the announcement that Olympian Janet Evans will serve as 
vice chairwoman and a liaison for athlete concerns. 
 
A UCLA alumnus, Nelson was senior policy advisor to Harris and the state department's general 
counsel. He will now work closely with city officials and private attorney Jon Oram on the bid. 
 
 “I am thrilled to join this conversation about what makes Southern California so special and will 
do whatever I can to support Los Angeles’ candidacy to host the 2024 Games," Nelson said. 
 
LA 2024 chairman Casey Wasserman has said his committee will announce other additions over 
the next month or so. The group will appoint a chief executive to oversee day-to-day operations. 
Copyright © 2015, Los Angeles Times 
 
Attorney General Bondi, Orange County Sheriff Demings and the 
Metropolitan Bureau of Investigation Announce Human Trafficking Arrests 
 
Attorney General Pam Bondi, Orange County Sheriff Jerry Demings and the Metropolitan 
Bureau of Investigation today announced the arrests of 21 individuals on charges stemming from 
a massive drug and human trafficking ring operating in central Florida. The arrests follow an 
extensive two-year investigation into the organization’s involvement in heroin and sex 
trafficking in the region. Law enforcement officers have rescued several human trafficking 
victims including one child. As a result of the investigation, 20 additional human trafficking 
victims have also been identified.   
 
“We will continue to work tirelessly to keep these monsters away from our children. These 
victims were being held under the threat of violence and with the use of drugs, so they could be 
sold for sex. We will not tolerate anyone coercing and exploiting anyone in our state to traffic 
them for sex, and I want to thank my Office of Statewide Prosecution, Sheriff Demings, the 
Metropolitan Bureau of Investigation, the Florida Highway Patrol and the U.S. Department of 
Homeland Security for the great teamwork and coordination to take down this massive human 
and drug trafficking ring and rescue the victims of these atrocious crimes,” said Attorney 
General Bondi.   
 
“This complex MBI investigation, which successfully dismantled a violent human trafficking 
and drug organization, demonstrates the results that can be obtained when law enforcement 
agencies combine their efforts and talents. Investigators from all the local, state and federal 
agencies in the MBI task force worked together to apply a variety of technology and 
investigative strategies. As an example, the lead team of case agents were from the United States 
Department of Homeland Security Investigations and also the Florida Highway Patrol backed up 
by police officers, sheriff’s deputies, and special agents from the other central Florida law 
enforcement agencies that are part of the MBI,” said MBI Director Joseph Cocchiarella.  
 



“This was a great collaboration between local, state and federal agencies to combat human sex 
trafficking and its relation to drug trafficking,” said Orange County Sheriff Demings.  
 
As part of the investigation, several search warrants were executed throughout Orange County 
leading to the seizure of large amounts of cannabis, cash, cocaine, and heroin, as well as, several 
stolen weapons. The investigation is ongoing and more arrests may be forthcoming.   
 
The defendants face multiple felony charges including drug charges, racketeering and human 
trafficking for commercial sexual activity of a child. Attorney General Bondi’s Office of 
Statewide Prosecution will prosecute the defendants.   
 
Utah Attorney General's Office Trains Utah Sheriffs on Investigating Human 
Trafficking and the Importance of United Efforts  
 
ST. GEORGE, Sept. 23, 2015 – Utah Attorney General Sean Reyes, AG Investigations Director 
Leo Lucey and AG Justice Division Director Greg Ferbache trained Utah sheriffs on human 
trafficking this week at the Utah Sheriffs Corrections and Law Enforcement Conference in St. 
George. AG Reyes, Director Lucey and Director Ferbache urged sheriffs and agencies 
throughout Utah to understand the signs of human trafficking and to coordinate efforts to thwart 
the increasing criminal enterprise.  
 
“I have deep gratitude for the exceptional men and women who choose law enforcement as a 
profession and risk their lives daily to protect our cities, counties and state,” said Reyes. “The 
Utah Sheriffs’ Association Conference is an important annual venue for our office to learn about 
current crime trends and ways to combat dangers in our communities. This year, we had the 
unique opportunity to train other agencies on how to detect human trafficking patterns, prosecute 
those engaged in trafficking activities and ways to unite in state efforts to eradicate trafficking 
from our state.” 
 
Established in September 2012 by victim advocates, the statewide Utah Trafficking in Persons 
Task Force is force made up of service providers, law enforcement, legal professionals and other 
stakeholders.  The organization provides needed resources and a forum for the exchange of ideas, 
sharing intelligence, case staffing, developing victim resources and creating opportunities for all 
entities involved to help address and resolve the crime of human trafficking. Agencies were 
invited to join the task force. 
 
Also discussed in the training, signs to recognize potential trafficking in Utah, which include but 
are not limited to:  
 
•       Travel for a specific job or purpose that changes once the person arrives in the destination 
state or nation 
 
•       Signs of physical or mental abuse  
 
•       Financial obligations to an employer or an employer holds wages 
 



•       Instruction from an employer on what to say to law enforcement or associates 
 
•       Inability to freely leave employment  
 
•       Overly crowded houses or apartments with many young adults from the same world region 
that seem to not socialize with neighbors 
 
“Human trafficking is not a partisan issue, it’s a human issue – and we must come together to 
fight it in Utah and throughout the world,” concluded Reyes.   
 
On September 25, Utah Attorney General Sean Reyes spoke at the Association of Corporate 
Counsel Mountain West Chapter's Ninth Annual Nutrition Law Symposium at Thanksgiving 
Point Gardens in Lehi, Utah. The symposium featured industry leaders addressing important 
topics facing the nutrition supplement industry. AG Reyes spoke about ways to interact with 
regulators and other legal issues in relation to dietary supplements as companies seek to maintain 
high quality products that are manufactured in accordance with current Good Manufacturing 
Practices. In addition, the Attorney General discussed his office's and personal mission to combat 
human trafficking in relation to many national and international efforts including the California 
Transparency in Supply Chain Act that ensures companies disclose on their websites and other 
materials how they address Slavery and Human Trafficking. 
 
Montana Law Enforcement Academy Announces Partnership with Missoula 
College-University of Montana  
 
Graduating Officers to Earn 18 Missoula College Credits  
 
HELENA – The Montana Law Enforcement Academy (MLEA) and Missoula College-
University of Montana today announced a joint partnership that will allow officers graduating 
from basic training to earn 18 college credits that directly transfer to Missoula College. 
 
“We’re excited about this unique partnership between our Academy’s Law Enforcement Officer 
Basic course and the Missoula College-University of Montana’s Associate of Arts Degree with a 
focus in Fundamentals of Police Science,” Attorney General Tim Fox said.  “This agreement 
creates a bridge by providing graduating basic course students with the opportunity to receive 18 
of the 60 credits needed to receive an associate’s degree, and it’s my hope all eligible new 
officers will take advantage of this opportunity to obtain a college degree.” 
 
The normal cost of the 18 Missoula College-UM college credits is $1192.80; under this new 
partnership, MLEA basic course graduates who do not already have a college degree transfer 
directly into the Missoula College at no cost to them.  Missoula College Dean Shannon O'Brien 
said, "These types of partnerships ensure that our communities are safe with well-educated 
officers while offering boundless opportunities for these officers by setting them on a path for 
continued success." 
 
Glen Stinar, MLEA Administrator said, “This is great for our new class of officers that started on 
Monday, as well as future classes here at the Academy.  Continuing education should be a part of 



a law enforcement officer’s career.  We intend to encourage graduates of our twelve-week basic 
law enforcement program to consider post-secondary educational opportunities as part of their 
career management strategy. This partnership gives them a head start down that path.” 
 
Operated by the Montana Department of Justice, the Montana Law Enforcement Academy is the 
premier law enforcement and public safety educational and training institution for state, county, 
city and tribal officers throughout the state. The academy offers entry-level (basic) programs and 
advanced training through an array of professional development programs.  For more 
information, visit:  https://dojmt.gov/mlea/ 
 
Missoula College - University of Montana is the two-year college of the University of Montana, 
located in Missoula. The college became part of the University of Montana in 1994, and offers 
35 programs including career, transfer, and technical programs.  Learn more at:  
http://mc.umt.edu/ 
 
Rhode Island Attorney General Partners with U.S. State Department to 
Provide Unique Expertise to Ukraine  
 
To support and foster Ukraine's pursuit of reform and rule of law, the U.S. Department of State 
and the National Association of Attorneys General (NAAG) recently dispatched a team of 
prosecutors from the Rhode Island Office of the Attorney General to the nation to train the newly 
established anticorruption-focused Inspector General unit within the Ukrainian Prosecutor 
General's Office.  
 
Leading the training were Rhode Island Assistant Attorneys General Maureen Keough and James 
Baum.  
The training marked a new step in U.S. support for developing Ukraine's law enforcement and 
judicial sectors. With assistance from the State Department's Bureau of International Narcotics 
and Law Enforcement Affairs (INL), Ukraine's Deputy Prosecutor General David Sakvarelidze 
has recently established and been named the Head of a new Inspector General unit at Ukraine's 
Prosecutor General's Office. Since its recent inception, the Inspector General unit is making 
progress and has recruited a small but dedicated staff to begin combating corruption within the 
Ukrainian justice system.  
 
In response to the Government of Ukraine's request to INL for assistance in establishing this new 
unit, Assistant Attorneys Generals Keough and Baum travelled to Ukraine August 31-September 
4, 2015, where they provided advice and mentoring to the members of the Inspector General's 
unit, and assessed the technical equipment needs, organizational structure, and key procedures to 
assist the Unit in leading successful internal investigation, conduct sting operations, and protect 
sensitive information. 
 
The training was the first since Attorney General Peter F. Kilmartin signed an agreement in 
December 2013 with INL in which Rhode Island agreed to provide prosecutorial training to 
foreign partners to enhance their law enforcement and justice sector capabilities. The Department 
of State covers all costs related to deploying personnel from the Office overseas. 
 

http://mc.umt.edu/


NAAG signed a similar agreement in February 2014 under which NAAG's National Attorneys 
General Training and Research Institute and INL cooperate on advancing the development of 
rule-of-law institutions with partner countries around the world. 
 
"Fair, transparent and legitimate judicial and police institutions are the bedrock of stable, 
prosperous communities around the world," noted INL's Principal Deputy Assistant Secretary 
Luis Arreaga. "The training that the Rhode Island Office of the Attorney General provided to 
Ukraine has been key to building and strengthening that foundation for the Ukrainian people." 
 
"We live in a global, interactive world, and the United States has the resources to provide 
assistance to countries that are trying to change the culture of corruption to one of laws and a 
justice system the public can have trust in. Furthermore, with the growth of transnational crime, 
including human trafficking and cyber crime, it is important we support Rule of Law throughout 
the world and establish relationships for prosecution of these crimes," said Attorney General 
Peter Kilmartin. "I am proud that our prosecutors were chosen to impart their expertise on their 
counterparts in Ukraine. It is a testament to the excellence of the prosecutors in this office. Each 
and every day, they work with law enforcement to assess and build cases that lead to successful 
prosecution, and have earned a reputation as some of the best prosecutors in the nation who are 
sought out for their expertise." 
 
"It was inspiring to meet a group of such dedicated individuals who are working tirelessly 
against significant odds to institute reform to the rule of law in Ukraine," commented Assistant 
Attorney General Maureen Keough. 
 
"The newly formed Inspector General's unit is well on its way to address Ukraine's desire to 
combat corruption," added Assistant Attorney General James Baum. "It was truly an honor to 
work with these professional prosecutors to help them reach their critical mission."  
 
Upon returning from Ukraine, Assistant Attorneys General Keough and Baum briefed Attorney 
General Kilmartin and United State Senator Sheldon Whitehouse on the experience. Whitehouse 
was among a small group of Senators who visited Ukraine in early 2014 shortly after the Russian 
invasion of Crimea. Since then, he has urged the State Department to coordinate with Attorneys 
General to support democracy in Ukraine by providing anti-corruption and rule of law training 
services. 
For more information or to arrange interviews please contact INL-PAPD@state.gov or follow 
the Bureau on Facebook at Facebook/StateINL and Twitter @StateINL.  
 
Attorney General Kamala D. Harris Reaches $33 Million Settlement With 
Comcast Over Privacy Violations  
  
LOS ANGELES - Attorney General Kamala D. Harris today announced that the California 
Department of Justice, along with the California Public Utilities Commission, has reached a $33 
million settlement with Comcast over allegations that Comcast posted online the names, phone 
numbers and addresses of tens of thousands of customers who had paid for unlisted voice over 
internet protocol (“VOIP”) phone service.  
 



As part of the settlement, Comcast must pay $25 million in penalties and investigative costs to 
the California Department of Justice and the California Public Utilities Commission. Comcast 
will also pay approximately $8 million in additional restitution to customers whose numbers 
were improperly disclosed. 
 
“Publishing personal information that should have been unlisted is unlawful and a troubling 
breach of privacy,” Attorney General Harris said. “This settlement provides meaningful relief to 
victims, brings greater transparency to Comcast’s privacy practices and sends a message that 
violations of consumers’ privacy will result in significant penalties.” 
 
As part of the stipulated judgment filed today in Alameda Superior Court, Comcast has agreed to 
a permanent injunction that requires the company to improve how it handles customer 
complaints and to strengthen the restrictions it places on its vendors’ use of personal information 
about customers.  The injunction will require Comcast to provide a simple and easy-to-read 
disclosure form to all customers that explains the ways in which it uses unlisted phone numbers 
and other personal information.  
 
Comcast is in the process of refunding all fees paid for unlisted service by the roughly 75,000 
customers whose information was improperly disclosed over a two-year period, which total over 
$2 million.  Under the settlement, Comcast will pay each of these customers $100 on top of the 
refund, totaling an additional $7.5 million.  The settlement also provides for further monetary 
relief to individuals who have identified personal safety concerns related to the disclosure of 
their personal information, such as law enforcement personnel and victims of domestic violence. 
 
Comcast’s existing customers will receive their restitution payment as a credit on an upcoming 
telephone bill.  Former customers will have their restitution payments mailed to their last known 
mailing address in the next few months.  For questions about restitution administration, please 
contact Comcast at 1-855-290-6262. 
 
This settlement is part of a global agreement that also resolves related administrative actions 
filed before the California Public Utilities Commission. The Utility Reform Network (TURN) 
and the Greenlining Institute participated in those proceedings as well as the settlement 
negotiations and have approved the settlement terms. 
 
Copies of the complaint and stipulated judgment are attached to the online version of this release 
at www.oag.ca.gov/news. 
 
Sage grouse not endangered, feds rely on state-led rescue across West 
 
Colorado and other western states get what they want with Interior Secretary Sally Jewell poised 
to announce no-list decision 
 
By Bruce Finley 
The Denver Post 
 

http://www.oag.ca.gov/news


The federal government has decided not to list the greater sage grouse as endangered, relying 
instead on state-led voluntary efforts to stop extinction across long-neglected expanses of 
Western sagebrush steppe. 
 
U.S. Secretary of the Interior Sally Jewell made the announcement Tuesday at the Rocky 
Mountain Arsenal National Wildlife Refuge, northeast of Denver. She was joined by a group of 
western governors and federal and state officials. 
 
“Today we have proven we can take smart science-based forward-looking steps,” said Jewell, 
who said it was a “historic effort” of collaboration. She said the no-list decision means a brighter 
future for the bird and “more importantly it means certainty” for western communities. 
 
The not-warranted decision marks a shift after the feds in 2010 determined grouse needed 
protection under the Endangered Species Act to survive onslaughts of agricultural, housing and 
industrial energy development. And it marks a new all-hands-on-deck approach to wildlife 
conservation across large landscapes. 
 
Environmental group WildEarth Guardians officials said sage grouse and BLM plans for 
managing grouse on federal lands contain “crippling flaws.” 
 
A chicken-size forager famed for fancy mating displays, greater sage grouse once numbered in 
the millions but have declined to an estimated 200,000 to 500,000. Survivors are clumped around 
165 million acres stretching from Colorado up to the Dakotas and out to California — also home 
to 300 other species including golden eagles. 
 
“It demonstrates that the Endangered Species Act is an effective and flexible tool and a critical 
catalyst for conservation — ensuring that future generations can enjoy the diversity of wildlife 
that we do today,” Jewell said. 
 
Newly launched state-led conservation projects “will ensure that abundant greater sage grouse 
populations will continue to be distributed across the range into the foreseeable future,” U.S. 
Fish and Wildlife Service assistant director Gary Frazer said Monday in a discussion with 
reporters. 
 
“The service has concluded that the greater sage grouse does not meet the definition of a 
threatened or endangered species and does not warrant listing,” Frazer said. “We will continue to 
participate in and monitor the conservation efforts and population trends, and we will re-evaluate 
the status of the species in five years.” 
 
Colorado Sen. Michael Bennet said the efforts need to continue with the announcement made. 
“Now it's important that the collaboration and hard work continue,” Bennet said. 
 
Federal officials have faced sustained resistance from western states, including Colorado, 
opposing any Endangered Species Act listing. In 2010, the feds agreed to delay action, 
challenging states to prove by 2015 that they could bring the bird back from the brink. 
 



National conservation groups worried that imposing federal Endangered Species Act restrictions 
on such a large area — 165 million acres across 11 states — could cause Congress to attack a 
cumbersome-but-useful environmental law. 
 
Colorado Gov. John Hickenlooper and other western governors joined Jewell at the refuge 
Tuesday to make the announcement. They've insisted on flexibility in pressing for  state-led 
voluntary conservation, warning federal intervention would put unprecedented limits on people 
— stifling economic development. 
 
Colorado leaders last week asked Fish and Wildlife officials to approve a state-run “habitat 
exchange” to let drillers, ranchers, builders and others offset harm to grouse habitat by paying for 
efforts to improve habitat at other locations. Other states have proposed similar exchanges in a 
concerted push to avert a federal listing. 
 
It remains unclear whether grouse numbers are actually up. 
 
“The most significant change since 2010 is that both state and federal partners have established 
regulatory plans that have addressed the primary threat, which was the loss and fragmentation of 
habitat,” Frazer said. 
 
Since 1985, grouse have dwindled rapidly amid grazing, house-building, oil and gas exploration 
and other activity. This decline triggers, under the ESA, the federal equivalent of an ecological 
emergency room rescue on habitat where grouse have survived. 
 
Larger populations have survived in Wyoming and Nevada. In Colorado, state wildlife officials 
estimate there are about 20,000 grouse. Their habitat within Colorado spans public lands (53 
percent) and private lands (47 percent). 
 
Grouse can be hard to count because of their wide range, camouflage and knack for hiding in 
sagebrush. The decades-long storm over grouse has kindled interest in population data, but 
there's no effective, accepted way to count these birds. 
 
State wildlife agencies focus on the most visible grouse: males puffing their chests and making 
blooping sounds in sunrise mating dances on communal mating sites, called leks. 
 
The federal Bureau of Land Management, which oversees 8.4 million acres in Colorado, plays a 
key role in whether grouse will survive. BLM officials lease land for grazing, drilling, mining 
and installation of power lines and windmills. New BLM plans for land use contain restrictions 
such as limiting activity near leks and requiring directional drilling to reach underground oil and 
gas. 
 
Federal agencies dealing with wildfire also increasingly prioritize needs of sage grouse. They've 
mapped habitat where wildfire is considered a primary threat to survival of the bird and are 
working to reduce invasive cheatgrass that makes habitat vulnerable to catastrophic wildfire. 
 



Fish and Wildlife officials on Monday called for congressional support to make sure states can 
successfully carry out conservation plans. 
 
“The critical part is implementation,” said Jim Lyons, Fish and Wildlife's deputy assistant 
secretary for land and minerals management. 
Bruce Finley: 303-954-1700, bfinley@denverpost.com or @finleybruce 
 
Environmentalists expanding legal campaign to stop coal mining over climate 
change 
 
Associated Press 
By COLLEEN SLEVIN, Associated Press 
 
DENVER (AP) — Boosted by a recent victory in Colorado, an environmental group is 
expanding its legal campaign to try stop coal mining because of climate change by challenging 
permits for some of the largest mines in the West. 
 
This time, New Mexico-based WildEarth Guardians is asking that a federal judge block mining 
at the Antelope Mine and Black Thunder mines in Wyoming's Powder River Basin, the El 
Segundo Mine in New Mexico and the Bowie No. 2 Mine in Colorado. 
 
But it's taking the argument further. Rather than just saying that federal regulators should take 
the climate change impacts of individual mines into account before approving permits, the group 
claims that they should be looking at the cumulative effect of mining as a whole and whether the 
nation should allow any more. 
 
In May, WildEarth Guardians persuaded a Denver federal judge to order a new environmental 
review for the Colowyo mine in northwestern Colorado in part because Judge R. Brooke Jackson 
thought regulators essentially rubber stamped its permit rather than taking a serious look at the 
environmental impacts under federal law, including the effect burning the mined coal would 
have on greenhouse gases. While that mine supplied coal to a nearby power plant, the mines 
targeted now are owned by some of the biggest players in the struggling coal business and export 
coal abroad as well as provide fuel to utilities across the country. 
 
El Segundo belongs to St. Louis-based Peabody Energy Corp., the world's largest private-sector 
coal producer, and Black Thunder, owned by St. Louis-based Arch Coal, is one of the largest 
coal mining complexes in the world. 
 
Gillette, Wyo.-based Cloud Peak Energy, which owns the Antelope Mine, said the existing 
leasing process, which involves state and federal oversight, is extensive. 
 
"Antelope Mine's federal coal leases and mining operations were thoroughly evaluated under this 
process," spokesman Rick Curtsinger said. 
 



The suit is filed against Interior Secretary Sally Jewell, the Interior Department and its Office of 
Surface Mining and Reclamation. Interior spokeswoman Emily Beyer said the department could 
not comment on litigation. 
 
Jackson's ruling in May followed another one in which he also found that climate change should 
be considering in approving a mining expansion in Somerset, Colorado. The latest case has so far 
been assigned to another judge, Senior Judge Wiley Y. Daniel. 
 
While another judge wouldn't be bound by Jackson's earlier rulings, another win could lead 
regulators to change their approach and start taking climate change into account before 
approving future coal leases, said Justin Pidot, an assistant professor at the University of 
Denver's Sturm College of Law. The difficulty would come in exactly how that impact should be 
measured when other factors besides burning coal are also contributing to global warming, he 
said. In the Colowyo case, regulators doing the new environmental review concluded the climate 
change impact was minimal without going into details and mining was allowed to continue. 
 
WildEarth Guardians is hoping for even more. It wants the Interior Department, which is 
reviewing whether to charge companies more to mine, to stop leasing coal to be mined and take a 
comprehensive look at the environmental impacts of existing mines. 
 
"We need something big and bold here and if you're not going to give it to us, then we're going 
to hold you accounting to these laws," Jeremy Nichols, the group's climate change director, said. 
 
Decisions on earlier challenges filed by the group against permits for the Spring Creek Mine in 
Montana and San Juan coal mine in New Mexico are still pending. 
 
Copyright 2015 The Associated Press. All rights reserved.  
 
AG wins $300K judgment against wedding venue operators who jilted 
customers At least 59 consumers due $50,000 
   
SEATTLE — Attorney General Bob Ferguson today announced a $304,994.51 default judgment 
against the former operators of a Seattle venue who booked events, including many weddings, 
knowing the space would be unavailable. 
   
 The Cranes’ business, EM Fine Art, had hosted events at a South Lake Union gallery. 
   
 In two mass emails in June 2014, the Cranes informed their customers they would not provide 
use of the venue for already scheduled events and would not be refunding down payments. The 
first email falsely claimed the gallery had been destroyed by an electrical fire. 
   
 Those emails were the last their customers heard from the Cranes. At least 59 consumers lost 
approximately $50,000 in deposits and other payments. 
   
“I’m committed to bringing a measure of justice to the victims in this case, many of whom were 
left with one of the most important events in their lives in disarray. We will work toward fully 



collecting this judgment to hold the Cranes accountable for their obligations and provide 
restitution for consumers,” Ferguson said. 
   
 An Attorney General’s Office investigation revealed the Cranes knew their lease would be 
terminated but they continued to rent the space to unwitting consumers. The Cranes received 
multiple notices, starting in November 2013, from their landlord and from the Seattle 
Department of Planning and Development that they were violating local land use ordinances. 
   
 The Cranes knew by March 14, 2014, that they would be unable to host events in 2015, but 
continued scheduling events and accepting payments for 2015. Their landlord notified Roland 
Crane that the gallery’s lease would be terminated May 21, 2014, yet the Cranes continued 
entering into contracts and soliciting payments after receiving that notice for events beyond the 
termination date. 
   
 The Attorney General’s Office Consumer Protection Division filed a lawsuit against Roland and 
Amanda King in February of this year. After a lengthy process of locating and serving the couple 
in California, they failed to respond to the lawsuit by court deadlines. 
   
 King County Superior Court Commissioner Carlos Velategui signed the default judgment late 
yesterday. The judgment includes $50,000 in restitution, $18,994 in costs and fees and $236,000 
in civil penalties for violation of the state Consumer Protection Act. 
   
 Since their violations of the Consumer Protection Act, the Cranes have left the state and were 
only reachable via email and a rented mailbox. 
   
Although the Cranes claimed they had not received notice of the state’s lawsuit and that they no 
longer used the mailbox, the Attorney General’s Office investigation revealed they in fact 
checked their mail 27 times in the month following the mailing of the complaint and summons. 
 
Complex Car Software Becomes the Weak Spot Under the Hood 
 
By DAVID GELLES, HIROKO TABUCHI and MATTHEW DOLAN SEPT. 26, 2015 
 
Shwetak N. Patel looked over the 2013 Mercedes C300 and saw not a sporty all-wheel-drive 
sedan, but a bundle of technology. 
 
There were the obvious features, like a roadside assistance service that communicates to a 
satellite. But Dr. Patel, a computer science professor at the University of Washington in Seattle, 
flipped up the hood to show the real brains of the operation: the engine control unit, a computer 
attached to the side of the motor that governs performance, fuel efficiency and emissions. 
 
To most car owners, this is an impregnable black box. But to Dr. Patel, it is the entry point for 
the modern car tinkerer — the gateway to the code. 
 
“If you look at all the code in this car,” Dr. Patel said, “it’s easily as much as a smartphone if not 
more.” 



 
New high-end cars are among the most sophisticated machines on the planet, containing 100 
million or more lines of code. Compare that with about 60 million lines of code in all of 
Facebook or 50 million in the Large Hadron Collider. 
 
“Cars these days are reaching biological levels of complexity,” said Chris Gerdes, a professor of 
mechanical engineering at Stanford University. 
 
The sophistication of new cars brings numerous benefits — forward-collision warning systems 
and automatic emergency braking that keep drivers safer are just two examples. But with new 
technology comes new risks — and new opportunities for malevolence. 
 
The unfolding scandal at Volkswagen — in which 11 million vehicles were outfitted with 
software that gave false emissions results — showed how a carmaker could take advantage of 
complex systems to flout regulations. 
 
Carmakers and consumers are also at risk. Dr. Patel has worked with security researchers who 
have shown it is possible to disable a car’s brakes with an infected MP3 file inserted into a car’s 
CD player. A hacking demonstration by security researchers exposed how vulnerable new Jeep 
Cherokees can be. A series of software-related recalls has raised safety concerns and cost 
automakers millions of dollars. 
 
Cars have become “sealed-hood entities with complicated computers and modules,” said Eben 
Moglen, a Columbia University law professor and technologist. “All of this is deeply 
nontransparent. And all of this is grounds for cheating of all sorts.” 
 
The increasing reliance on code raises questions about how these hybrids of digital and 
mechanical engineering are being regulated. Even officials at the National Highway Traffic 
Safety Administration acknowledge that the agency doesn’t have the capacity to scrutinize the 
millions of lines of code that now control automobiles. 
 
One option for making auto software safer is to open it to public scrutiny. While this might 
sound counterintuitive, some experts say that if automakers were forced to open up their source 
code, many interested people — including coding experts and academics — could search for 
bugs and vulnerabilities. Automakers, not surprisingly, have resisted this idea. 
 
“There’s no requirement that anyone except the car companies looks at the code,” says Philip 
Koopman, an associate professor at the department of electrical and computer engineering at 
Carnegie Mellon University. “Computers can now exert almost complete control over your car. 
But if that software misbehaves, there’s nothing you can do.” 
 
Fear of Hacking 
 
Andy Greenberg steered a 2014 white Jeep Cherokee down a highway in St. Louis, cruising 
along at 70 miles per hour. Miles away, two local hackers, Charlie Miller and Chris Valasek, sat 
on a leather couch at Mr. Miller’s house, laptops open, ready to wreak havoc. 



 
As Mr. Greenberg sped along, both hands on the wheel, his ride began to go awry. First, the air-
conditioning began blasting. Then an image of the hackers in tracksuits appeared on the digital 
display screen. Rap music began blaring at full volume, and Mr. Greenberg could not adjust the 
sound. The windshield wipers started and cleaning fluid sprayed, obstructing his view. Finally, 
the engine quit. 
 
Mr. Greenberg was on a highway with no shoulder. A big rig blew past, blaring its horn. 
 
“I’m going to pull over,” Mr. Greenberg said. “ ’Cause I have PTSD.” 
 
The episode was in fact a stunt orchestrated by the hackers and Mr. Greenberg, a writer for 
Wired magazine, to demonstrate the Jeep’s very real vulnerabilities. The article appeared on July 
21. 
 
Days later, Fiat Chrysler, the maker of Jeep, announced a recall of 1.4 million vehicles to fix the 
flaws the hackers had identified — the first known recall intended to address a possible hacking 
threat. 
 
Though automakers say they know of no malicious hacking incidents so far, the risks are real. 
Stefan Savage, a computer security professor at the University of California, San Diego, said that 
automakers were “in a state of panic” over the prospect. “They are trying to figure out what to 
do, quickly,” he said. 
 
“Cars already have very complex computer systems across the board,” said Elliot Garbus, vice 
president for transportation at Intel, the computer chip maker, which has a fast-growing autos 
division. “We’re at the beginning of this evolution, and there’s a question of how do we do a 
better job of securing the vehicle from cyberthreats, and those threats are significant.” 
 
Aware of the threats, most major carmakers have started to explore the idea of sharing critical 
information about security. General Motors last year appointed a chief product cybersecurity 
officer, the first automaker to create such a position. 
 
Tesla has hired a new security chief from Google, who previously oversaw security for the 
Chrome web browser. And in early August, the company began offering $10,000 to outsiders 
who find security problems. (It had been giving $1,000.) “We are hiring!” the automaker wrote 
on a whiteboard at Def Con, a premier computer hackers’ conference in Las Vegas, in 
announcing the prize. 
 
A student works on a computer hooked up to self-steering car at the center. Credit Jason Henry 
for The New York Times   
 
At the same conference, Tesla’s chief technology officer awarded the company’s 
commemorative “challenge coins” to two computer researchers. The researchers had revealed 
how to plug into the Tesla S computer system, unlock the sedan and stop the car under certain 
conditions — vulnerabilities that the company says are now patched. 



 
Congress has moved to pressure automakers to more urgently address such risks. In July, Senator 
Edward J. Markey, Democrat of Massachusetts, and Richard Blumenthal, Democrat of 
Connecticut, introduced new legislation that would require cars sold in the United States to meet 
tough standards of protection against computer attacks. 
 
While a future of malevolent hackers taking over steering wheels across the land still feels a bit 
like science fiction, more mundane issues are already turning up. Recalls over software are 
mounting. In July, Ford said that it would recall 432,000 Focus, C-Max and Escape vehicles 
because of a software bug that could keep the cars’ engines running even after drivers tried to 
shut them off. Ford dealers will update the software to fix the flaw, the automaker has said. 
 
And last month, Toyota recalled 625,000 hybrid cars over a software malfunction that could 
bring the cars to a sudden stop; it recalled 1.9 million Prius hybrid cars last year for a similar 
problem. 
 
Of course, software isn’t always the cause of flaws. One of the deadliest defects discovered in 
the last few years did not arise in chips or code: It was a mechanical problem with the ignition 
switch in some General Motors cars. 
 
Hidden in Code 
 
Software has made cars better. In fact, without software innovations, automakers could not meet 
tightening emissions standards in the United States, said Mr. Gerdes, the Stanford professor. 
 
When a new car is stopped at a light, or in gridlock, for example, its engine might rev without 
prompting from the driver. That might feel like unintended acceleration to the driver, but inside 
what Mr. Gerdes called “the chemical plant” in your car, tightly controlled reactions are taking 
place. The internal emissions system has realized that the catalyst is getting cool, and if it gets 
cool, it won’t be as effective at reducing emissions. So the brains of the car command the engine 
to rev, creating hotter exhaust that keeps the catalyst warm. 
 
And as the Volkswagen case has shown, these complexities create openings for automakers to 
game the system. Software in many of the German carmaker’s diesel engines was rigged to fool 
emissions tests. The cars equipped with the manipulated software spewed as much as 40 times 
the pollution allowed under the Clean Air Act during normal driving situations. Volkswagen 
executives admitted to officials in the United States that diesel cars sold in the country had been 
programmed to sense when emissions were being tested, and to turn on equipment that reduced 
them. 
 
The German automaker got away with this trick for years because it was hidden in lines of code. 
It was only after investigations by environmental groups and independent researchers that 
Volkswagen’s deception came to light. 
 
Errors in software, too, can be notoriously difficult to identify. 
 



Jean Bookout was driving a 2005 Camry eight years ago on an Oklahoma highway when the car 
accelerated through an intersection and slammed into an embankment. Ms. Bookout, then 76, 
was injured, and her passenger, the 70-year-old Barbara Schwarz, died. 
 
Experts who reviewed the source code for Toyota’s electronic throttle system — and testified in 
a lawsuit arising from the Oklahoma case — found that it contained bugs. 
 
They also testified that Toyota had failed to follow proper coding rules and protocols. The 
resulting code, as one expert described it, was “spaghetti.” 
 
An Oklahoma jury awarded $3 million in compensation to the plaintiffs. Toyota settled before 
the jury could consider awarding additional damages; to this day, the carmaker disputes that its 
electronic throttle system is flawed. 
 
Enlisting the Public 
 
Nat Beuse heads the office of vehicle safety research at N.H.T.S.A., the nation’s auto safety 
regulator. At a sprawling research lab in East Liberty, Ohio, a team of engineers from Mr. 
Beuse’s office are hacking into vehicles, tracking down safety defects as well as vulnerabilities 
that might allow an outsider to manipulate the critical functions of a car, like its brakes or 
steering. 
 
It was in Ohio that the agency confirmed that a patch meant to fix the Jeep hacking would 
actually work. Now, N.H.T.S.A. investigators at the test facility are looking for vulnerabilities in 
other systems. 
 
The agency is also testing a standard for writing code recently developed by the automakers. And 
it is studying whether black boxes in cars that record data, like a vehicle’s speed in a crash, can 
be programmed to record electronic faults. 
   
Computer components sit in the trunk of one of the self-steering vehicles. Credit Jason Henry for 
The New York Times   
 
But Mr. Beuse acknowledges that checking the millions of lines of code in automobiles is too 
gargantuan a task for regulators. In some cases, automakers can use two or three different 
versions of code in the same model year, he said. 
 
“Whether you can actually police every little piece of software and electronics in a vehicle — I 
think the scope of that question is too large almost to answer,” he said. “What we’re focused on 
are very, very critical systems that affect safety — steering, throttle, braking and anything to do 
with battery systems.” 
 
One model that N.H.T.S.A. has studied is the one now used by the Federal Aviation 
Administration, which regulates commercial aircraft. The F.A.A. dispatches representatives to 
plane manufacturers to directly oversee the software design process for the critical systems that 
control flying. 



 
“They go in periodically, and say, ‘Show me what you’re doing and convince me that you’re 
doing a good job — or else I’m not signing off, and it’s not going in an airplane,’ ” Mr. 
Koopman of Carnegie Mellon said. “Can you tailor this so that it works for the car business? 
That’s a question I don’t have an answer for. But it’s clearly an option.” 
 
If it were to carry out those inspections, N.H.T.S.A. would need skilled people. The agency 
estimates that it has 0.3 staff members for every 100 fatalities in automobile crashes; the F.A.A. 
has at its disposal over 10,000 staff members for every 100 fatalities on commercial aircraft, 
according to N.H.T.S.A. 
 
“Companies are trying to use state-of-the-art software,” said Mr. Gerdes of Stanford. “If you are 
going to attempt to regulate that, you need to have similar expertise in-house, and that can be 
challenging from a recruiting and compensation and talent perspective.” 
 
Given the challenges of regulating complex software, some experts are calling for automakers to 
put their code in the public domain, a practice that has become increasingly commonplace in the 
tech world. Then, they say, automakers can tap the vast skills and resources of coding and 
security experts everywhere to identify potential problems. 
 
 “We should be allowed to know how the things we buy work,” Mr. Moglen of Columbia 
University said. “Let’s say everybody who bought a Volkswagen were guaranteed the right to 
read the source code of everything in the car,” he said. 
 
“Ninety-nine percent of the buyers would never read anything. But out of the 11 million people 
whose car was cheating, one of them would have found it,” he said. “And Volkswagen would 
have been caught in 2009, not 2015.” 
 
Automakers aren’t buying the idea. 
 
Fiat Chrysler’s security chief, Scott G. Kunselman, told the hackers in the Jeep incident that it 
would be inappropriate and irresponsible for them to publish technical details about the breach 
because it would amount to a how-to guide for criminals to remotely attack a vehicle, according 
to a summary of the correspondence provided by the company. The company declined to make 
Mr. Kunselman available for an interview. 
 
Volkswagen, through its trade association, has been one of the most vocal and forceful 
opponents of an exemption to a copyright rule that would allow independent researchers to look 
at a car’s source code, said Kit Walsh, staff attorney at the Electronic Frontier Foundation, a 
nonprofit advocacy group for user privacy and free expression. 
 
“If copyright law were not an impediment,” he said, “then we could have independent 
researchers go in and look at the code and find this kind of intentional wrongdoing, just as we 
have independent watchdogs that check vehicle safety with crash-test dummies.” 
 



“Keeping source code secret does not prevent attacks,” Mr. Koopman of Carnegie Mellon said. 
“Either the code is vulnerable or it’s not.” 
 
In the past, the Environmental Protection Agency has sided with automakers and opposed 
making automotive code public. There is a community of computer car tinkerers who tweak code 
to improve performance. The E.P.A.’s logic was that car owners might try to reprogram their 
cars to beat emissions rules. 
 
The Volkswagen trickery has turned that argument on its head. The agency declined to comment 
on the copyright issue, and on Friday it announced it would conduct additional emissions testing 
on carmakers. 
 
“Is the problem of individuals modifying their cars individually more serious than the risk of 
large-scale cheating by manufacturers?” said Mr. Moglen of Columbia. 
 
Senator Blumenthal, a co-sponsor of the computer security bill, said that he would approach the 
E.P.A. about opening access to vehicle source code so that deceit could be prevented. 
Automakers “should not prevent the government or consumers from fixing their software,” Mr. 
Blumenthal said. 
 
“The reality is that more and more decisions, including decisions about life and death, are being 
made by software,” Thomas Dullien, a well-known security researcher and reverse engineer who 
goes by the Twitter handle Halvar Flake, said in an email. “But for the vast majority of software 
you interact with, you are not allowed to examine how it functions,” he said. 
 
“The misbehavior of Volkswagen’s cars would have been easily spotted,” he said, “if someone 
had looked at the code.” 
 
 Nick Wingfield contributed reporting. 
 
U.S. Supreme Court Grants Utah’s Petition for Writ of Certiorari in Utah v. 
Strieff 
 
SALT LAKE CITY Oct. 1, 2015 – The U.S. Supreme Court today granted Utah's petition for a 
writ of certiorari in Utah v. Strieff.  In Strieff the Court will address a Fourth Amendment issue 
important for day-to-day police work: whether evidence seized incident to a lawful arrest on an 
outstanding warrant should be suppressed because the warrant was discovered during an 
investigatory stop that was later found to be just shy of the requisite reasonable suspicion.  The 
U.S. Supreme Court will review the Utah Supreme Court’s January 2015 decision holding that 
the district court should have suppressed drug evidence found on Edward Joseph Strieff, Jr. after 
he was lawfully arrested by police on an outstanding warrant. 
 
"Strieff’s arrest on an outstanding warrant was an intervening circumstance that justifies use of 
the evidence at trial – and we welcome the U.S. Supreme Court’s review of this matter,” said 
Attorney General Sean Reyes. 
 



“The U.S. Supreme Court grants only about 75 of the more than 10,000 petitions for a writ of 
certiorari it receives each year,” added Utah Solicitor General Tyler Green, a former U.S. 
Supreme Court clerk. “The Court’s grant in Strieff is a testament to the first-rate work of the 
attorneys in the Criminal Appeals Division of the Utah Attorney General’s Office who prepared 
the petition, including Assistant Attorney General Jeffrey S. Gray, who was counsel of record for 
the petition.” 
 
In December 2006, police received an anonymous tip that drugs were being sold out of a South 
Salt Lake residence. Detective Doug Fackrell conducted intermittent surveillance of the home 
over the course of a week. After observing some short-term visitors coming in and out of the 
residence that was consistent with drug activity, Detective Fackrell stopped Strieff as he left the 
home to question him about his activities there. During the stop, Detective Fackrell discovered 
that Strieff had an outstanding warrant and arrested him. In a lawful search incident to arrest, 
Detective Fackrell found methamphetamine and a drug pipe in Strieff's pockets. 
 
Strieff moved to suppress the evidence on the grounds that the officer lacked reasonable 
suspicion of criminal wrongdoing. Although the district court concluded that Detective Fackrell 
was mistaken in his belief that he had enough evidence to conduct the brief, investigatory stop – 
it ruled that the ensuing arrest on a warrant justified admission of the drug evidence in a trial for 
possession methamphetamine and drug paraphernalia. The Utah Court of Appeals agreed, but the 
Utah Supreme Court reversed. 
 
Attorney General Racine and the Coalition for Responsible Cannabis 
Production Announce Synthetic Drug Partnership 
 
Contact:  Rob Marus, Communications Director: (202) 724-5646; robert.marus@dc.gov 
 
Attorney General Racine and the Coalition for Responsible Cannabis Production Announce 
Synthetic Drug Partnership 
Effort Includes Education and Resources to Explore More Effective Means of Prosecution 
 
Washington, DC – Attorney General Karl A. Racine today announced that the Office of the 
Attorney General (OAG) has established a partnership with the Coalition for Responsible 
Cannabis Production (“the Coalition”) to combat the rising use of synthetic drugs in the District 
and the related fallout for public health and public safety. The initiative aims to educate the 
public and businesses about the dangers and misinformation around synthetic drugs, and to 
further develop criminal and civil remedies to ameliorate the increased use of these substances. 
 
“The use of these synthetic drugs has become a national problem in need of a national response 
by a coalition of concerned agencies, organizations and states,” Attorney General Racine said. 
“The manufacturers, distributors and sellers of these harmful synthetic drugs say the substances 
being peddled are a safe and legal alternative to marijuana. Synthetic drugs are neither safe nor 
legal, and often include mysterious chemical compounds that present a range of potentially 
devastating side effects to users, from severe mental impairment and seizures to violent impulses 
and death.” 
 



The Attorney General continued: “OAG looks forward to partnering with the Coalition to 
develop creative strategies that will reduce the accessibility and use of illegal synthetic drugs.” 
 
The Coalition is a Denver-based industry group whose mission is to develop industry production 
standards and protocols. They have pledged to support the partnership by investing in 
educational materials and retaining outside counsel to develop legal strategies to combat the 
illegal synthetic drug business. In this regard, the Coalition has retained the Davillier Law Group 
LLC, a highly respected law firm based in New Orleans. 
 
According to Fred Niehaus, spokesperson for the Coalition, “A major goal of the Coalition is to 
educate the public about the fraud of synthetic drugs being anything like marijuana. Responsible 
users of legal cannabis need to know that synthetic drugs are not safe. We stand with Attorney 
General Racine on this initiative because the Coalition, made up of responsible producers of 
legal cannabis, want to support responsible cannabis production standards and protocols in order 
to eliminate unscrupulous and illegal drug dealers.” 
 
Additionally, the Coalition pledges to support Attorney General Racine and law enforcement in 
devising means to crack down on the distribution channels for these drugs. 
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